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Bhf@E Management Console Server fitB8

WRTE Bhf%aEs Management Console Server %% [ijsaE Management Console,
Bff%e& Management Console Server 5 Mac-Lab/CardioLab &% Z BB S T INEURRERTS
T -
1. INW ias#882E4tE - Bhjmas Management Console SVR A~{E INW Server 155
n BEEE - 1 < EEEEFNEHBRIERMNE >
n  BERE - 2 < BEERNEFNBIENARIRMLE >
2. ERrEIEHIEENE - BheE Management Console SVR ANEERciE=H281E+
n BEEE - 1 < BEEAEFNEHBRIARERE >
3. EBRREIEHIEEINE - BhE Management Console SVR EERSzHggE+
n  BEXRE -1 < BEHEEFNEIENERIME >

i#%=: BAf%= Management Console Server fiZEBHEMRRIR, — MK ImONIEESE
Centricity Cardiology INW [48 , B—MNLEEZEERMLE.
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BRIk

AP F#ESIR—D0 Windows IhgE , BTFRIIERERINENIHEN. ELFMIOELERY , &
ETAPKRFEHER.
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Symantec EndPoint Protection (12.1.2. 12.1.6 MP5 8} 14.0 MP1) (887 1R )
McAfee VirusScan Enterprise (58 1513 )

McAfee ePolicy Orchestrator (58 19 TQ)

Trend Micro OfficeScan Client/Server Edition 10.6 SP2 (5 40TQ)

Trend Micro OfficeScan Client/Server Edition 11.0 SP1 (£ 49T3)

Trend Micro OfficeScan Client/Server Edition XG 12.0 (£ 59 T3)

PhES I ERERER
STERS R SRR SRR | AT RRTER,

ZHRELEE

EIERZE| Mac-Lab/CardioLab IMEHISRER S L, ZRRAEIEREIAAIE EEAHERRF M
HATEEFRRS.

1. LEERNEERERRNSHER.

2. TERMELAREBE Network (W48 ) , #AIS1%#E Properties (&% ).

3. BLEXEHHRE.

4. [i#EETS Loopback Connection ( IR[AERE ) , SAGI%EIRE Disable ( Z2H ).

5. EHEMXRERR.

b= 3 %%%%%J:%"éﬁﬁ%@i%ﬁﬂ’ﬂ BROR AR IMABLAEE R EEHERE FMEBINFEEFinR

5 RO &E

TEi&E%E] Mac-Lab/CardioLab 3MBRIREERSE L |, (£ TENS RS AAREIEE.
1. UEEBRHEERERINSHESR,

2. TERMELAREBE Network (W48) , #AIS1%#E Properties (&M% ).

3. BEEXEHHRE.

4. [T Loopback Connection ( IR[AliERE ) , SAEI%EIE Enable (BF ).
5. EHEMRERR.

EZEhBEERFZRIECE Computer Browser iR

TS BEEERAYREFEMZE S LAY Computer Browser [REZIEE |, R CIERERE.

1. BRI Start (FHE) > Control Panel (#Z#JE#gk ) > Network and Sharing Center (4%
FIEZd ),
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BatH Change advanced sharing settings ( B EREFIRE ).

EFF Home or Work ( REESKTIE ).

HREIES Turn on file and printer sharing ( FJFSS4FIFTEINHEE ),
BT Save changes ({RFEX ).

8 Start (A ) > Run (&7 ).

i\ services.msc , SA[51% Enter 2,

Wi Computer Browser [R5,

TR Startup type ([Ba12EE! ) I¥E N Automatic ( B ). MRLTRIZRE /9 Automatic
(Bzh) , BEH , AGRE Start ([FE0).

. Bk OK ().
11. %7 Services (RS ) BO.

E=EhESIY 2 BEtE Computer Browser RSS

Ei?"zéﬂﬁﬁ%iﬂ'—?ZE , M EBARRISREFRIRZR S LAY Computer Browser RBZIZE |, TRIRE
SLIERicE.

1. Ba Start (FH4S) > Run (1577 ).

I services.msc , ZA[5i% Enter §#,

X5 Computer Browser [R5,

5 Startup type ( j3zh3RE! ) IRE Manual (F3)).
B OK (HRE ),

Xi7) Services (fR55 ) BEO.
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Symantec EndPoint Protection (12.1.2, 12.1.6 MP5 5§ 14.0 MP1)
TEETA

{RTEEXMEY Mac-Lab/CardioLab ¥/EfZaE Symantec EndPoint Protection, TEEBXMIBIIAE S |
—EEIE Symantec EndPoint Protection Z3E1E e Management Console Server 1, A

EBEAZPIHEREE Centricity Cardiology INW Server ¥15%£= / EIFR LExL, {5/ FEAAA
SkZSEFIBLE Symantec EndPoint Protection,

E’W’@E REARHEERG. EHREFRSENY , LBRAZR EARSFEEL TR

oy S it

LIRS

1. Symantec BAhji5E& Management Console NRE#E Symentec 1iBAZ%E , FRILAER T{E.

2. EFMBEFHRRS (R&E. EBIFH] INW Server ) FLIEBRHEERAEMRRNISHERIUL
B ER.
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3.
4.

LA Run As Administrator ( L\BIRREMDIEIT ) 3T SRR Y.
SfnE C:\Program Files\GE Healthcare\MLCL\Special\ThirdPartyUtilities\Symantec,

FE . EfELE INW Server , i5SA1Z C:\Program Files (x86)\GE

Healthcare\MLCL\Special\ThirdPartyUtilities\Symantec,
A\ UpdateRegSymantec.ps1 , Af51% Enter #£,
HARN AT AT,

R A HETIREARFIE , BEXIER MLCL 6.9.6R1 INW Server LISMYRTA MLCL R&#h,
TSR (IRSBEHRIERS : Windows Server 2008R2 ),

a. B Start (FHR ) %50 , AARETE Run (1517).
b. #IN Regedit.exe , AT OK (HHE ).

c. S4inzl HKEY_USERS\S-1-5-
18\Software\Microsoft\Windows\CurrentVersion\WinTrust\Trust
Providers\Software Publishing,

d. HEFWE State [TAIERIR,

e. 4 Base {9 Decimal,

f. 15 Value data ( {EEUE ) By 146432,

9. BiE OK (FARE ) FHRiAiEMER.

ZRIRREIERE, BXFMES  BENERNEEE (F6m).

BcE Computer Browser k55, BXIFMER | BERAELEDRSHREZEIECE Computer
Browser 55 (2611 ).

Symantec EndPoint Protection - FiR&ESELE ( HEiHxRE
Bhix)

1.

B Start (FHE) > All Programs ( frE#E/% ) > Symantec EndPoint Protection
Manager > Symantec Endpoint Protection Manager,

BNFAPZIZBLIZESR Symantec Endpoint Protection Manager, ( IREMELLIETR | 15
BEYes (£). )

1% Do not show this Welcome Page again ( ABS/RIXIBRE ) , AFGEE Close
(XA ) ARARIBER.

FE . WTFRRA 14.0 MP1, B2 Close ( %A ) LAX[F] Getting Started on Symantec

N o o &

EndPoint Protection ( Symantec EndPoint Protection EFAN|7] ) B&E.
1£ Symantec EndPoint Protection Manager &[5 Admin (12 ),
BATEREPEEPRY Install Packages ( ZEH4HE ).

BEFTRERERTEY Client Install Feature Set ( ZFinZeiEINRLE ),

LT Client Install Feature Set ( ZFim%IigesE ) B0 , REEE Add (i40).
IATEE 7R Add Client Install Feature Set ( I FingaEIhaes: ) &0,

MAGENEMFE FRUERERE.
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9. TR Feature set version ( THEEEERAS ) & 12.1 RU2 and later ( 12.1 RU2 RESIRA ).
10. RiEE T7ITheeH BGHIEEEARTIEE,
m Virus, Spyware, and Basic Download Protection ( f&&. [EIEREFIERNTEIRP ).
m  Advanced Download Protection ( B NE/{FRIF ).
1. BFEBEREFH OK (HE ).
12. {SITFARRA 12.1.2 #1 12.1.6 MP5 , B2t OK ( #f5xE ) LAXIF) Add Client Install Feature Set
(FINEFind=IEesE ) M.
13. £ Symantec Endpoint Protection Manager B[+ 8 Home ( £} ).
14, TRIEGRRA | BT THIE A —IuR(E

m  JRZE 12.1.2 #1 12.1.6 MP5 : )\ Home ( E£I1 ) BOGLSHY Common Tasks ( AHAE
%2 ) THIFIZEHi%E Install protection client to computers ( R E iR ERTE
Hl). WAHEER Client Deployment Type ( EFIRSFEKE ) FHE,

m R4 14.0 MP1 : 7£ Symantec Endpoint Protection Manager &1 835 Clients (&
Fi ). BTG Tasks ({153 ) T@EM Install a client ( REXFi% ), WAHSER Client
Deployment wizard ( ZEFiRSFERS ) B,

15. %% New Package Deployment ( FiZix{4EERE ) HEd Next ( T—£ ).

16. EEFELER 8 helZAITHREEERTR, ILEMIREREBIOME , GRS Next ( T—F ).

iF& 1 XTFRRA 14.1 Mp1 , £ Scheduled Scans ( iTX#3% ) T , BURIEH Delay
scheduled scans when running on batteries and Allow user-defined scheduled

scans to run when scan author is not logged on ( SZFEEEtHRERIIERITRITREHTE
HifEE RERI TR E XA RIEEET ).

17. %3¢ Remote push (iTfEHE% ) , ARG8T Next ( T—# ). ZfF Computer selection
(IEFRTEY ) ERHI.

18. BFF <Domain> (745 : INW ), EiEEZIHNEREFZSERE Computer selection ( 1%1Fit+
8) g0,

iEE . WRFBERBIFTBE RS , 158 E Search Network ( RN ) , SAI5EE Find
Computers ( E#it&H ). (£ search by IP address (&Y IP iIHEER ) 1075
ERIRBIE iR (SREE. EIERFD INW Server ),

19. ERCEZEENHAETA Mac-Lab/CardioLab Z w28 , AfFEHE >>, WIHEER Login
Credentials ( BERERE ) B&R.

20. MARFRE. ERME/ HENER , R8T OK (HE ).

21. BIRFIBIEENITENIISHINE Install Protection Client ( Z3(F3PEFinm ) T , ARRE
Next ( ~—%).

22. i Send ( &iX ) FH%EFEI Symantec (ifRSIMAEMEEFinRSA (K&, [BIFFD INW
Server ) EEPE. TG , BE TR Deployment Summary ( S3EHE ) RE.

23. BBk Next ( T—25) , PAFREE Finish ( 586K ) LASERX Client Deployment Wizard ( &P im
e =
HB%I-EJ'VI )o

24. E£58 Symantec EWRETMERSIERT , RREMSHIMEEFIRIE (RE&E, B
INW Server )., EFEMZ/E , EEE iR LUEERNEEREMRRNSHER.
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Symantec EndPoint Protection [RSSESiEHISRIELE

1.

10.
11.

12.

13.
14.

15.

16.

%1% Start (FF4S) > All Programs ( ffB#E/E ) > Symantec EndPoint Protection
Manager > Symantec EndPoint Protection Manager, ItETIS$TFF Symantec EndPoint
Protection Manager ZR& .

I\ Symantec Endpoint Protection Manager #8213 , JAfG8E Log On (&R ).

%1% Policies ( kR ) 15T , SAREETS Policies ( %Ri& ) EHAY Virus and Spyware
Protection ( fREFIENREEEHRIR ), WHENSGFIFF Virus and Spyware Protection Policies
(fRSFIENRIR AP ) BO.

a5 Tasks ({E5% ) TEHRY Add a Virus and Spyware Protection (iR SFIEREIRAR
i) RE&, LLETIGFIFF Virus and Spyware Protection ( fiREFIEIRIKMERIF ) B,

£ Windows Settings (Windows (&€& ) > Scheduled Scans (i1€/#3# ) T , B
Administrator-Defined Scans ( 8IERENHR ).

%4% Daily Scheduled Scan ( Bi##it%l ) , SAIE8E Edit (4RI ). WATEITF Edit
Scheduled Scan ( #gigitXi3H ) BO.

B2 MRANRERD BB/ Weekly Scheduled Scan ( [E13fE1t%! ) ¥ Weekly Scan at
00:00 ( 7£ 00:00 H(TEIE ).

73 Scan type (1348258Y ) 1%3% Full Scan ( 434 ).
%32 Schedule (it%l) &Ik,
7 Scanning Schedule (13fitLl ) T , &3 Weekly (2 ) FISATEER 00:00,

7£ Scan Duration ( 13E4EAYa) ) T , BUE%S Randomize scan start time within this
period (recommended in VMs) ( FENCIFETHIARTIEIELL A BERA ( EEFERELWLE ) )

Fi%E#% Scan until finished (recommended to optimize scan performance) ( 3HEZIT

BY (BWCRALMAICIERE ) ).

1E Missed scheduled Scans ( {E1dfYiTXIF4E ) T . BUEEA Retry scan within ( ELA
TRIERER T ).

%1% Notifications (18] ) %IR&.

EXli% Display a notification message on the infected computer ( FE#EESITEN L
TRBERNBE ) , ARBRE OK (% ).

£ Administrator-Defined Scans ( EIERENAIHE ) BOHIEE Advanced (5% ) %
I)ﬁ\_EO

1E Scheduled Scans (it%If34 ) T , BGEES Delay scheduled scans when running
on batteries ( XFHBEMMABIIERITXIFAE ). Allow user-defined scheduled scans to
run when scan author is not logged on ( EFE{EFERE R AIFAFENX LTS
17 ) #0 Display notifications about detections when the user logs on ( EFAFERENE
NEXENBIRYER ).

= 1 XTFhRRAS 14.0 Mp1 , 7£ Scheduled Scans ( it¥#3fH ) T , BGHI%H Delay

17.

scheduled scans when running on batteries and Allow user-defined scheduled

scans to run when scan author is not logged on ( SZFREE B RIERITHHFTREHTE
I EERERI TR E AT ST ).

1£ Startup and Triggered Scans ( Bohflft &9 ) T , BGEIEAH Run an Active Scan
when new definitions arrive ( ZFENXENAREIT/EIATAM ).
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18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

290.

30.

31.

32.

33.

34.

35.

1£ Windows Settings ( Windows (&2 ) > Protection Technology ( ff#F#A )T , B
Auto-Protect ( BEIEIFP ).

1%&$E Scan Details ( 13HIFMER ) I~ , PASIEFEHBIE Enable Auto-Protect ( [SF3
BahfFRP ).

1%&#% Notifications (1B ) 1B~ , SAISEUHIETFHIIE Display a notification message
on the infected computer ( TE#iEBERITEN L EREXLES ) 1 Display the Auto-
Protect results dialog on the infected Computer ( TE#BERTEN B RBEIFIPERYT
TEHE ).

%1% Advanced ( B4 ) 1%I0F£ , FH1£ Auto-Protect Reloading and Enablement ( B}
EFINEFER ) T, 8iE When Auto-Protect is disabled , Enable after: ( {¥2ZFE
FRIPRY , 2L TEEERA @ ) 5.

£ Additional Options ( ELfttiftIi ) T , A File Cache (SM{4HEiRERF ). LATIGHTF
File Cache ( X@EiE%ERF ) BEO.

EVjEi%+ Rescan cache when new definitions load ( 40023 E AT EFf A ERE
7), AISEE OK (THE ).

1£ Windows Settings (Windows (82 ) > Protection Technology ( ff#F#A )T , B
Download Protection ( E{FF ).

1% Notifications (181 ) EIF , SAFEGEILSFF8IE Display a notification message
on the infected computer ( [EHEERITEN EEBREMER ),

7£ Windows Settings ( Windows i€ ) > Protection Technology ( ff#F#X )T , B
SONAR,

1%&4% SONAR Settings ( SONAR iRE ) B+ , AREBIHIEFFHEIE Enable SONAR ( |5
Fi SONAR ),

1£ Windows Settings ( Windows (2 ) > Protection Technology ( ff#F#A )T , B
Early Launch Anti-Malware Driver ( REZoIFEEREIEEIER ).

BGEIEFFE Enable Symantec early lauch anti-malware ( 1.t Symantec REEHIPHE
).

7£ Windows Settings (Windows (& ) > Email Scans ( BT ) & , B
Internet Email Auto-Protect ( Internet EBFEF4EzNEF ).

%4 Scan Details (3 HFMAER ) k£ , REBUEIEFHHEIE Enable Internet Email
Auto-Protect ( 2 Internet EBEFRBEBE TR ).

554% Notifications (1@H] ) I+ , AAREBGHIETFEUE Display a notification message
on the infected computer ( E#RSITEN L ERBALEE ). Display a progress
indicator when email is being sent ( X&IXEEF 4Rt B EIS~E8 ) ¥ Display a
notification area icon ( B/ RENIXIHENR ).

1£ Windows Settings (Windows & ) > Email Scans ( BFaff4E7#E ) T~ , B
Microsoft Outlook Auto-Protect ( Microsoft Outlook BEEI{FIF ).

%3¢ Scan Details ( 3FEFMAER ) BIF , REEBGHIEFFHEIE Enable Microsoft
Outlook Auto-Protect ( [SF8 Microsoft Outlook B&IREIF ).

1% Notifications (181 ) IEIF , AFEGEILESFFSIE Display a notification message
on the infected computer ( FEHRRFITEN L BRNBRIER ).
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36.

37.

38.

39.

40.

41.

42.

43.

44,

45.
46.
47.
48.
49.
50.

51.
52.
53.
54.

55.
56.

1E Windows Settings (Windows (88 ) > Email Scans ( BFHffEFTE ) T~ , B Lotus
Notes Auto-Protect ( Lotus Notes BEH{FRIF ).

1&$E Scan Details ( 13HFMER ) kI~ , SARBUEIEFH8E Enable Lotus Notes
Auto-Protect ( [5F8 Lotus Notes BEI{FIP ).

E#% Notifications (1BH] ) 1IN+~ , ARBUHIEFFHBIE Display a notification message
on infected computer ( EHBIUTEN LERERNER ).

7£ Windows Settings (Windows &€& ) > Advanced Options ( SZB&EIT) T , Bt
Global Scan Options ( £B3Hi%N ).

7 Bloodhound(™) Detection Settings ( Bloodhound(™) #&Ii&E ) T , BUEEHH8iE
Enable Bloodhound(™) heuristic virus detection ( [ Bloodhound(™) BADESa
).

£ Windows Settings (Windows iZ& ) > Advanced Options ( /GZReEE) T , B
Quarantine (@53 ).

%3¢ General ( E#l) %&£ , £ When New Virus Definitions Arrive ( 2SifRsENE
AT ) T, i%3% Do nothing ( AHT(EARIE ).

7£ Windows Settings (Windows &€& ) > Advanced Options ( SZBZEIT) T , Bt
Miscellaneous ( EHfth).

1% Notifications (185 ) &£ , SABEGHEIES Display a notification message on the
client computer when definitions are outdated ( 27& X USITIIER iRt S B8
HZE ). Display a notification message on the client computer when Symantec
Endpoint Protection is running without virus definitions ( 23 Symantec Endpoint
Protection IZ{THIFoim S E X NEE Finit &1 L B7~EXLER ) ¥ Display error
messages with a URL to a solution ( Bi~miERTTE URL fUEIRIER ),

BAF OK (HRE ) LAXiA] Virus and Spyware Protection ( fESFIERRRMAHRIF ) SRESE O,
£ Assign Policies ( DECZRRES ) IBBHEFERE Yes (2).

&% My Company (EHIAT]) , IS Assign ().

EHREFRT Yes (2).

1£ Policies ( 5%kl ) T , Bd5 Firewall ( [X3E ).,

1E Firewall Policies ( B} 3iE5%REE ) 5 Firewall policy ( [iXIESRES ) , FAISTE Tasks
(55 ) ™8E Edit policy ( JmigsRES ).

%% Policy Name ( ZRESEFR ) I+~ , AAISBUEIEF Enable this policy ( [SRALLZREE ).
B OK (TR ).
£ Policies ( $58& ) T . B Intrusion Prevention ( NfZFELE ).

1E Intrusion Prevention Policies ( N{2[E LI ) 85 Intrusion Prevention ( N{2[E
1E) °RE& , 2AFSTE Tasks ({E55 ) TEE Edit policy ( JiERHEE ).

1563 Policy Name ( SREEEFR ) I , AEBUHEF Enable this policy ( [RFALLEREE ).
IRIBIRAEARA | YT YR A —IIRIE

n  [RAE 12.1.2 : NEBEIEFEDE Settings (1RE ).
m  RA 12.1.6 MP5 § 14.0 MP1 : \EBEEHERT Intrusion Prevention ( NMERELE ).
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57.

58.
59.
60.

61.
62.
63.
64.

65.

66.

67.

68.
69.

70.

71.

EVEI%EIE8liE Enable Network Intrusion Prevention ( [SEBMZNZELE ) #1 Enable
Browser Intrusion Prevention for Windows ( X3 Windows BN NEEL ).

BF OK (HE ).
1£ Policies ( %8% ) T , B2ds Application and Device Control ( N FRfEFFIREIEE] ).

£ Application and Device Control Policies ( NFBf2FINIREFIZHIRE ) T8aE
Application and Device Control Policy ( NIFBfEFFFIRSIEHIZRRS ) , RETE Tasks ({E
55 ) T8 Edit policy ( 4RAERES ).

1% Policy Name ( SREEBFR ) LI , ASEUHIES Enable this policy ( [ZFALLZREE ).
B OK (T8 ).
£ Policies ( %58& ) T , Bit LiveUpdate ( SERTEEHT ).

54% LiveUpdate Settings policy ( SCRTEFTSEREE ) , SAGTE Tasks ({£55) T, BE
Edit policy ( 4w$EZREE ).

1£ Overview (#E# ) > Windows Settings (Windows (88 ) T~ , B2 Server Settings
( RSBEHRE ).

£ Internal or External LiveUpdate Server ( PNERak/MEPSERTEFARS S ) T, FRIR Use
default management server ( ERZIAEIEIRSES ) TFiEPRT | AREEIETF Use a
LiveUpdate server ( fEFISERTEFTARSSES ).

B OK (HE ).
£ Policies ( %% ) T , Bt Exceptions (f5l51).,

EATE Exceptions policy ( 5I9MERS ) , SAJSTE Tasks ({E55) T , Btk Edit policy ( #®iE
RS ).

HRIEARRA |, YT FHIE P —IUE(F

n fRA 12.1.2 F112.1.6 MP5 : 82k Exceptions ( (#U9)) > Add (;FW]) > Windows
Exceptions (Windows #i$p ) > Folder ( X{4£3% ).

m  iRA 14.0 MP1 : 825 Add (ifh0) ThiZIERFIERR Windows Exceptions (Windows
B9} ) > Folder ( Xf43€ ).

#IN C:\Program Files (x86)\GE Healthcare\MLCL, C:\Program Files\GE

Healthcare\MLCL, D:\GEData\Studies, E:\. G:\ /4% ( —XIIA—) HHUTLUT

BE -

a. TR Include subfolders ( S3EF3UHE ) T IEHIRE.

T2 : WERTR Are you sure you want to exclude all subfolders from protection? ( 2%

72.
73.
74.
75.

REEHRRIPFIEFXHR ? ) BEIE , 155 Yes (2).

b. M Specify the type of scan that excludes this folder ( SEHEBRISTIESZHIFTEE
B ) A, iR AN (288),

c. XFFARA 14.0 MP1, B3tk OK (BRE ) LAGINAGISH,

B OK (HE ),

£ Tasks (1£55) T , BdE Assign policy ( DECRER ).
1%&$E My Company (EMINE) ) , SRR Assign ( HEL ).
BEYes ().
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76.
77.

NEBHIEHERE Clients ( ZFun ) , SAIRIERE Policies ( ZREg ) TR,
£ My Company ( BHIAT] ) T , %% Default Group ( BRAEH ) , SAREGHEIET Inherit

policies and settings from parent group "My Company” ( \AQ4B “ FREGANE] ” R ERE
FHRE ) , SAJSTE Location-Independent Policies and Settings ( S{IBTCXHIEIEFIR

&) T, B85 Communications Settings (1BZ18E ).

e RBFRELEHER , 583 OK (HE ) , SA/FBIRTE Location-Independent Policies

78.

79.

80.

81.

82.

83.

84.
85.

86.

87.
88.

and Settings ( SNBTLFHIFEIRIIZE ) T, 85 Communications Settings ( i#
BFRE ).
£ Download ( %) T~ , ffa{X Download policies and content from management

fgrver ( NETREIRSFZEE TEHIRISIIAS ) T EPIRT |, REiES Push mode ( #EXHE
10 )

B OK (H3%E ).

#E Location-independent Policies and Settings ( SMNELFHERINIRE ) T, BE
General Settings ( EfIgE ).

%4 Tamper Protection ( EXRIF ) B+ , AEEGEIEFFUE Protect Symantec
security software from being tampered with or shut down ( {£1F Symantec Z&{4R
WE KA ).

BF OK (HRE).
BT Admin (B1R ) , SAGIEEE Servers (R552% ).
7E Servers (BRS3SE) T, 4% Local Site (My Site) ( AHbihes ( FAIILA ) ).

1 Tasks ({E55) &, i&#% Edit Site Properties ( fwiSu5mUBME ). WAPEITIT Site
Properties for Locate Site (My Site) ( Atbifm ( BehIuAR ) BOESUEME ) EO.

1%4% LiveUpdate ( SCRYSERT ) EIIF , A/S7E Download Schedule ( itk ) T , #R
Bitxi& & Every 4 hour(s) (5 4 /&),

BT OK (HRE ).

BT Log Off (X8 ) F3%F Symantec EndPoint Protection Manager 15414, (R
Symantec Endpoint Protection Policies ( Symantec EndPoint Protection $kig ) EEXZ %
REFRPIEN.

Symantec EndPoint Protection 355

1.
2.

3.
4.

BRREEE. BXIFMER  FEREREEE ($61).

BcE Computer Browser k%5, BXIFMER | BERAELEDRSXEZSEE Computer
Browser g5 (£ 7).

LA Run As Administrator ( L\EEERSMHIEIT ) BRI TH SR,
S C:\Program Files\GE Healthcare\MLCL\Special\ThirdPartyUtilities\Symantec,

FE . EBEE INW Server , i55A7Z C:\Program Files (x86)\GE

5.

Healthcare\MLCL\Special\ThirdPartyUtilities\Symantec,
I RestoreRegSymantec.ps1 , A/5i& Enter 2,

Mac-Lab/CardioLab [ & aEii8e 14



AR AHITRLIH.
iE | IBWIRSTHB(R RestoreRegSymantec.ps1 BIARE R INHIT , REHEAAEE,

WIR BRI FIEEAFE |, IBEXIER MLCL 6.9.6R1 INW Server LISMIRETE MLCL RS,
ITTHEE ( IRSBEBIRIERS : Windows Server 2008R2 ),

a. Ak Start (FFA ) 1% , AEET Run (1517).
b. % Regedit.exe , AGHT OK (HE ).

c. S4inz| HKEY_USERS\S-1-5-
18\Software\Microsoft\WWindows\CurrentVersion\WinTrust\Trust
Providers\Software Publishing,

d. HEFWNE State EAZRIT,

e. 15 Base E¥5 Decimal,

f. 18 Value data ( {BZE ) By 65536,
9. BiE OK (HARE ) FFRMAiEMER.

McAfee VirusScan Enterprise

£ A

McAfee VirusScan Enterprise RIZZLZE/EMIZAY Mac-Lab/CardioLab &% L , HFEEMIZEMHE
I, FERATEIRERZEFEE McAfee VirusScan Enterprise,

RINEEREARBESRE. EHEFRSEX , URRAS LRBRSHRa 4TI

1Cho

McAfee VirusScan Enterprise i3Iz~

1.
2.

VEBRSEERAMIBHER,

1% McAfee VirusScan Enterprise 8.8 Patch 3. McAfee VirusScan Enterprise 8.8 Patch 4.
McAfee VirusScan Enterprise 8.8 Patch 8 CD 5}, McAfee VirusScan Enterprise 8.8 Patch
9 CD A\ CD IRzh28,

Wi SetupVSE.Exe, IttATIEE < Windows Defender XHiEHE,

BF Yes (£). BTSSR McAfee VirusScan Enterprise Setup ( McAfee VirusScan
Enterprise 3% ) BE.

B Next ( T—4 ). EEHEER McAfee End User License Agreement ( McAfee %%
PiFarimy ) Fe.

FEF AN FHES R ETER | SThfE8E OK (TRE ). HATEER Select Setup
Type (IEEFELERE ) BFRE.

EHE Typical (HE) , ARG8T Next ( T— ). LERTEER Select Access Protection
Level (IEZFGARIFRS ) F=.

&64¥ Standard Protection ( txE(RIF ) , AIREE Next ( T—35 ), IATEER Ready to
Install (JERRE) F&.
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10.
11.
12.
13.
14.

B Install (R% ) HEFRETM. BIhZEE McAfee VirusScan Enterprise [5 , 1§87~
McAfee Virus Scan Enterprise Setup has completed successfully ( McAfee Virus Scan
Enterprise Z3EIN5EH ) FRE.

EYiEi%&® Run On-Demand Scan (i5{T#&H1MH ) ERIE , AAfFERT Finish (586X ).
WERER Update in Progress ( IE{E{T8#T ) B0 , 1558 Cancel (EUE ).
NRBNEREFNSHNRRATHERIE , BRE OK (HE ).

HiERSR.

MEBERSEERERRENHER.

McAfee VirusScan Enterprise Et&

1.

10.

1.

12.

13.

Ea: Start (FHS) > All Programs ( frE#£/% ) > McAfee > VirusScan Console
(VirusScan Z#/& ). WG SR VirusScan Console ( VirusScan 1Z##I8 ) F&.

GIEET Access Protection (1EI8M{RIF ) , SAJ51%RE Properties (B ). WATEER
Access Protection Properties (ihia{RIFEH ) Fs.

BATE Access Protection (ifE{FIP ) iEIRK , SASEGHEIER Enable access protection
( BEAEIERIF ) 1 Prevent McAfee services from being stopped ( filE McAfee fRSS (5

1E).
B OK (% ).

G#EE s Buffer Overflow Protection ( EHXKiEHIRIF ) , FAGIERR Properties (JB1E).
TG R 7~ Buffer Overflow Protection Properties ( EPXiHHEIFEY ) Fe.

B3 Buffer Overflow Protection ( ZEHXEHRIP ) &£ , SABEGHIES Show the
messages dialog box when a buffer overflow is detected under Buffer overflow

settings ( fRIERTXi@HIREENREPXGHIEREEXNEE ).

E Buffer overflow settings ( BEHXi&HHIRE ) T , BUBI%L+ Enable buffer overflow
protection ( [EREEMXIEHEFR ).

BT OK (% ).

HGH#EER T On-Delivery Email Scanner (3ZiBXFEFHMHTIETER ) , SAIFIEIE Properties

(Bt ). ATB SR On-Delivery Email Scanner Properties ( 3&5&i5R FRpHIAHTERS

B F%.

EA; Scan items (13ME ) 1B , AFTE Heuristics ([E&RR) T , BUBIEHLL ISR :

m  Find unknown program threats and trojans ( EHRFIEF RIS SEAR DR
),

m  Find unknown macro threats ( B3R EINEHBEEN ).

m Find attachments with multiple extensions ( EX&EZ N EBEHIMHE ).,

1E£ Unwanted programs detection ( BZfEFMN ) T , BUEI%S Detect unwanted

programs ({GUEEERF ).

1E Artemis (Heuristic network check for suspicious files) ( Artemis ( BJEE(HFHIBRAT
MEIGE ) ) T . 73 Sensitivity level ( BUBMELRS! ) i5&4% Disabled ( BZF ).

BT OK (% ).
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14.

15.

16.

17.

18.

19.

20.
21.

22.

23.

24.
25.

26.

27.

28.

29.
30.

31.

LT On-Delivery Email Scanner ( 3ZRiB1XEEFHBHINEIER: ) , Af51%EE Disable
().

LT On-Access Scanner (IZiHIEIER ) | AISIEHEE Properties (B4 ). LAY
&7 On-Access Scan Properties (iZi5iaiaiEEN ) BE.

BT General ( E#l ) B , AJSTE Artemis (Heuristic network check for suspicious
files) ( Artemis ( BJEEMHRIBEANNEIEE ) ) T, /9 Sensitivity level ( SR MERT! )
1%+% Disabled ( 22H ).

Ead5 ScriptScan ( BIZAN3HE ) 1%IR , SAFRELHILS Enable scanning of scripts ( BRRIA
).

Bak Blocking ([BLE ) %IR& , SASEBUHE%S Block the connection when a threat is
detected in a shared folder ( FE=3{4SetailZIELANETRELEIERS ).

BT Messages (EHR ) BN , JAGEGHER Show the messages dialog box when a
threat is detected and display the specified text in the message ( 1&NZEINET R
BXHEEHTEEPETNENR ).

MEMEEHEE All Processes ( FTBIATE ).

EpF Scan Items (13HINE ) kIR , ARRTE Heuristics ([B&=) T, BUBEFLLTE
Im.

m  Find unknown unwanted programs and trojans ( KN E=REFTIHEEAD
wE ).

m  Find unknown macro threats ( B ENZHHEEN ).

f£ Unwanted programs detection ( BER2FGN ) T , BUEI%H Detect unwanted

programs ({GNEERERF ).

Ba7F Exclusions ( HERRIR ) %Ik , SAG 8T Exclusions ( HERRIRN ). HATIE SR Set
Exclusions (IREHIRIN ) F&E.

gtk Add (3500). WAHSET Add Exclusion Item ( RIIHERRIR ) &L,

%&#% By name/location (3ZER/NE ) , SAREE Browse (% ). HAPEER
Browse for Files or Folders ( NSS4 43k ) FR.

SAnZ| C:\Program Files\GE Healthcare\MLCL\, D:\GEData\Studies\, E:\. G:\3{43%k
(—IR—3K ) | AFFI%E OK (R ).

1£ Add Exclusion Item ( ZINHERRIR ) BO%iE Also exclude subfolders ( ERTHERRF
X4k ) , R8T OK (H#E ).

ffa{R C:\Program Files\GE Healthcare\MLCL\, D:\GEData\Studies\. E:}\. G:\ 3{4EEFETF
Set Exclusions ( iREHERIN ) O,

B OK (TR ).

LT AutoUpdate ( BEIEHT ) , RIGIEHE Properties (B4 ). LATEER McAfee
AutoUpdate Properties - AutoUpdate ( McAfee EEhEHEM - BehEH ) 0.

£ Update Options ( Bkl ) T , BGHIEH FFUIEI |

m  Get new detection engine and dats if available ( SREFETHIGNS |Z250 DAT ( 4N5RAT
F)).

m  Get other available updates (service packs, upgrades, etc.) ( SKEVE{the] HE#
(RSE. AEFE).
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32.
33.

34.
35.
36.

37.

38.

39.

40.

41.
42.

43.

44.

45.

46.

47.

48.

49.

50.

51.
52.

B35 Schedule (it%)). WAHE R Schedule Settings (iHEIEE ) BE.

7£ Schedule Settings (itXI&E ) T , BUHES Enable (scheduled task runs at
specified time) ( [EF ( EEREEITITIES ) ).

BT OK (% ).
B OK (H%E ).

Ai#EEE VirusScan Console ( VirusScan 2#l8 ) B0 , SAGi%E#E New On-Demand
Scan Task ( FEIEHRIAMES ).

&2 /9 Weekly Scheduled Scan ( 8FiTkli3H ), IWEHSER On-Demand
Scan Properties - Weekly Scheduled Scan (#%2ZEHEREM - 8FTHEE ) F=.

EATE Scan Items (11EINE ) %Ik , ARS7E Options (%1 ) T , EGHE+ Detect
unwanted programs ( {&EEERF ).

£ Heuristics ([3&= ) T , BUBEIEA FII%EDN :

m  Find unknown programs threats ( B FRAATERFE ).

m  Find unknown macro threats ( EXFFNEHSRI ).

BT Exclusions ( HEBRIR ) &Ik , A8 Exclusions ( HEF&IR ), WATE SRR Set
Exclusions (ZEHHRIN ) FE.

B Add (3RIN). WAHSER Add Exclusion ltem (NMITHERIN ) %,

&% By name/location (&2} /(U& ) , #A/RET Browse (Ni). WANSER
Browse for Files or Folders ( XSGR s4aiscid3 ) B&.

SfnZ& C:\Program Files\GE Healthcare\MLCL\, D:\GEData\Studies\. E:\. G:\3/4%

(—IR—ADNMHK ) |, AfEiERE OK (HHE ).

1£ Add Exclusion Item ( RIMHEBRIN ) BHOHi%IE Also exclude subfolders ( [ERTHERRT

Mk ) | IefTE OK (HERE ).

Hfa{R C:\Program Files\GE Healthcare\MLCL\, D:\GEData\Studies\. E:\. G:\ X{4FFE

F Set Exclusions (iZEBHERIRN ) BOH,
B OK (TRE ).

AT Performance ( t48¢ ) BN , FAFSTE Artemis (Heuristic network check for
suspicious files) ( Artemis ( BJEENEHHNBEAIMEICE ) ) T, /9 Sensitivity level
( BURRLRE ) ¥E4E Disabled ( 22H ).

8835 Schedule (it%)). WAHEE~ Schedule Settings (YRR ) Fe.

BT Task ({55 ) Bk , SA/RTE Schedule Settings ( iTXI&& ) T , i%#F Enable
(scheduled task runs at specified time) ( B ( FEEREZTHIMES ) ).

EAih Schedule (it¥!) BIN+R , PAIREE T7I&IN
a. Runtask (1zfT{ESS) : Weekly (23 ).

b. Start Time ( FF4EASE ) : 12:00 AM

c. [Bf% : 1 Weeks, Sunday (1@, 28X).

B OK (H&RE ).

B OK (HRRE ).
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53. T£ VirusScan Console ( VirusScan 414 ) 0% , 85 Tools (A ) > Alerts (Z5E ).
ILEBTIS 27 Alert Properties ( ZiREMH ) FS.

54. BB On-Access Scan (#%if|ai3# ). On-Demand Scan and scheduled scans
(T RIEAE ). Email Scan ( EBFHMH434E ) F1 AutoUpdate ( Baf&E#HT ) Sik
EO

&
55. B Destination ( B¥rUE )., G ER Alert Manager Client Configuration ( ZiRE
HeEEFinhcE ) FR.

56. %7 Disable alerting ( ZEFIZR ) Ei1%4IE,
57. B OK (TRE ). WATE S R Alert Properties ( ZiREM ) BR.
58. 1%Hh Additional Alerting Options ( EZE4R%IR ) EINE,

59. M Severity Filter ( FT*EiEEITERS ) THIFIZRA , 551F Suppress all alerts (severities
0to4) (BUBFIBEIR (™EZEHR 0-4) ) 1B,

60. i%&$% Alert Manager Alerts ( ZiREIRIREIR ) EITE,

61. BjBi%T Access Protection (iF[E1{RIF ) Ei%iE,

62. BAd OK (HAxE ) LAXIF] Alert Properties ( EiR/ElE ) BN,
63. X[7] VirusScan Console ( VirusScan {=#]4& ) &0.

McAfee ePolicy Orchestrator

LREA

{RTEEXMAY Mac-Lab/CardioLab ¥i1E5hZz% McAfee ePolicy Orchestrator, McAfee ePolicy
Orchestrator WRZZETE Bhjsa Management Console Server = , 7B McAfee VirusScan
Enterprise NiZ{EAZFiREEEZ| Centricity Cardiology INW Server F15£E / [EBR TEub .
EATEARIEEZLEEE McAfee ePolicy Orchestrator,

TEBXMEXFBCE McAfee VirusScan Enterprise AJi5tBE3Z3EF Patch 3, Patch 4, Patch 8 #[]
Patch 9,

imﬁjﬁ REARIHESRE. EHREFRSENX , MBRAZR ERRSHFEEL TR

CNo

RIRAITEF

1. McAfee Bhj%E Management Console NiREHE McAfee iiBEZeat , HATLAIERE T1E.

2. EFFEEPRERS (RE. BIFFD INW Server ) FUBBRSERRERRNSDERIUL
RSt

3. ZAMEIEE. AXFMER  BFERERAREERE (F61).

4. IFFEEE McAfee VirusScan Enterprise 8.8 Patch 9 , i5BAZ& McAfee LUYTE INW Server
%% UTN-USERFirst-Object # VeriSign IBERIER. BLERIEBZE | EfMEIRSA.

FE : WNESRTE INW Server %3t UTN-USERFirst-Object #[1 VeriSign @FHRIES , W
McAfee VirusScan Enterprise 8.8 Patch 9 L2EIGS5M,
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SFFHFZesE | B THRIBEFEIRAHINZE McAfee ePolicy Orchestrator Console Ff McAfee
ePolicy Orchestrator E1Zi#&% : - McAfee Agent v5.0.5.658

SHFELREE | B THEMAERINZE McAfee ePolicy Orchestrator Console H1f{ McAfee
ePolicy Orchestrator EE1F{EE :

McAfee VirusScan Enterprise 8.8 Patch 3 : VSE880LMLRP3.ZIP (v8.8.0.1128 ),
McAfee VirusScan Enterprise 8.8 Patch 4 : VSE880LMLRP4.ZIP (v8.8.0.1247),
McAfee VirusScan Enterprise 8.8 Patch 8 : VSE880LMLRP8.ZIP (v8.8.0.1599),
McAfee VirusScan Enterprise 8.8 Patch 9 : VSE880MLRP9.ZIP (v8.8.0.1804),

i¥5= : VSES80LMLRP3.zip 8% Patch 2 ] Patch 3 R2Ek{46, Patch 2 i&TF Windows 7

#0 Windows Server 2008 ¥2{EZRFES , M Patch 3 i:&FHTF Windows 8 #1 Windows
Server 2012 #{FRFFE. McAfee TIRFIEFANEIT IR Windows ##{ERFMALSRE
1ERBR9%N T,

SFELEE , FTHI BIRINZE McAfee ePolicy Orchestrator Console B McAfee ePolicy
Orchestrator I B3 :

m  McAfee VirusScan Enterprise 8.8 Patch 3 : VIRUSSCANS8800 v8.8.0.348 1
VIRUSSCANREPORTS v1.2.0.228

m  McAfee VirusScan Enterprise 8.8 Patch 4 : VIRUSSCANB8800 v8.8.0.368 #[1
VIRUSSCANREPORTS v1.2.0.236

m  McAfee VirusScan Enterprise 8.8 Patch 8 : VIRUSSCANS8800 v8.8.0.511 #[1
VIRUSSCANREPORTS v1.2.0.311

m  McAfee VirusScan Enterprise 8.8 Patch 9 : VIRUSSCANB8800 v8.8.0.548 #[1
VIRUSSCANREPORTS v1.2.0.346

i#5 : VIRUSSCANBS800(348).zip #1 VIRUSSCANREPORTS120(228).zip AJ7E McAfee

VirusScan Enterprise 8.8 Patch 3 {43 E!,

VIRUSSCANB8800(368).zip F1 VIRUSSCANREPORTS120(236).zip BJ7E McAfee
VirusScan Enterprise 8.8 Patch 4 R4 E!,

VIRUSSCANB8800(511).zip 1 VIRUSSCANREPORTS120(311).zip AIZE McAfee
VirusScan Enterprise 8.8 Patch 8 #R{4& K E!,

VIRUSSCANB8800(548).zip 1 VIRUSSCANREPORTS120(346).zip AJ{E McAfee
VirusScan Enterprise 8.8 Patch 9 {48 Z,

McAfee ePolicy Orchestrator 5.0 &% 5.3.2 - fiTZEal =L E ( BHik
WERERLZE)

1.

TRIBEHIRAS | 15582 Start ( FHE ) > All Programs ( Fi#E/5 ) > McAfee > ePolicy
Orchestrator > Launch McAfee ePolicy Orchestrator 5.0.0 Console ( /5 McAfee
ePolicy Orchestrator 5.0.0 Z#J%& ) 5%, Start ( 748 ) > All Programs ( FiGE/F) >
McAfee > ePolicy Orchestrator > Launch McAfee ePolicy Orchestrator 5.3.2 Console

( /B3 McAfee ePolicy Orchestrator 5.3.2 #Z#)& ) LAEFZ| ePolicy Orchestrator ZH15,

EE . WIRE7R Security Alert ( Z224R ) [BEHE , 188 Continue with this website

( HrEtERIug ),

2. WARBFPRIES R8T Log On (BR).
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3. %¥E Menu (L ) > System ( F%# ) > System Tree ( EHHT). WAHEFTFF System
Tree ( &R ) B8O,

4. BAF My Organization ( FHVEL ) , RETEE R My Organization ( FHIHELR ) LRIE
nE , NEEETATERT System Tree Actions ( FHHEEIE) > New Systems (#iFE
% ).

5. 1%#% Push agents and add systems to the current group (My Organization) ( #EX{CIE
BFARBRFEHRIIZARAE (FNEBR ) ) , NS Target systems ( BinRS ) LBE

s

Browse (T ).

6. %A domain/local administrator (1F/ AMHEIER ) BFREMZME , REET OK (i
TE ).

7. M Domain (13 ) THIZIZRAEEE INW i,
8. IEEROEERINEFIRTIEE (REE. [EIFHFD INW Server ) , AARERTE OK (HE ).
R WREBKRFIHTE Domain (15) THAIRS , BHITLATERE

m 7t Browse for Systems (JSSIEERS ) B , B Cancel (BUH ).
m /£ New Systems ( ¥i& %t ) B , 1E Target systems ( BIir& S ) FER$FFH)
MIAZFIRIEE (KE. [EIEFD INW Server ) RARIR , IRAEHREHITUUTEE,
9. 9 Agent Version ( {RIBIZFHRZAK ) 151 McAfee Agent for Windows 4.8.0 (Current)
( McAfee Agent for Windows 4.8.0 ( 2481 ) ) 3 McAfee Agent for Windows 5.0.4
(Current) ( McAfee Agent for Windows 5.0.4 ( 2487 ) ). i domain administrator ( i
BER ) AREMNERD , AREE OK (HE ).

10. EEFimtlas (RE. [EIFRFN INW Server ) F |, HHABEMEEBR , RIBANTIRA :

m  XJF Patch 3 #[] Patch 4 , 3§ilF C:\Program Files\McAfee\Common Framework B2
BFE , FFE McAfee Agent ZEEFEIXPME R,
EFE : XITF INW Server , fafR C:\Program Files (x86)\McAfee\Common Framework BEF
£ , 7H McAfee Agent ZEIEXNBE R,

m  XJF Patch 8, I&iIF C:\Program Files\McAfee\Agent ERE2R1F1E , 7B McAfee
Agent ZEREXMEZFRF.
2 XITF INW Server , #{R C:\Program Files (x86)\McAfee\Common Framework B&1F
7.

1. EFEHEF WSS (RE. EBIFF] INW Server ) FHLIREBRSIHERERHRRNSHE
=

12. {RIEEMGhRAS , Badh Start (745 ) > All Programs ( BrE#E/% ) > McAfee > ePolicy
Orchestrator > Launch McAfee ePolicy Orchestrator 5.0.0 Console (/S5 McAfee

ePolicy Orchestrator 5.0.0 #Z#/& ) 5%, Start ( F458) > All Programs ( fiG#e/¥%) >
McAfee > ePolicy Orchestrator > Launch McAfee ePolicy Orchestrator 5.3.2 Console

( B McAfee ePolicy Orchestrator 5.3.2 1Z#/& ).
13. WMAFF&F0ERS , R5HET Log On (&R ).
14. BB Menu ( 55 ) > Systems (5% ) > System Tree ( FZHT ).

15. BatF My Organization ( FZRY4B4R ) , SAISTEEERTE My Organization ( FRY4ELR ) EAYE
R, BiF Assigned Client Tasks ( EDEHEFiR(ES ) &I+,

16. BEEEEEPAY Actions (£ZfE) > New Client Task Assignment ( FFEFiglEERE ) 1%
#, IAHEER Client Task Assignment Builder ( BFEH{EE S ESEESE ) BE.
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17. ERLATIA
a. Product (7 ) : McAfee Agent
b. Task Type ({E5328!) : Product Deployment ( F=RERE )
c. Task name ({ESZR&FR) : Create New Task ( BUEH{ES)

18. 1£ Client Task Catalog: New Task- McAfee Agent: Product Deployment ( ZPim{ES2E
Bl : F{ESS - McAfee Agent : =@REFE ) R  IKUNTANESRFE :

a. Task Name ({ES3EM) : MASERESER
b. Target platforms ( B#FE& ) : Windows
c. Products and components ( 1B ) : iE5 v6.9.6 B VirusScan Enterprise jR4x

d. Options (IR ) : 4N Options (£ ) FTA , NESXKIKEBISTHEINZEIT (R
Windows )

19. B Save (1RF).
20. £ 1 Select Task ( 1iFESS ) FeL  EELUTIA !
a. Product ( F=fg ) : McAfee Agent
b. Task Type ({E5328!) : Product Deployment ( F=REPE )
c. Task Name ({ES3RB#R) : FEIEAUES IR
21. B Next ( T—* ). IWEPEER 2 Schedule (2 1t ) B,
22. M Schedule type (it%IZ5E! ) THIFIZRFIERE Run immediately ( XBNE1T ).
23. B Next ( T—# ). IAPBE7R 3 Summary (3 HE ) B&E.
24. B Save ({717 ). WHMEER/R System Tree ( ZAR ) BER.

25. i&#E Systems ( R ) IR , ARIEECERIIRMEEFintles (K&, B
INW Server ),

26. BEELIEEBAY Wake up Agents (IREEIEIERF ).
27. REBROANIRE | IS8T OK (HHE ).

28. FHFZ McAfee EfRBERFTRT , ENEMAEEFinilas (RE. EEF INW
Server ) , AREMEEF it LU BBREEERAMRISHER.

29. Btk Log Off (%Y ) $5ELIXH McAfee ePolicy Orchestrator Console ( McAfee ePolicy
Orchestrator =514 ).

McAfee ePolicy Orchestrator 5.9.0 - fiTZEal =L E ( BitiEETR
=HE)
1. B Start (FHE) > All Programs ( BiE#E/¥ ) > McAfee > ePolicy Orchestrator >

Launch McAfee ePolicy Orchestrator 5.9.0 Console ( /55 McAfee ePolicy
Orchestrator 5.9.0 /Z#/& ) L\ ePolicy Orchestrator 1=#I8.

EE . WRETR Security Alert ( Z2ZR ) [BEHE , 188 Continue with this website
( R ),
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MNAPZMZES , AR8E Log On (BR).

%1% Menu (& ) > System ( F4) > System Tree ( FH#T), WITEITFF System
Tree ( &%) O,

EATE My Organization ( BRO4EIR ) , AIGTEEERRTE My Organization ( BA04ER ) ERIIS
R, NERIGEBERT New Systems ( #i&ES ).

1%#% Push agents and add systems to the current group (My Organization) ( #EXIE
EREAERERIZEZSAE (RNAR ) ) , AFSHE Target systems ( BInES ) LBE

Browse (%),

i\ domain/local administrator (15 / AMETIRR ) AFPRFZRS , AG8EE OK (1
E )°

M Domain (13 ) THIFIFRFIERE INW 1,

ISR CIEEENSE P imn1es (RE&E. [EIFEFD INW Server ) , ARG8T OK (HBE ).

iR WRERARFILAE Domain (1) THRIZIRS , iSHATLATERE :

10.

1.

12.

13.

14.
15.

16.

17.

18.

19.

m 7£ Browse for Systems ( J'GiERRS ) O , B Cancel (BGE ).

m  7£ New Systems ( FiZ%t ) O , £ Target systems ( BirES ) FERPFa)
BN IEHSE (SREE. [EFHD INW Server ) RAZFR (LUEEDR ) | AELkE:
WTLATEE.

79 Agent Version ( {XIBRRA ) 1%4% McAfee Agent for Windows 5.0.5 (2557 ). I\
domain administrator (IHEER ) FAPBMER , R5RE OK (HE ).

EEFiENSe (SR, [EBRFD INW Server ) &1, HIABIEHIEIE C:\Program
Files\McAfee\Agent H3%,

EFEMEFIRTIEE (RE. [EEFN INW Server ) FLUEERSIHEERBERNSHE
.

Bk Start (FHE ) > All Programs ( G #£/% ) > McAfee > ePolicy Orchestrator >
Launch McAfee ePolicy Orchestrator 5.9.0 Console (/5 McAfee ePolicy
Orchestrator 5.9.0 /Z#J& ) L\ = ePolicy Orchestrator 1=#I5.

MNP EMER , Af58%E Log On (E53H).
B Menu (& ) > Systems ( FZE) > System Tree ( FHHT ).

EBiE My Organization ( FAVHLR ) , RETEERTE My Organization ( FRIALR ) LIS
T, B Assigned Client Tasks ( EREHNEFimES ) HEIR.

BEREIREPAY Actions (£EfF ) > New Client Task Assignment ( &/ FiglES S ) %
. WEMSER Client Task Assignment Builder ( BF RIS EERS ) BR.

R TIE :
a. Product (g ) : McAfee Agent
b. Task Type ({E5Z#E!) : Product Deployment ( FZERERE )

Batk Task Actions ( {F3ZHEfE ) > Create New Task ( BYEERTEE ). ATISET Create
New Task ( BIEFES ) F&.

fE Create New Task ( BIEHE5S ) FREL | IR TAIRHREFER :
a. Task Name ({ESBRR) : ASEHESEFR
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20.

21.

22.
23.

24.
25.
26.

27.

b. Target platforms ( B#f¥& ) : Windows ( BUEIE-RTAE IS )
c. Products and components ( =l ) : VirusScan Enterprise 8.8.0.1804

BT Save ({717 ). WHTME SRR Client Task Assignment Builder ( ZFiR{FE S BiIE
25 ) FR.

1£ Client Task Assignment Builder ( ZF RIS SEMESE ) FETD , ERUTSIA
a. Product () : McAfee Agent

b. Task Type ({E53258!) : Product Deployment ( F=RERE )

c. Task Name ({ESB&E#R) : FOIEAMESEIR

d. Schedule Type (it¥I28!) : Run immediately ( 3ZBiE1T)

B Save ({R1F). WHNEER Assigned Client Tasks ( ESECHIE RS ) B

%1% Systems ( &4t ) BIF , ARGERCIEERIENFEEFinles (K&, B
INW Server ),

BRHEEOJKEEH Wake up Agents (IREE(CIEFER ).
REBEVAIRE , AJRHE OK (HE ).

F58 McAfee BIIRERERFIERT , BEFNEIEE intlas (RE&. B INW
Server) , REEFBEEFinlas LUBBRSEERARRNSHER.

B35 Log Off (iE5H ) 55ELA5%F] McAfee ePolicy Orchestrator Console ( McAfee ePolicy
Orchestrator =414 ).

McAfee ePolicy Orchestrator 5.0 1 5.3.2 [RS8l H

1.

MR HRRAS , BT Start (5 ) > All Programs ( BB #E/¥% ) > McAfee > ePolicy
Orchestrator > Launch McAfee ePolicy Orchestrator 5.0.0 Console (/S5 McAfee

ePolicy Orchestrator 5.0.0 Z#J& ) 5%, Start ( 748 ) > All Programs ( FiGE/F) >
McAfee > ePolicy Orchestrator > Launch McAfee ePolicy Orchestrator 5.3.2 Console

( /B3 McAfee ePolicy Orchestrator 5.3.2 #Z#1&" ).
MAFFPEMER , Af58%E Log On (E3%).
B Menu (& ) > Systems ( FZE) > System Tree ( FHHT ).

BATE My Organization ( FRVAELR ) , REHEERA My Organization ( FEHIELR ) LRIER
T, Bk Assigned Client Tasks ( EDERNZEPIRES ) EIE.

BFREEIKEPHY Actions (£EfE ) > New Client Task Assignment ( #i&liglEESERE ) 1%
., IAHEE Client Task Assignment Builder ( ZFiH{FS O BEAIESE ) R,

ERLATIE :

a. Product (/=47 ) :VirusScan Enterprise 8.8.0

b. Task Type ((EEXE ) :iZFiIH

c. Task name ({EE#&#) - Create New Task ( GIiEHH{ESS)
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10.

11.
12.
13.

14.
15.

16.
17.

18.
19.

20.

21.
22.
23.

24.
25.

1 Client Task Catalog: New Task - VirusScan Enterprise 8.8.0: On Demand Scan (&
Fim{E55285) © #1fESS - VirusScan Enterprise 8.8.0 : I&H1f ) FR , U TIESSF
B

a. Task Name ({EEZE#) : Weekly Scheduled Scan ( R334 )

b. Description (85 ) : Weekly Scheduled Scan ( &FiHkI134E )

BT Scan Items (13HEIAE ) IR, WAHEER Scan Items (18BIME ) F&.
£ Options (%l ) T , BEi%S Detect unwanted programs ( {NBERERE ).
£ Heuristics (/2&=0) T , BURIEH FFUEL :

m  Find unknown program threats ( ZFEFAIFIEEF/ZL ).

m  Find unknown macro threats ( Bt FAIIZHERL ).

EATE Exclusions ( HERRIN ) EINK. WANEER Exclusions ( HERIN ) F&.

g Add (iFIN). WENESER Add/Edit Exclusion Item (7500 / fmiBHERETR ) e,

%1% By pattern (315D ) , A/SHA C:\Program Files\GE Healthcare\MLCL)\,
C:\Program Files (x86)\GE Healthcare\MLCL\, D:\GEData\Studies\. E:\. G:\3{§3£
(—REA— ) , Bk Also exclude subfolders ( FEIRTHEBRF3M4E ), BE OK (T
TE e

Bad5 Performance ( 148E) &Ik, WHTEE7R Performance (1488 ) B&.

M Artemis (Heuristic network check for suspicious files) (Artemis ( AJE#EX{HHIS &Il
MEER2E ) ) T | 154% Disabled ( BZH ).

BAF Save (fR1F).
£ 1 Select Task (1153155 ) BEE L , SERUATIAE :

m  Product (/47 ) : VirusScan Enterprise 8.8.0

m Task Type ((FES¥EH ) :1ZH1E

m Task Name ({EE&#) : Weekly Scheduled Scan ( &Fit%#34 )
B Next (T— ), WAMEE/R 2 Schedule (2 itk ) F&E.

M Scheduled type (itXIZEE ) THIFIRFIERE Weekly (SR ) , SAJGIERE Sunday (2
HAX ).

%% Start time ( FFHARTE) ) IRE A 12:00 AM , SA/515E3% Run Once at that time ( 1EiZA1(8)
TR,

EE Next ( T—# ). IWAHEER 3 Summary (3 HE ) B&E.

8 Save ({R1F). WENEER System Tree ( Z5R ) Fe=.

%1% Assigned Policies ( B ELSHRES ) ikIK., WSS Assigned Policies ( B4 ELD
REG ) R

M Product ( 755 ) THIFIZERA , 1%4#% VirusScan Enterprise 8.8.0,

79 On-Access General Policies ( Ziha)EISRAR ) 1% My Default ( FHIZBRIAIRE ).
A& SR VirusScan Enterprise 8.8.0 > On-Access General Policies ( 1Zi5/ElE I
#5) > My Default ( FHIHIARE ) FFs.
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26.

27.

28.
29.
30.
31.

32.
33.

34.

35.

36.
37.
38.
39.

40.
41.

42.

43.

44.
45.
46.

47.

48.
49.

M Settings for (8BTS ) THIFIZFRPIEIRE Workstation ( T{EihL ) , AEi%E#E General
(EM ) &k, WAHYSESR General (Bl ) F&E.

M Artemis (Heuristic network check for suspicious files) (Artemis ( AIEEX{EHIS %Il
MEEE2E ) ) T | 1%E4%F Disabled ( 225F ).

EATh ScriptScan ( AN ) EBIE., WSS Script Scan ( A3 ) B&E.
EYjEi%h Enable scanning of scripts ( 2434 ).
EA7F Blocking ( BELE ) %Ik, LAMSEES Blocking (FHLE ) FE.

EGEE Block the connection when a threatened file is detected in a shared folder

( FEHE A E B ATRE LEERS ).
EAds Messages (iHE ) EINE., WHNEER Messages (HR ) Fa.

EE%E+ Show the messages dialog box when a threat is detected and display the
specified text in the message ( #GNZEIENE B REEXEEATERPETENS ).

M Settings for (IREXIS ) THIFIFRFIERE Server ( R552% ) , ARERT General (&
) kI, WSS General ( B# ) Fe=.

M Artemis (Heuristic network check for suspicious files) (Artemis ( BTEEX 1S LT
MEE2E ) ) T |, i%4R Disabled ( BZF ).

BATH ScriptScan ( A3 ) IR, IAHEER Script Scan ( IA3H ) B=.
TR Enable scanning of scripts ( [SRIAITH ) A FEUEEHIRE.
88 Blocking ( BELE ) %IRE. WEHNEE Blocking ( FHLE ) FE.

EXigii%eh Block the connection when a threatened file is detected in a shared folder

( EEEEEPENE RSP &R ).
85 Messages (HE ) I, IWHNE SR Messages (HR ) BE.

ENjHi%+ Show the messages dialog box when a threat is detected and display the
specified text in the message ( G NEIFNE EREEXIEEFEHEFETMENR ).

B Save (1RF).

73 On-Access Default Processes Policies ( Zi5RIZRNHTESRRS ) i5E3% My Default (3
HZNAIRE ). RS SER VirusScan Enterprise 8.8.0 > On-Access Default Processes

Policies ( #ZiBIEEAIAHEEZRE ) > My Default ( FEFIRARE ) FFe.

M Settings for (IZEXISR ) THIFIFRFIERE Workstation ( T{Eih ),

BAT: Scan Items (IBINE ) &K, WAPEER Scan items (I3EINE ) F&.
£ Heuristics (2= ) T , BGRIZHF TFIEIN :

m  Find unknown unwanted programs and trojans ( BF¢FKHIIE ZEFITIFEFEATS
& ).
m  Find unknown macro threats ( BttFAHFIZIHEZRL ).

1 Unwanted programs detection ( BEEFMN ) T , BGEIES Detect unwanted
programs ({&SUEERER ).

885 Exclusions ( HERRIN ) BN, WAHE SR Exclusions ( HERIN ) B&E.
B Add (3500). AN S5 Add/Edit Exclusion Item (7500 / fREBHERRIR ) FE.
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50.

51.

52.

53.

54.
55.
56.

57.
58.

59.
60.
61.

62.

63.

64.

65.

66.

67.

%1% By pattern ( ZiED, ) , AfSHIA C:\Program Files\GE Healthcare\MLCL\,
D:\GEData\Studies\. E:\. G:\ 3{&3 ( —RIA— ) , Bi&k$ Also exclude subfolders
( EEHEBR R ). B OK (HHE ).

M Settings for (IZEXNISHR ) THFIFRFIEE Server (RSS2E ) | KGR Scan Items
(BB ) &R, WAHSER Scan Items ( 13iEIH ) B,
fE Heuristics (j3k=,) T , BUBEIE+H THII%EIN :

m  Find unknown unwanted programs and trojans ( BFEFHIHIE EFEFHITEFELS
& ).
m  Find unknown macro threats ( BtEFHHIZHERL ).

#£ Unwanted programs detection ( BEREFIGN ) T , BUHEEF Detect unwanted
programs ({&SUBERRF ).

Ba Exclusions ( HEFRIN ) 1EIAE, WANESE/R Exclusions ( Hif&IR ) F&E.
g Add (3FIN). LAHSER Add/Edit Exclusion Item (501 RiEHERIR ) AL,

%1% By pattern (%15, ) , A/SHI C:\Program Files (x86)\GE Healthcare\MLCL\,
D:\GEData\Studies\ /432 ( —XEAN— ) , Hi%h Also exclude subfolders ( [ERTHE
BRFSU4I ). B OK (HERE ).

A Save (1RF).

79 On-Access Low-Risk Processes Policies ( 3ZihIa{EXQIATERES ) 156#% My Default
( FAIROAIRE ). WAPEERR VirusScan Enterprise 8.8.0 > On-Access Low-Risk
Processes Policies ( #ZiGITEMELHEETFME ) > My Default ( FHIIAIRE ) F=.

M Settings for (IREITS ) THIFIFRFI%EE Workstation ( TELY ),
EaF Scan Items (13HINE ) XIRE. WAHEER Scan Items ( 1AHINE ) F&.
fE Heuristics (j3k=) T , BUBEIEA THII%EIN :

m  Find unknown unwanted programs and trojans ( BF¢FKHIIE ZEFITIFEFKTS
& ).

m  Find unknown macro threats ( BrEFHIHIEHZR ).

#£ Unwanted programs detection ( BEEFIGN ) T , BiHEF Detect unwanted

programs ({GUEERERF ).

B3 Exclusions (HEBRIN ) SEIAR. HWAMEER Exclusions ( HEBRIN ) &

BF Add (iFIN). WAHEER Add/Edit Exclusion Item (750 / SRiEHERIR ) =,

%1% By pattern ( 3&Z15ED ) , A/SHA C:\Program Files\GE Healthcare\MLCL)\,
D:\GEData\Studies\. E:\. G:\ 3{§3z ( —&Ri@A— ) , Bi%® Also exclude subfolders
( FIRTHEBRF3HE ). B OK (FAIRE ).

M Settings for (IZEXIHR ) THFIFRFIER Server (RSS2 ) , ARG8T Scan Items
(BB ) &K, WEHEE7R Scan Items ( 13EIE ) BE.

fE Heuristics ([3&= ) T , BUBEIEA FHII%EIN

m  Find unknown unwanted programs and trojans ( BFEFHIHIE EFEF IS EFELS
5 ).

m  Find unknown macro threats ( BFEFAIHIEHEGL ).
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68.

69.
70.
71.

72.
73.

74.
75.
76.

77.

78.

79.

80.

81.

82.

83.

84.
85.
86.

87.

1E£ Unwanted programs detection ( BZfEFMGN ) T , BUEI%S Detect unwanted
programs ({GUBEEERF ).

B35 Exclusions ( HEBRIN ) BN, WAHE SR Exclusions ( HERIN ) B&E.
gk Add (3500). WAHSET Add/Edit Exclusion Item ( 5H0 1 fRiEHERRIR ) FE.

1%#% By pattern (3ZHED) , SAFFHIA C:\Program Files (x86)\GE Healthcare\MLCL\,
D:\GEData\Studies\ 343k ( —REIA—1") , BikH Also exclude subfolders ( FIRIHE
PrFIMHIK ). BE OK (HERE ).

BT Save (1RF).

79 On-Access High-Risk Processes Policies ( 1Zih0)EXBEIHTESRES ) 1%51% My Default
( FRAIBRAIRE ), IWATBER VirusScan Enterprise 8.8.0 > On-Access High-Risk
Processes Policies ( #ZiF/ElGMI2HFEGME ) > My Default ZEFIEGAIRE ) Fes.

M Settings for (IXEXIS ) THIFIFRFIEE Workstation ( T{Fuk ).
EaF Scan Items (13HEINE ) XIRE. WAHEER Scan Items ( AHINE ) F&E.
fE Heuristics (j3k=,) T , BUBEIE+H THII%EIN :

m  Find unknown unwanted programs and trojans ( BttFEHIIIEEEFFIITEFAD
).

m  Find unknown macro threats ( ZttFHIGIEHE L ).

£ Unwanted programs detection ( BEEFIEN ) T , BUHEH Detect unwanted

programs (tENEERERF ).

EATE Exclusions ( HERRIRN ) 1EINE. WANESER Exclusions ( HERIN ) F&.

g Add (iFIN). WAHEER Add/Edit Exclusion Item (750 / fRIEHERIRN ) R,

%1% By pattern ( #&Z15ED ) , A/SHA C:\Program Files\GE Healthcare\MLCL)\,
D:\GEData\Studies\. E:\. G:\ {43 ( —&imA—1 ) , Bikh Also exclude subfolders
( EIRTHEBR 34 ). B OK (TAIRE ).

M Settings for (IZEXIHR ) THFIFRFIEE Server (RSS2 ) , ARG8T Scan Items
(BB ) &R, WEHNEE7R Scan Items ( 131EIE ) BE.

£ Heuristics ([F&3) T , BUBIEA UL :

m  Find unknown unwanted programs and trojans ( BF¢FKHIIE ZEFITIFEFEATS
& ).

m  Find unknown macro threats ( BttFAIHIZHEZRE ).

#£ Unwanted programs detection ( BEEFIGN ) T , BGHEF Detect unwanted

programs ({GNEEERF ).

Eath Exclusions ( HEFRIN ) iEIAE, WANE SRR Exclusions ( HE&IR ) &,
B Add (3500). AN E3< Add/Edit Exclusion Item (7500 / fRiBHERRIR ) FE.

1%#% By pattern (351, ) , SAFFHIN C:\Program Files (x86)\GE Healthcare\MLCL\,
D:\GEData\Studies\ 3Z{43& ( —XREIA—1 ) , Bi%® Also exclude subfolders ( EIFTHE
PrF3K ). B OK (HERE ).

BT Save (1RF).
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88. 79 On Delivery Email Scan Policies ( }Zi@XFEFHEIIEERAS ) B My Default ( FHY
ZHAIRE ). UETISSE 3 VirusScan Enterprise 8.8.0 > On Delivery Email Scan Policies

( BIEE B LRI NS ) > My Default ( FHIRARE ) e,
89. M Settings for (IREXISR ) ThiFIFRHiEE Workstation ( T{Fuk ).
90. B Scan Items (AEIME ) TR, WEHEER Scan Items (13i#IE ) FS.
91. 1 Heuristics ([E3&z\) T , BUHIEF THUIEIR,
m  Find unknown program threats and trojans ( BFEFHIIIEE/F /R FTIFEFASIE

&),
m  Find unknown macro threats ( BttFHHIZHEZRL ).
m  Find attachments with multiple extensions ( ZtEZEEZ N EBELIMHE ).,
92. £ Unwanted programs detection ( §EfERFiaN ) T , BGEE+ Detect unwanted
programs ({GUEERERF ).

93. M Artemis (Heuristic network check for suspicious files) (Artemis ( AJEEX{EHIE LT
MEER2E ) ) T |, 1%54% Disabled ( BZH ).

94. ¥ Scanning of email (13T M4 ) T , BiBEH Enable on-delivery email scanning
( EFIRESER I ).

95. M Settings for (IZEXIS ) TRIFIFRHIESE Server (RS5EE ).
96. B Scan Items (13EINE ) TR, HITEER Scan items (13EME ) F=.
97. £ Heuristics (Ja&z\) T , BGEEH THIIEIR :
m  Find unknown program threats and trojans ( BrEFKAIIEE/FR DTS EFAD R

&),
m  Find unknown macro threats ( BttFAIHIZHEZRE ).
m  Find attachments with multiple extensions ( ZtEZEE N EBELINHE ).,
98. £ Unwanted programs detection ( 5EERFaN ) T , BGEE+ Detect unwanted
programs ({&SUBERRF ).

99. M Artemis (Heuristic network check for suspicious files) (Artemis ( BTEEX LIS LT
MEELE ) ) & | 1%E4%F Disabled ( 225F ).,

100. £ Scanning of email ( {FEEFHRE ) T , BGEI%S Enable on-delivery email
scanning ( [SBIREIEBEFHMEM ).

101. BB Save (1R1F).

102. /9 General Options Policies ( EIIEINEEE ) ¥E1F My Default ( RIBIAIZE ). AT
B 87 VirusScan Enterprise 8.8.0 > General Options Policies (/EHIZtIGZELE) > My
Default ( EHIHIAIRE ) Fem.

103. )\ Settings for (IREXISG ) THIFIFRFIERE Workstation ( T{Eik ).
104. B2 Display Options ( B7RIEW ) &R, IHEER £ Options ( B7NEIN ) F%.
105. £ Console options ( Z#HIE1%EIN ) T , EFELATIA :

m Display managed tasks in the client console ( FEFiplEHERETFTZENES ).
m Disable default AutoUpdate task schedule (ZZ/EEiAEZ1EFH1EEITE ).
106. M Settings for (IREXISR ) THIFIFRFIERE Server ( IRS5EE ).
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107.
108.

109.

110.

1M1,
112.

113.

114.

115.

116.

117.

118.

119.

120.
121.

122.

123.

124.

125.

126.
127.

EAtF Display Options ( B7Ri%IN ) I, WWHNEER £75 Options ( B7~iEN ) FE.
£ Console options (=HIEIEI ) T , SEELATIAE :

m Display managed tasks in the client console ( ZEEFisHERETZTETSE ),
m Disable default AutoUpdate task schedule (ZZ/EEiAEz0EFHIESITE ).
BT Save (1R1F ).

79 Alert Policies ( Zz5RlE ) 165 My Default ( FREIENVAIRE ), IATER VirusScan
Enterprise 8.8.0 > Alter Policies ( Z#E#M5) > My Default ( ZEHIEIAIRE ) RE.

M Settings for (IZEXIS ) THiFIFRPIEEE Workstation ( T{Fuf ).

Egth Alert Manager Alerts ( ZiRETEEREIR ) kI, WAPEER Alert Manager Alerts
(EIREEREER ) FR.

7 Components that generate alerts ( 4EFZRAYEM ) T , BUHESH On-Access Scan
(#Zip[El3fE ). On-Demand Scan and scheduled scans ( ¥RFEFIEFITRIATHR ).
Email Scan ( EBFHB{44345 ) #0 AutoUpdate ( BaEHT ).

ft Alert Manager ( ZiRETEES ) IEIU T , 1E4¥ Disable alerting ( SRS ).

7£ Components that generate alerts ( “EREZRAVABMF ) T , BUHEIES Access
Protection (iHIEIRIF ).

BT Additional Alerting Options ( EZEIRIAIN ), FE R Additional Alerting
Options ( BEZERIEMN ) Fr.

M Severity Filters ( F“EEf2E1DEES ) NHEZET |, 5% Suppress all alerts (severities
0to4) (EUEFTEER (FFEFR04) ).

M Settings for (IREXISR ) THIZIZFRHIERE Server ( [R5385 ) | SAJGIERE Alert Manager
Alerts ( ZIREIRREYR ) EITK. LATEER Alert Manager Alerts ( ZiRETRESER )
E%o

7 Components that generate alerts ( 4£RZRAYEHE ) T , BUBIESH On-Access Scan

($ZiBa%E ). On-Demand Scan and scheduled scans ( 3ZZEFAHEF0TRIIHE ).
Email Scan ( EB-FHB{4AME ) 1 AutoUpdate ( BhEHT ).

£ Alert Manager ( ZiRETESE ) LT , %R Disable alerting ( ZRZL ),

£ Components that generate alerts ( SERAEZERAVAEM ) T , BUEET Access
Protection (iFIGl{RIF ).

EAT Additional Alerting Options ( BZZ4RiI%IN ). HATE R Additional Alerting
Options ( ELZERIEW ) FE.

M Severity Filters ( "EI2EILIEES ) THISEERF , 1%HE Suppress all alerts (severities
0to4) (EUBFIBER (MEFHK0-4)),

BT Save (fRFF).

79 Access Protection Policies ( ifja{FRIFEERS ) 1%3% My Default ( ERHIZBINIZE ). It
BH&E7 VirusScan Enterprise 8.8.0 > Access Protection Policies ( iG/G{FRIFERE ) >
My Default ( ZERIFKIANIRE ) FR.

M Settings for (IREXIS ) THIFIZFRFIERE Workstation ( T{Fih ).

Btk Access Protection (i50){#F ) iEBII£. AHEEx Access Protection (i5[a){%
) BFR.
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128.

129.
130.

131.

132.
133.

134.

135.

136.

137.

138.
139.

140.

141.

142.
143.

144.

145.

146.

147.
148.

1£ Access protection settings (AR/RIPIRE ) T , BGEIEP T5I15%LT -

m  Enable access protection ( /5BiGIEERF ).
m  Prevent McAfee services from being stopped ( ffLE McAfee JRE1ELE ),
M Settings for (IREXIS ) THIFIFRFIERE Server ( fR55:S ).

BaT: Access Protection (iha[{FRIP ) i%Ii&, HWATIE SR Access Protection ( if[a){R
) Fs.

1£ Access protection settings (ARIRIPIRE ) T , BGEIESP T5I15%LT -

m  Enable access protection ( /5BiGIEERF ).
m  Prevent McAfee services from being stopped ( fFLE McAfee JREELE ),

B Save (1RF).

79 Buffer Overflow Protection Policies ( 254 Xi&HIRIPSRES ) 1%51% My Default ( #H9
EAiZE ), WATE S VirusScan Enterprise 8.8.0 > Buffer Overflow Protection
Policies ( E/fXEL/(FIFFH; ) > My Default ( FRIHINIRE ) FH.

M Settings for (IZEXIS ) THIFIFRPIEEF Workstation ( T{Fuf ).

Batk Buffer Overflow Protection ( &HXiaEHRIF ) IR, LANSER Buffer
Overflow Protection ( & /1XiEHRIF ) Fa.

£ Client system warning ( EPREREFZEE ) T , BGHIES Show the message dialog
box when a buffer overflow is detected ( #&NZE)EE TEHATEREEXHEE ).

£ Buffer overflow settings ( ZFXiHHIRE ) T , BUEIES Enable buffer overflow
protection ( [SRZPKIELFRF ).

M Settings for (IREXS ) THFIFRFIERE Server ( R55ES ).

B2 Buffer Overflow Protection ( 21 [XizHIRIP ) iBIE, IHFHE SR Buffer
Overflow Protection ( B FXixHiFF ) BE.

£ Client system warning ( EFIRHRHAEE ) T , BUEI%+ Show the message dialog
box when a buffer overflow is detected ( &R FiEHIT R REEXNEE ).

£ Buffer overflow settings ( EHMXiEHIZRE ) T , BUEIESH Enable buffer overflow
protection ( [SRZFXKIELFRF ).

B Save ({RF).

M Product (7252 ) THEEEF |, %R McAfee Agent, HATIERER McAfee Agent HY
Policies ( 58% ) &0.

73 Repository ( {7HEFE ) 582 My Default ( FAIEIAIRE ). HEHEER McAfee Agent
> Repository ( {7Z/E ) > My Default ( FEHIEAIRE ) RRE.

B Proxy (IR ) EIRE, IWANEER Proxy ((RIE) BE.

£ Proxy settings ((XIFi®E ) T , i%#%Z Use Internet Explorer settings (For Windows)/
System Preferences settings (For Mac OSX) ( {H Internet Explorer iZ8 ( XF
Windows ) / RFtmiFIRE ( XJF Mac OSX ),

B Save ({RfF).
B Systems ( &% ) IR,
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149. IEFEEEENRIESPEEMLE MRS (KE. EIEFI Centricity Cardiology INW
Server ),

150. %&4% Wake Up Agents ( IREEXIE ), ILATIEER Wake Up Agent ( IREZIE ) B50.
151. Bk OK (HE ).
152. IBH ePolicy Orchestrator,

McAfee ePolicy Orchestrator 5.9.0 [RSSEi=H i H

1. RIBSUEhRA , By Start ( F48) > All Programs ( BiG#E/¥ ) > McAfee > ePolicy
Orchestrator > Launch McAfee ePolicy Orchestrator 5.9.0 Console (/S5 McAfee

ePolicy Orchestrator 5.9.0 Z4/5 ).
2. WMARPEMER , R8T Log On (EHR ).
3. B Menu (FE ) > Systems ( FZE) > System Tree ( FHHT ).

4. AT My Organization ( HYELR ) , RIETEERTE My Organization ( FAIELR ) LHIER
T, B Assigned Client Tasks ( EDERNZEPIRES ) EE.

5. BFREEIEIM Actions (£EfF) > New Client Task Assignment ( & FinlEE5 0 ) &
., B ER Client Task Assignment Builder ( ZFin{E55 D ECHERR ) FR.

6. EELUTIAE :
a. Product (/4@ ) :VirusScan Enterprise 8.8.0
b. Task Type ({FEE5EH ) :1&ZFH1E

7. TE Task Actions ({E55#(E ) T , B2 Create New Task ( SIEFES ). WITEESR
Create New Task ( BIEZFH (1SS ) B=.

8. 7E Create New Task ( BIEHES ) FEL RTINSl SFER

a. Task Name ({FE&#) : Weekly Scheduled Scan ( 8FiHXIEE )

b. Description ( i##f) : Weekly Scheduled Scan ( ERiHXIEHE )
9. B Scan ltems (FHEIME ) IBWR., WENEER Scan Items (1 AEWE ) F&.
10. 7£ Options ( %I ) T , BGEI%S Detect unwanted programs ( i&NEERERF ).
11. £ Heuristics ([B&z\) T , BUBGEF THIER :

m  Find unknown program threats ( ZFEFAIFIEE/F/ZL ).
m  Find unknown macro threats ( Bt FAIIZHERL ).
12. B Exclusions ( HERRIN ) EI~. LEATEER Exclusions ( HERRIN ) FEE.

13. BatE Add (3500). LLERTEET Add/Edit Exclusion Item ( 310/ fRiEHERRTR ) &,

14. %% By pattern (IZH&R, ) , 2A/RHIN C:\Program Files\GE Healthcare\MLCL\,
C:\Program Files (x86)\GE Healthcare\MLCL\, D:\GEData\Studies\. E:\. G:\ {43
( —RBA— ) , B Also exclude subfolders ( EIRTHEBRF3Z143E ). Bdh OK (
E )0

15. B2 Performance (148 ) IEIIR, WATEER Performance (1488 ) FF&.
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16.

17.

18.

19.

20.

21.
22.

23.

24.

25.

26.

27.
28.
20.
30.

31.
32.

33.

34.

35.
36.
37.

M Artemis (Heuristic network check for suspicious files) (Artemis ( AJE#EXEHIS &Il
MEER2E ) ) T |, 1%54% Disabled ( BZH ).

Btk Save (1R1F). WATS SR Client Task Assignment Builder ( 2 Fum{EE 5 FEriE
B B

£ Client Task Assignment Builder ( EFin{ES5 D ECIIES ) BRP |, EELATSRI

m  Product (/4g ) : VirusScan Enterprise 8.8.0
m Task Type ((FESHEH ) :1ZH1E
m  Task Name ({EE#&#) : Weekly Scheduled Scan ( &Fit#34 )

M Scheduled type (iT%IZEEY ) THIZIFRFIERE Weekly (BE ) , SA/GIERE Sunday (2
HIX ).

¥ Start time ( FFARIE ) IRBH 12:00 AM , JA/515%3% Run Once at that time ( 1EiZA1(a)
e e/

BT Save ({RfF). WHNSER Assigned Client Tasks ( EREHNEFiR(ESS ) BR.
54% Assigned Policies ( B BECREE ) IBIR. AR~ Assigned Policies ( B5EC
xR ) Fs.

M Product ( 775 ) ThiFIZERH , i%4#% VirusScan Enterprise 8.8.0,

79 On-Access General Policies ( IRihAJENERRS ) 1% My Default ( BRHIZHAIRE ).
tATIE SR VirusScan Enterprise 8.8.0 > On-Access General Policies ( 1&55/ElE I
#5) > My Default ( ZHIHINIRE ) FE.

M Settings for (IZEXS ) ThIFIFRFIER Workstation ( T{Ewh ) , AfFi%EE General
(EB# ) kIR, WHEER General ( E#l ) F&.

M Artemis (Heuristic network check for suspicious files) (Artemis ( BJEEX 1A%
PIEISE ) ) T |, %8R Disabled ( B2H ).

Bads ScriptScan ( I3 ) k£, HATE SRR Script Scan ( A ) BE.
EYjEi%sh Enable scanning of scripts ( 2434 ).
EA7F Blocking ( BELE ) %Ik, LAMEES Blocking (FHLE ) FE.

BBk Block the connection when a threatened file is detected in a shared folder

( EHEHEEHICNE AT LEIERS ).
B Messages (jBR ) IR, WHEER Messages (iBE ) FR=.

EE%E+ Show the messages dialog box when a threat is detected and display the
specified text in the message ( #NZEIENE B REEXEEATBERPETENSR ).

M Settings for (IREXISR ) THIFIFRFIERE Server ( iR552S ) , ARERT General (&
) k£, WSS General ( B# ) F&=.

M Artemis (Heuristic network check for suspicious files) (Artemis ( BTEEX{EHIE LT
MEE2E ) ) T |, i%4R Disabled ( BZF ).

B ScriptScan ( HIZANI3HE ) kK. IWANESER Script Scan ( A ) BE.
(% Enable scanning of scripts ( [EFBBIZATH ) b FBUEIEFIAE,
Ea: Blocking ( PHLE ) %K., IWATEER Blocking ( BELE ) F&E.
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38.

39.
40.

41.

42.

43.
44.
45.

46.

47.

48.

49.

50.

51.

52.

53.
54.
55.

56.
57.

EYEiE# Block the connection when a threatened file is detected in a shared folder

(FEHE RGN R AN ET PR ILERS ).

EATE Messages (BHE. ) &Ik, WWANEET Messages (JBR ) F&E.

ENjHi%+ Show the messages dialog box when a threat is detected and display the
specified text in the message ( {&NZEIEINEY EREEMNEEHTERRETNENR ).
BT Save ({717 ). WWATEBER Assigned Policies ( EHFERER ) FE.

73 On-Access Default Processes Policies ( Zi5RIZNNHTESRES ) i558% My Default (3
HZNAIRE ). RS SER VirusScan Enterprise 8.8.0 > On-Access Default Processes

Policies ( #ZiBIEEAIAHEEZRE ) > My Default ( FEFIRARE ) FFe.

M Settings for (IREXIR ) THIFIZRFIEE Workstation ( T{Fik ),

B Scan Iltems (1FHIAE ) EIK. WANEE/R Scan Items (1 3EINE ) B&E.
£ Heuristics ([A&z\) T , BUBGEH THUEL :

m  Find unknown unwanted programs and trojans ( BF¢FKHHIE ZEFITIFEFKTS
& ).

m  Find unknown macro threats ( BttFAIHIZHEZRE ).

1£ Unwanted programs detection ( BE2F4GN ) T , BUH%S Detect unwanted

programs ( {&MNBEEER ).

Eath Exclusions ( HEFRIN ) iEIAE, WANE SRR Exclusions ( HE&IR ) &,
B Add (3500). ILAHS S5 Add/Edit Exclusion Item (7500 / fREBHERRIR ) e,

%1% By pattern ( ZiED ) , AfSHA C:\Program Files\GE Healthcare\MLCL\,
D:\GEData\Studies\. E:\. G:\ {43k (—Xi@A— ) , Bi%$ Also exclude subfolders
( ERTHEBR TR ). BBih OK (FARE ).

M Settings for (IREXIS ) THIFIFRPIEEE Server ( R385 ) , AAISERTE Scan Items
(FAWIMA ) EIK, PSSR Scan Items (1 3EINE ) BE.

fE Heuristics (j3&=,) T , BUBEIE+H THII%EIR

m  Find unknown unwanted programs and trojans ( BFEFHIHIE EFEFHITEFELS
5 ).

m  Find unknown macro threats ( ZttFHIHIEZHZ L ).
1£ Unwanted programs detection ( BEfEFMN ) T , BUEI%S Detect unwanted
programs ({GUBEEERF ).

EATR Exclusions ( HEFRIN ) XN, WANS SR Exclusions ( HERIN ) &,
gtk Add (3500). WAHSET Add/Edit Exclusion Item (500 1 fRiEHERRIR ) FRE.

1%#% By pattern (3ZHED) , SAFFHIA C:\Program Files (x86)\GE Healthcare\MLCL\,
D:\GEData\Studies\ 343k ( —REIA—1") , BikH Also exclude subfolders ( FIRIHE
PrFIMHK ). BE OK (HERE ).

Bk Save (1R1F). USSR/ Assigned Policies ( BHOECER ) FE.

79 On-Access Low-Risk Processes Policies ( 3Zifa{EXGIATERES ) 1561% My Default
( BRHIZANIRE )., BTSSR VirusScan Enterprise 8.8.0 > On-Access Low-Risk
Processes Policies ( #Z55/GEMELHFEZME ) > My Default ( FHIHIAIRE ) R
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58.
59.
60.

61.

62.

63.

64.

65.

66.

67.

68.
69.
70.

71.
72.

73.
74.
75.

76.

77.

M Settings for (IZEXIS ) ThFIZFRFIEE Workstation ( T{Ew ).
85 Scan Items (1EINE ) XK, MWHNSER Scan Items ( 1FHEINE ) B&E.
fE Heuristics ( 3k ) T , BUBEIEH TFII%EIR

m  Find unknown unwanted programs and trojans ( BFEFHIHIE EFEF IS EFELAS
& ).

m  Find unknown macro threats ( BFEFKAIHIEHZERL ).

1E£ Unwanted programs detection ( BEfEFMN ) T , BUE%S Detect unwanted

programs ({&SUBERRF ).

Eak Exclusions (HEFRIN ) kK. WANE SR Exclusions ( HERIN ) .
g Add (3FIN). LAHSER Add/Edit Exclusion Item (501 RiEHERRIRN ) AL,

%1% By pattern ( Z15ED ) , A/SHA C:\Program Files\GE Healthcare\MLCL)\,
D:\GEData\Studies\., E:\. G:\ 3{&& ( —XimA—" ) , Bi%F Also exclude subfolders
( EIRTHEBRFIHE ). B OK (TARE ).

M Settings for (IZEXNFR ) THFIERFIER Server (RSS2 ) , ARG8T Scan Items
(BB ) &I, WEHNEE7R Scan Items ( 13HEIE ) B,
fE Heuristics (j3k=,) T , BUBIEH THII%EIN :

m  Find unknown unwanted programs and trojans ( BttFEHIIIEEEFFIITEFAD
w5 ).

m  Find unknown macro threats ( BtEFAIHIEHE RIS ).

£ Unwanted programs detection ( BER2FEN ) T , BUHI%S Detect unwanted

programs ({GUEERERF ).

A Exclusions ( HEFRIN ) iEIAE, WANESE/R Exclusions ( H&IR ) F&E.
B Add (iF0). WAHSER Add/Edit Exclusion Item (500 / YiEHESIRN ) FE.

%1% By pattern (&5 ) , JAfSHIA C:\Program Files (x86)\GE Healthcare\MLCL\,
D:\GEData\Studies\ {432 ( —XiA— ) , Bi%H Also exclude subfolders ( [ERTHE
BRI ), BdE OK (HERE ).

B Save (fRfF ). WWHTEER Assigned Policies ( B KRS ) BRE.

79 On-Access High-Risk Processes Policies ( {Z150lEXFIHFERES ) 155 My Default
( ERAIBAIRE ). WAMSER VirusScan Enterprise 8.8.0 > On-Access High-Risk
Processes Policies ( /ZiFlEE/MSHTEZRME ) > My Default ZEFIEAIZE ) F=.

M Settings for (IREIIS ) THIFIFRFI%EE Workstation ( TELY ),
EaF Scan Items (13HINE ) XIRE, WAHESER Scan Items ( HAHINE ) F&E.
ff Heuristics (&= ) T , BUEEH 7% :

m  Find unknown unwanted programs and trojans ( BFEFHIHIE EFEF T EFELS
& ).
m  Find unknown macro threats ( BttFAHFIZIHEZRL ).

1 Unwanted programs detection ( BRI ) T , BGEES Detect unwanted
programs ({&SUEERER ).

Bath Exclusions ( HEFRIN ) EIE, WANE SRR Exclusions ( HERIR ) &,
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78.

79.

80.

81.

82.

83.
84.
85.

86.
87.

88.
89.
90.

91.

92.

93.

94.
95.
96.

B Add (3500). AN E5< Add/Edit Exclusion Item (7500 / fREBHERRIR ) e,

%1% By pattern ( ZiED ) , AfSHA C:\Program Files\GE Healthcare\MLCL\,
D:\GEData\Studies\. E:\. G:\ {43k (—XKi@A— ) , Bi%$ Also exclude subfolders
( ERTHEBR TR ). BBih OK (FARE ).

M Settings for (IREXIS ) THIFIFRPIEEE Server ( R385 ) | AAIGERTE Scan Items
(FAWIMA ) EIK, WSS Scan Items (1 3EINE ) FE.

£ Heuristics ([3&= ) T , BUBEIEA FII%EIN

m  Find unknown unwanted programs and trojans ( BFEFHIHIE EFEF AT EFELS
5 ).

m  Find unknown macro threats ( BttFHHIZHEZRL ).

1 Unwanted programs detection ( BEEFMN ) T , BGEES Detect unwanted

programs (G UBERERF ).

EATE Exclusions ( HEBRIN ) IR, WANEER Exclusions ( HERIN ) &,
g Add (35IN). LATSER Add/Edit Exclusion Item (500 FRIEHERRIR ) &L,

1% By pattern (3218, ) , SAFEHIN C:\Program Files (x86)\GE Healthcare\MLCL\,
D:\GEData\Studies\ 343k ( —REIA—1) , BikH Also exclude subfolders ( FIRIHE
PrFIHK ). BE OK (HERE ).

Btk Save (1R1F). USSR Assigned Policies ( BHOECER ) FE.

79 On Delivery Email Scan Policies ( IZBE1XFEEFHM4IARES ) Btk My Default ( FHY
ZIANIRE ). WENE SRR VirusScan Enterprise 8.8.0 > On Delivery Email Scan Policies

( BB X B FHbAHIHZNE ) > My Default ( FHIARE ) e

M Settings for (IREXSR ) THIFIFRFIERE Workstation ( Tk ).

B Scan ltems (13N ) EIR, HATERSR Scan items (1WA ) FR.

£ Heuristics ([B&RI\) T , BUREH FFIIAIL,

m  Find unknown program threats and trojans ( BFEFHIIIEEF R TTIFEFADRE

&),
m  Find unknown macro threats ( BiEFAHHIEIHZRI ).
m  Find attachments with multiple extensions ( BEZEZN EBELIMIHE ).,
#£ Unwanted programs detection ( BERERFN ) T , BiRiEH Detect unwanted
programs ({GUBEERER ).

M Artemis (Heuristic network check for suspicious files) (Artemis ( BJE#EX1EA9IE 4T
PIEISE ) ) T |, %8R Disabled ( B2H ).

£ Scanning of email (3BTRS ) T , BB Enable on-delivery email scanning
( BB IR M ).

M Settings for (IZEXISR ) THIFIFRFIERE Server ( fR552% ).

BAth Scan Items (33HEINE ) EINE, WENEE7R Scan Items ( 131EINE ) BE.

£ Heuristics (33 ) T , BUBIEH TSN :

m  Find unknown program threats and trojans ( BrtFHHIEF R TIIFEFADRE
&),

m  Find unknown macro threats ( BFEFHIIEHEZFI ).
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m  Find attachments with multiple extensions ( BFEZEZ M EBELIMHE ).,
97. £ Unwanted programs detection ( §EERFIGN ) T , BGEEF Detect unwanted
programs ({GUEERERF ).

98. M Artemis (Heuristic network check for suspicious files) (Artemis ( AJEEXHHIS LT
MEE2E ) ) T |, i%4% Disabled ( BZF ).

99. £ Scanning of email ( JHEFHE ) T , BGHIES Enable on-delivery email scanning
( J3 PRI AT ).

100. Bt Save ({R7F). WANS SRR Assigned Policies ( BHEER ) BR.

101. /9 General Options Policies ( FHUEINERRE ) &% My Default ( FRIFIAIRE ). IHAT
& TR VirusScan Enterprise 8.8.0 > General Options Policies ( BHIZEITFME) > My
Default ( ZAIHINIRE ) F=.

102. M Settings for (IREXIS ) THFIFERPERE Workstation ( T{Eiu ),
103. B2 Display Options ( B7~EIR ) iBIIR. WHEER £75 Options ( B7~IEN ) FER.
104. 7£ Console options ( 1=HIEEM ) T , EEL TIAE :

m Display managed tasks in the client console ( FEFiHEHERETZENLES ).
m Disable default AutoUpdate task schedule (ZZfHE(iA BZIEFHESITE ).
105. M Settings for (IREXIR ) THIFIFRFIESE Server (RS ).

106. B2 Display Options ( B7~EI ) iBIIR. WS ER £75 Options ( B7~IEN ) FER.
107. 7£ Console options ( 1=HIEEM ) T , EELLTIAE :

m Display managed tasks in the client console ( ZEZFiEHERETZTETSE ),
m Disable default AutoUpdate task schedule (ZZfHE(iABZIEFHESITE ).
108. A Save ({RTF ). LETIEER Assigned Policies ( EDECREE ) B

109. /3 Alert Policies ( ZHz5kEg ) i&#% My Default (FKHIEVAIRE ). WITRKER VirusScan
Enterprise 8.8.0 > Alter Policies ( Z/EZF#E ) > My Default ( FHIHINIRE ) Fa=.

110. M Settings for (IREXISR ) THIFIZFRAEEE Workstation ( T{EiG ).

111. B Alert Manager Alerts ( Z4REEEIER ) kIR, WHTEE7R Alert Manager Alerts
(ZIRETEEER ) BE.

112. 7€ Components that generate alerts ( 4Ep{EZRAYAEM ) T , BUH%S On-Access Scan
(#Zi5(a)43%H ).  On-Demand Scan and scheduled scans (#ZFEIAEFITTLIITHE ).
Email Scan ( EBFHB{434 ) 1 AutoUpdate ( BZIEEHT ).,

113. 7£ Alert Manager ( ZRETEEE ) EINF , 1%4F Disable alerting ( Z2FHEE ),

114. £ Components that generate alerts ( A£EZRAIAEM ) T , BUE%S Access
Protection (iHE1RIF ).

115. B2t Additional Alerting Options ( ELZE4RIEN )., HENEER Additional Alerting
Options ( BEZERIEIN ) FE.

116. M Severity Filters ( FEEEIEEITIEES ) THISZER T |, 15E#R Suppress all alerts (severities
0to4) (EUEFTEER (FFEFR04) ).
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117.

118.

119.

120.

121.

122.

123.

124.

125.

126.

127.

128.
129.

130.

131.
132.

133.
134.

135.

M Settings for (IREXISR ) THIFIFRFIERE Server ( RS5E8 ) | SAIFIEEE Alert Manager
Alerts ( EIRETERER ) BIR. HENEER Alert Manager Alerts ( EiRETEIER )
=

£ Components that generate alerts ( 4ERZRAVAM ) T , BUBEH On-Access Scan

(#ZipE#AM ). On-Demand Scan and scheduled scans ( ¥REEFAEFITRITHE ).
Email Scan ( EB-FHB{4HIME ) F1 AutoUpdate ( BzhEHT ).

£ Alert Manager ( ZiRETESE ) LT , %R Disable alerting ( ZRZE ),

£ Components that generate alerts ( “ERXEERAIBIE ) T , BUHIES Access
Protection (iB[EI{FF ).

EAT Additional Alerting Options ( BEZERIEIN ). AT R Additional Alerting
Options ( EZERIEI ) FR.

M Severity Filters ( F*EEf2EITEEs ) NREZEF |, 551F Suppress all alerts (severities
0to4) (BUBRTBER (MmEEHR04) ),
B Save ({R7F). WATISER Assigned Policies ( EXEHREE ) .

79 Access Protection Policies ( ihB{RIPERES ) 1%1E My Default ( FXROEGAIRE ). It
BHE &7~ VirusScan Enterprise 8.8.0 > Access Protection Policies ( iFlEFIFFHE) >
My Default ( ZRIFIANIRE ) F=.

M Settings for (IZEXIS ) THiFIFRIEEE Workstation ( T{Fuf ).

BAT; Access Protection (15[0){RIF ) IR, ATEER Access Protection ( if3iRl{R
) FR.

1£ Access protection settings (ARIRIPIRE ) T , BGEIEP TFI15%LT -

m  Enable access protection ( /5iGIEERF ).

m  Prevent McAfee services from being stopped ( fFLE McAfee JREELE ),
n  EHIEEEEER,

M Settings for (IREXIS ) THIFIFRFIERE Server ( fR5ES ).

BT Access Protection (ifj){RIP) &£, WETE S~ Access Protection ( i58l{F#
) F&.

7 Access protection settings (IFARIPIRE ) T , BUBIEF TFFIEIR

m  Enable access protection ( /SiGIEERF ).,

m  Prevent McAfee services from being stopped ( fHLE McAfee JEESLE ).,

" EREEEEEERF,

B Save (fRfF). WHTSER Assigned Policies ( BERDECRER ) FR.

73 Buffer Overflow Protection Policies ( %21 Xi&H{FIFHRES ) i%#% My Default ( F49

EOARE ). WATB SR VirusScan Enterprise 8.8.0 > Buffer Overflow Protection
Policies (ZEMXaLiFFFH; ) > My Default ( FRIFIAIRE ) Fes.

M Settings for (IZEXIS ) THIFIFRPIEEF Workstation ( T{Fuf ).

EaTh Buffer Overflow Protection ( Z)MXiZHRIP ) K. WIS S Buffer
Overflow Protection ( %2 MXi@EHIFF ) B,

£ Client system warning ( EFPREREFZEE ) T , BGHIES Show the message dialog
box when a buffer overflow is detected ( #&NZEE TEHAT B REEXHEE ).
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136.

137.
138.

139.

140.

141.
142.

143.

144.
145.

146.
147.
148.

149.
150.
151.

£ Buffer overflow settings ( EHRXiHHIRE ) T , BUBIELH Enable buffer overflow
protection ( BREHXIGEHFRF ),

M Settings for (IREXIS ) THFIFRFIERE Server ( fR55ES ).

EatH Buffer Overflow Protection ( 28)%[Xi@HIRIP ) kIR, IHS SR Buffer
Overflow Protection ( EZHXiEHFRF ) BE.

£ Client system warning ( ZEFIREHFEE ) T, BUEI%G Show the message dialog
box when a buffer overflow is detected ( 1&NZE TEHI B REEINEIE ).

7t Buffer overflow settings ( E/HX@HIRE ) T , BUBIEE+ Enable buffer overflow
protection ( ERA%MXi@HIRF ).

g Save (%17 ). WENEER Assigned Policies ( EHERES ) RE.

M Product ( 775 ) THEEE |, 1%3F McAfee Agent, IHRTS R/~ McAfee Agent Y
Policies ( Z&R% ) &0,

73 Repository ( T7hi#fF ) 156 My Default ( FHIEVIAIRE ). HENSER McAfee Agent
> Repository ( fZ#EEE ) > My Default ( ZEFIEGAIZE ) BE.

BT Proxy (IR ) IBINR. WEPSER Proxy (I ) FS.

HRREIESF Proxy settings ({{IEIZE ) TH Use Internet Explorer settings (For
Windows)/System Preferences settings (For Mac OSX) ( {§/8 Internet Explorer I8
( ¥+F Windows ) / ERRIFIRE ( XF Mac OSX ),

BT Save ({717 ). WWATE SR Assigned Policies ( BENEHERS ) FE.
B Systems ( &4t ) I%IAE.

B ERENREHEEPLEFiRASR (K&, EEF] Centricity Cardiology INW
Server ),

1R Wake Up Agents ( IREE(CIE ). IEATIE R Wake Up Agent ( IREE(CIR ) BB,
B OK (HRE ).
1B ePolicy Orchestrator,

McAfee ePolicy Orchestrator RiIGigf

BRAEEE. BXIFMER  FEREREEE ($61).
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Trend Micro OfficeScan Client/Server Edition 10.6 SP2

TREA

{RTEELMAY Mac-Lab/CardioLab ¥/EHrZ%E Trend Micro OfficeScan Client/Server Edition, —%&
B4 Trend Micro OfficeScan &2t [hfses Management Console Server 1, JAGB{EAZE
FimgBZE ZE Centricity Cardiology INW Server FI5REE / BIBR T {Fik. R TNHAVRERS R
Trend Micro OfficeScan Client/Server Edition,

imﬁgﬁ REARHEERE. EHREFRSEN , LBRAZR ERRSFEEL TR

%8

£z =]

Trend Micro BAf%a Management Console RFRIE Trend Micro iiiBEZSE , HATLAEE T{E.

1E222% Trend Micro OfficeScan #BIA] , i&7E B2 Management Console Server FHTIAT
#BE -

a. 1t Hu#Eds Feature ([HfmEThEE ) BO+ , BUEEF Enable firewall ( [BRGKIE ).

b. 7E Anti-spyware Feature ( BhEIEER{EINAE ) BOS , i%#% No, Please do not enable
assessment mode (& , AERIHHED ).

c. 1£ Web Reputation Feature ( NZZSEINEE ) B , BEES Enable web
reputation policy ( BFRAMBREERR).

3. ¥ €O, IEES Mac-Lab/CardioLab E&tHY PDM BEFERRY , BINAEFERA Trend
Micro OfficeScan,

4. WNERFEE Trend Micro OfficeScan :

a. ##YJ9 Mac-Lab/CardioLab RFEE—MHEIZAY Trend Micro BhfEE Management
Console Server, FEWFZIREHITEREN , LAMEE CO, IIEES Mac-Lab/
CardioLab Z#tH#) PDM fEECER.

b. INERABEECEIHIZAY Trend Micro F5J%Es Management Console Server , N|FEEEL S
JE%3HA Trend Micro Bhjsas Management Console Server H{TE& B8N, WEXUIGS,
M EiEEZIA Trend Micro P5f%as Management Console Server FUFFEZEFIREST ,
ROZSCET IT AREEBREE,

5. EFTEEPHRRS (RE. BRI INW Server ) FUEBRSERRARRNSHERIUL
wRom s .

6. ZAREEE. BXFMER | BSRERAEEE (F67).

7. BEcE Computer Browser fRS5. BXIFHER | BESRELENRS G ZBIECE Computer
Browser [R5 (%6 1T ).

Trend Micro OfficeScan - FiZESELR ( EBHEERRGIE)

1. B Start (FHE) > All Programs ( frE#E/¥ ) > TrendMicro OfficeScan server -
<server name> > Office Scan Web Console ( Office Scan Web Z#/5 ).

N =~
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B : IR Continue to this website (not recommended) ( YRZEIRISY ( AHETE ) 4k4E,

o g M w DN

~

10.
1.

12.
13.

14.
15.
16.

17.
18.

7 Security Alert ( Z2E4R ) B , % In the future, do not show this warning
(LVEABERLES ) , REHTE OK (HE ).

NREIRWERBEGER | IBEHMEAAE |, FEEREAEBLIEE Trend Micro OfficeScan,
WMRZRFIRT , 15T % AtxEnc IIEIN, WATEER Security Warning ( 22245 ) B&E.
B Install (%< ).,

BMANFRFEMER , ASRE LogOn (BR).

NRARGD , 1B E Update Now ( MZBDSEHT ) LILREHAVINEMY . FEEIFRIINEHRE
Wk, EKBERENCTHFER.

BT OK (% ).

MEMIZEE LG | BaTh Networked Computers ( BEMJH9i1-E#1 ) > Client Installation
( EFinZ%% ) > Remote (FZFE ).

MNRRFIRT , 15%%E AtxConsole INEIA, WHPESER Security Warning ( 228 ) |
%0

B Install (&%),

£ Remote Installation (iZf2%%< ) B , Wik My Company ( EHIAT) ). FrEIEER
BHIHE My Company ( HEIAE] ) T

ARSI (00 INW)., ISR REEEEEAFE RS,

WMERHEL AR FAKTIHTE Domain and Computers (FHFITTE ) BOF , EEBINEFRER
% (RE. [EIFRFD INW Server ) FHTLATERE :

a. EBEEPIHTENLIUSERNEERERRNSHESR.
b. Bad Start (F4E) > Run (i577).

c. N \\< fE#FE Management Console_server_IP_address> , SA/5i% Enter {#, Z%:
R, MAEERAPEINES.

d. SfnZl \\< fF#FE Management Console_server_IP _address>\ofsscan , SAGXd5
AutoPcc.exe, ZFIRAT , IANEEREPAFZER,

e. TETHE  ENENEFIHRL.

f. EFREEFHTENIUEBRSEEREMRBNES , HEFSFARRITEPRI Trend
Micro OfficeScan BRI AIEE,

9. BETHFEFRFHRIRESE , 23 Trend Micro OfficeScan RSB S84 SELBER.
EEREEFImEY (RE&. [BIEFD INW Server ) , RiG8E Add (iF00).
BN <HE >\ BREMNE6 , AF8T Logon (BR).

M Selected Computers ( EEZFEAITEN ) EEPEEEFintles (K&, BIEFD INW
Server ) , SA[REATE Install (&%),

EHIAMETERT Yes (2).

7£ Number of clients to which notifications were sent ( Bi5BRAELHNZFIHEE )
BEIEP , B OK (HR%E ).
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19. EFEHIFEEFineE (SRE. EIFTF INW Server ) HERAE Finit & ELISE R

EERERRBNESR , HFEFEREFITETAY Trend Micro OfficeScan BlfrZE R IEEHE
TREENES,

20. B3k Log Off (34 ) §E1EZLAX[A) OfficeScan Web Console ( OfficeScan Web 15414 ).

Trend Micro OfficeScan [RERiISHI S E

1.

10.

11.

KIRi%$E Start ( S ) > All Programs ( frE#&/% ) > TrendMicro Office Scan server
<servername> > Office Scan Web Console ( Office Scan Web #Z#/5 ), LWEITEER
Trend Micro OfficeScan Login ( Trend Micro OfficeScan & ) F&.

WNFRFEMED , AERE Login (ER). WIKER Summary (£ ) F&.

AN %R Networked Computers ( BEMIH9:1-EH#T ) > Client Management ( &/~
IETE ) ks,

EANERGI%IE OfficeScan Server,

M Settings (IRE ) 1%L+ , 3% Scan Settings ( #9##i8& ) > Manual Scan Settings
( FEF1FRE ). WEHEER Manual Scan Settings ( FiHgE ) Fe.

BT Target ( BfR ) B+ , AFRIGE TSI , BURBIBHERAYLEIN :

m  Files to Scan ( ZEIHHIXAFE ) > File types scanned by IntelliScan ( & IntelliScan
FIEHIXAFEE ),
Scan Settings (#7##i8& ) > Scan compressed files ( 1 FHHEGHIXA L ).

Scan Settings (73#i8& ) > Scan OLE objects (#3745 OLE %52 ),
Virus/Malware Scan Settings Only ( (¥fF& / ZEEHKEITIEZE ) > Scan boot area
( FHIEE I ),

CPU Usage (CPU 5/FZ) >Low (fiE).

Scan Exclusion ( #7/&#F## ) > Enable scan exclusion ( /SEFTIEHEER ).

m  Scan Exclusion ( #3/&G## ) > Apply scan exclusion settings to all scan types
( TR E R FEY a5 2 ),

m  Scan Exclusion List (Directories) ( #7#@#E#YZE ( ER) ) > Exclude directories
where Trend Micro products are installed and select Add path to client Computers

g_;;usion list ( #E8# Trend Micro /g &% B RAFEIEIGEE 1 7 INEN & ini 1 EHIAHS
).

m A C:\Program Files (x86)\GE Healthcare\MLCL\, C:\Program Files\GE
Healthcare\MLCL\, D:\GEData\Studies. E:\ ] G:\ 343 (—&x—1) FE8Ed Add
().

EAFE Apply to All Clients ( NFRZEIFIEZE iR ).

ERUTHEER , 8F OK (F8%E ) : The exclusion list on this screen will replace the
exclusion list on the clients or domains you selected in the client tree earlier.Do you

want to proceed? ( LLFER FHIHERYIREEIRETAER it _ R IEREFaE £
HEBRSIR., BRREMREE? ).,

EAT Close (x4 ) LAXIF Manual Scan Settings ( FoiiHigE ) B&.

EAEMEIEFI%EIE Networked Computers ( BpJ9i1E7#l ) > Client Management ( &M
IHETE ) ez,

EAMEETI%RR OfficeScan Server ( OfficeScan JRSSEE ).,
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12.

13.

14.
15.

16.
17.
18.

19.
20.

21.

1£ Settings (IRE ) 1&IH , (KRIERR Scan Settings ( #7#8i8& ) > Real-time Scan
Settings ( ZLATIFEIRE ). WRTEER Real-time Scan Settings ( ELAAMIRE ) FR.

BT Target ( BIfR ) B+ , AAFERIGETFIEIT , BUBISHERAYGEI :

m  Real-Time Scan Settings ( SCA7#7/5188& ) > Enable virus/malware scan ( |5/5i%&/
BT ).

m Real-Time Scan Settings ( ZLAI#7#i8& ) > Enable spyware/grayware scan ( |5/
BT | BeE T ).

m  Files to Scan ( ZE17/EHIXAFE ) > File types scanned by IntelliScan ( & IntelliScan
FEHIXAFEZ ),

Scan Settings (13#i8& ) > Scan compressed files ( FEEGFHIXSE ).

Scan Settings (#7#5i8& ) > Scan OLE objects ( #7## OLE X953 ),

Virus/Malware Scan Settings Only ( {¥fFa& / ZEEE1ET/EZE ) > Enable IntelliTrap
(EH IntelliTrap ),

Scan Exclusion ( #7/&### ) > Enable scan exclusion ( /SEFT/EHEER ).

Scan Exclusion ( #71@#Ef# ) > Apply scan exclusion settings to all scan types
( AR E B2 /a6 2 ).

m  Scan Exclusion List (Directories) (13t@#tE7IZ ( 3R ) ) > Exclude directories
where Trend Micro products are installed ( #Ef# Trend Micro I ZEEHR ).

m  T#{R C:\Program Files (x86)\GE Healthcare\MLCL , C:\Program Files \GE
Healthcare\MLCL, D:\GEData\Studies. E:\ % G:\ /{4212 1ZETF Exclusion List
(HERRZIZR ) =,

B Action (#{F ) IR,
REBEVAIRE | AEBUHEERLATED |

m Virus/Malware (%&/ZE&4f+t) > Display a notification message on the client
computer when virus/malware is detected (A2 FFaE / S HAIES FimiT &1
LEZFEAES ).

m  Spyware/Grayware ( [EIRECHE/ FREECHE ) > Display a notification message on the
client computer when spyware/grayware is detected ( £2YZYEIREAE / e EA ERT
EE i &8 L ZTEHEE ).

EAiF Apply to All Clients ( NFRZRIFFEZE i ).
BAT Close ( X4 ) LAXXIA] Real-time Scan Settings ( SCRHAMIRE ) BER.

FEAMBEEFIERE Networked Computers ( Bxp#9i1E#l ) > Client Management ( &
IHETE ) ez,

EAMERFIERR OfficeScan Server,

M Settings (IRE ) &I+ , {KRIERR Scan Settings ( #7#8i8& ) > Scheduled Scan
Settings ( I1EITEEE ). WATEER Scheduled Scan Settings (i XIIFHHRE ) B
=,

BAT Target ( BiR ) I , ARREE TUER , BURIEHRERATGEIN :
m  Scheduled Scan Settings ( iT8/f7#i8& ) > Enable virus/malware scan ( |5/%&
| AT ).

m  Scheduled Scan Settings ( iTtIfF1Fi8& ) > Enable virus/malware scan ( |5/B/EI%E
ot/ IREEHATE ).

m  Schedule (if%/) > Weekly (&), ZEH8IX, Starttime (FISHTE ) -
00:00 hh:mm,
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22.
23.

24.
25.
26.

27.
28.

290.

Files to Scan ( ZfJtFHIXA{E ) > File types scanned by IntelliScan ( & IntelliScan
FEHIXAFEE ),

Scan Settings ( #7#Hi88& ) > Scan compressed files ( #HELEHIXIE ).

Scan Settings (17#4i88& ) > Scan OLE objects ( #7## OLE %52 ),
Virus/Malware Scan Settings Only ( (¥iF& / ZEEHKEITIEEE ) > Scan boot area
( FHIEIEEX ),

CPU Usage (CPU 5% ) >Low (ff).

Scan Exclusion ( #7/&### ) > Enable scan exclusion ( /5B TIEHEER ).

Scan Exclusion ( 17#@#tf# ) > Apply scan exclusion settings to all scan types (/&
FEHHR R E i fBEI a1 T EE ),

Scan Exclusion List (Directories) ( #1GHE#FZE ( B3R ) ) > Exclude directories
where Trend Micro products are installed ( #Ef# Trend Micro I ZEEHR ).
H8{R C:\Program Files (x86)\GE Healthcare\MLCL_, C:\Program Files \GE
Healthcare\MLCL, D:\GEData\Studies. E:\F[ G:\ X/{432E&{2fZ1ETF Exclusion List

( HEBRZIZR ) =R,

B Action (##{F ) IR,
REBEVAIRE | REBUHEERLATED |

Virus/Malware ( &2/ ZESEf# ) > Display a notification message on the client
computer when virus/malware is detected (A2 JZFaE / S HAIES FimiT &1
LETERES ).

Spyware/Grayware ( [EIRECHE/ FREECHE ) > Display a notification message on the
client computer when spyware/grayware is detected ( £2UZYEIRECAE / e EA ERT
EE i &8 L ZTEHEE ).

EAiF Apply to All Clients ( NFRZRIFFEZE i ).
BAT Close (k4] ) LAXIF Scheduled Scan Settings ( itkiAiHigE ) B&.

EAEMBEIEFI%EIE Networked Computers ( BpJ9i1E7#l ) > Client Management ( &M
IHETE ) ez,

EAMERFERE OfficeScan Server,

M Settings (IRE ) 1EIH , {KRIERR Scan Settings ( #7#5i2& ) > Scan Now Settings
( ZHPIF#BE ). RHEE R Scan Now Settings ( SZEMIHERE ) FE.

B Target ( BfR ) I K , PAIRRIGE TFIRI , BUHIR-PERATIEI :

Scan Now Settings ( IZZfJ#7#5i8& ) > Enable virus/malware scan ( [5/Hm&/ e
A5 ).

Scan Now Settings ( ZZE7#§i€& ) > Enable virus/malware scan ( [5HFE&E/ Z&
HfH T ).

Files to Scan ( ZE17/@HIXf¥ ) > File types scanned by IntelliScan ( & IntelliScan
FEHIXAFEZ ),

Scan Settings (19#i8& ) > Scan compressed files ( FEELGGHIXSE ).
Scan Settings ( #7#5i8& ) > Scan OLE objects ( #7## OLE X953 ),

Virus/Malware Scan Settings Only ( (RfF& / ZEEKETIEIZE ) > Scan boot area
(FHIEE I ),

CPU Usage (CPU 5/@% ) >Low (f1E).
Scan Exclusion ( #71&#EfER ) > Enable scan exclusion ( /S/EITIEHEER ).
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30.
31.
32.

33.
34.

35.

36.

37.
38.
39.

40.
41.

42.

43.
44.
45.

46.
47.

48.

m  Scan Exclusion (#3/&G#E# ) > Apply scan exclusion settings to all scan types
( TR E R FEY a5 2 ),

m  Scan Exclusion List (Directories) ( #F#@#E#YZE ( R ) ) > Exclude directories
where Trend Micro products are installed ( #Ef# Trend Micro ~iGHIEZRER ).

m  ffa{R C:\Program Files (x86)\GE Healthcare\MLCL_ C:\Program Files \GE
Healthcare\MLCL. D:\GEData\Studies, E:\#[] G:\

EAE Apply to All Clients ( NFRZEIFFEZE iR ).
BatE Close (%[ ) LA%F Scan Now Settings ( SZBHHHHSE ) FE.

HEAMEE %R Networked Computers ( BXMIH9:1-EH#T ) > Client Management ( &/~
IETE ) ks,

EANERGI%IE OfficeScan Server,

M Settings (IRE ) iEIIi%EE Web Reputation Settings ( MBEEIRE ), WAHERR
Web Reputation Settings ( MBEEIRE ) BR.

BT External Clients ( SNERE s ) B , SAREGEI%S Enable Web reputation
policy on the following operating systems ( £ FHIRER G L EEMKEEHER ) (MR
ELEAREESEFHNE ).

B Internal Clients ( RERE iR ) 1EIAF , SAREGHIES Enable Web reputation policy
on the following operating systems (£ TR {FRF LEAMBEERE ) (MRERRE
HAE 2 HaYE ).

EAFE Apply to All Clients ( NFRZEIFIEZE iR ).
BAF Close (XA ) LAXA] Web Reputation ( MEEE ) BER.

FEAMBEE %R Networked Computers ( BEMIg9:1-EH#T ) > Client Management ( &/~
IETE ) ks,

EANERGEE OfficeScan Server,

M Settings (iZE ) iEIHi%EE Behavior Monitoring Settings ( {TAMWIEISE ). TS
7R Behavior Monitoring Settings ( {THIGINEE ) Fa.

EVH%E Enable Malware Behavior Blocking ( [BFEES1T /944 ) #1 Enable Event
Monitoring ( [SFS{4IEE ) IR,

EAT Apply to All Clients ( NFAZEIFIEZE iR ).
Eath Close ( <4 ) LA} Behavior Monitoring ( T2 ) B&.

HEAMZEE %R Networked Computers ( BEMIg9:1-EH#T ) > Client Management ( &/~
IETE ) ks,

EANERGI%IE OfficeScan Server,

M Settings (IRE ) iEIi%#E Device Control Settings (I8FE4HIEE ). WATEER
Device Control Settings (iZFi=HIEE ) BE.

EaF External Clients ( MR Fim ) IR , SARBUEIEHRLATIEIN :

m Notification ( #54] ) > Display a notification message on the client computer when
OfficeScan detects unauthorized device access ( 2§ OfficeScan £3HEIFLZISIET
REIIEE Pt Yl L ETEHES ).
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49.

50.
51.
52.

53.
54.
55.

56.
57.

FE

Block the AutoRun function on USB storage devices ( fALF USB #1855 LAIE R
ST ).
Enable Device Control ( BFiREIEH ).,

E27E Internal Clients ( REPEFim ) IR , SAREBUEIEHRLA TN :

Notification ( #F4] ) > Display a notification message on the client computer when
OfficeScan detects unauthorized device access (25 OfficeScan A2JYZYFKLELZINAT
REIGIIAES Fini 81 L ZTEHEE ).

Block the AutoRun function on USB storage devices ( fALF USB f##4i8 a5 LAIE )
ETIIE ).

Enable Device Control ( SBiR&EEH ).

EAiF Apply to All Clients ( NFARIFFEZE i ).
B Close (X4 ) LAXiF] Device Control Settings (iRFEHIRE ) FRE.

EAMBERFIERR Networked Computers ( BxpJi9i1 &l ) > Client Management ( &
IETE ) .

EAME1gTI%ERE OfficeScan Server,
M Settings (IRE ) 1&IIFIEIR Privileges and Other Settings ( S RFIEMIRE ),
BAT Privileges (R ) 1IN , AR REEE TR , BUEIEHERAYGEIN

Scan Privileges (#7#@#XfR ) > Configure Manual Scan Settings ( BpEFzItTEE
&),

Scan Privileges (#71@#XfR ) > Configure Real-time Scan Settings ( FZESLATITIE IR
),

Scan Privileges ( #7#@#XfR ) > Configure Scheduled Scan Settings ( ZCE&i1E/1T/E
&),

Proxy Setting Privileges ( ftEEiRE#XAR ) > Allow the client user to configure
proxy settings ( & inBFEEEERE ).

Uninstallation (#J#) > Require a password for the user to uninstall the
OfficeScan Client ( fi/F2JE OfficeScan E w2 &17 ). MNSENERLHIHAE
ﬁgo

Unloading ( #Jf#) > Require a password for the user to unload the OfficeScan
client ( FAF#0f OfficeScan & im E&9 ). MNGENZIEHIHAZER.

a5 Other Settings ( iR E ) %I,

%32 Client Security Settings ( ZEFin&Z L&) > Normal (IE%E ), SAGEGEIEFES
BEIT,

IREFRLA TR,

Client Self-protection ( EFlixE#F# ) > Protect OfficeScan client services

( /7#F OfficeScan ZFiHHRSE ).

Client Self-protection ( ZFFixE#R#" ) > Protect files in the OfficeScan client
installation folder ( {f# OfficeScan E iz T REX{EHHHIXA{E ).,

Client Self-protection ( & FlizE##R#" ) > Protect OfficeScan client registry keys
( f7#F OfficeScan E i ZHF#LT ).

Client Self-protection ( ZFFixE# I ) > Protect OfficeScan client processes

( f7#F OfficeScan E /i ks ).

58. B Apply to All Clients ( RIFBEIFTEEF iR ).
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59.
60.

61.
62.
63.

64.
65.
66.

67.

Batk Close (%) LA Privileges and Other Settings ( I RFIEMISE ) FE.

HEAEMBERFi%E Networked Computers ( BMIA9:1-E#1 ) > Client Management link
( B ETEHE ).

EANERGEE OfficeScan Server,
M Settings (IRE ) ikln+ikEE Additional Service Settings ( EfttIRSEEE ).

EYjEi%sh Enable service on the following operating systems ( £ F7IR{EE % 2R
% )0

EAFE Apply to All Clients ( NFRZEIFFEZE iR ).
B Close (%7 ) LAXiF Additional Service Settings ( EftBiRZEE ) R,

HEAEMBERFi%E Networked Computers ( Bpigg:1-E#1 ) > Global Client Settings link
( LEEFIHRE ) t5%.

(G FRIA T EGHIE P ERIGIT

m  Scan Settings (#7/#i8& ) > Configure Scan settings for large compressed files
( IX B XA EITEHRE ).

m  Scan Settings (#7##1&& ) > Do not scan files in the compressed file if the size
exceeds 2 MB ( FEIHAEELT 2 MB HIFHEXAE ).

m  Scan Settings (#7/#Hi8& ) > In a compressed file scan only the first 100 files
( (RAFEEAEXAFFHIET 100 TNXAE ).

m  Scan Settings (#7##1&& ) > Exclude the OfficeScan server database folder from
Real-time Scan ( {& OfficeScan RS #SEMEEX EFTM SERTETIGFHELR )

m  Scan Settings (#7/Gi8& ) > Exclude Microsoft Exchange server folders and files
from scans. (& Microsoft Exchange JRE#EX LM ITGHHELR ).,

m  Reserved Disk Space ((REHIRIEZ/E]) > Reserve 60 MB of disk space for
updates ( fRE7 60 MB @48 ZIEIFFEFH ).

m  Proxy Configuration ( ftEEFFE& ) > Automatically detect settings ( E#itei&
).

iR . WRFEEFENEF NS ORHEFR | BSWEGHIET Alert Settings

68.
69.

70.
71.
72.

73.
74.

( ZJ/BiZE& ) > Display a notification message if the client computer needs to

restart to load a kernel driver ( YREFimiTEHZEEEHISH T ENEIIZIZE
FRZTEEES ) 15,

BT Save (1RF).

MAEMIERFIERR Updates ( E#F) > Networked Computers ( BEMIFIi1FE#T ) > Manual
Updates ( FaI&E#Hf ) 3k,

%32 Manually select client ( FEIEREFiR ) , FAGEDT Select (%1% ),
1E OffceScan Server ( OffceScan [R55E8 ) T , BHEEIERIES.

EREEFIRRS (—REE—) , #AS8E Initiate Component Update ( JSZBHE
#).

BHEEHERESN OK (AT ).
BatE Log off (iE4Y ) #%F) OfficeScan Web Console ( OfficeScan Web 5414 ).
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Trend Micro OfficeScan &2 GISE

1. EXRERSR L, YT THIESBLABCE Trend Micro :

a. Bd5 Start (F48) > Control Panel (#25#/E#&k ) > Network and Sharing Center
( WEEFIRZI ),

b. B ENEHFIRE,
c. BT Local Area Connection ( ANMhERE ) , FAGIER Properties (B4 ).

d. 1%&#E Internet Protocol Version 4 (TCP/IPv4) ( Internet Protocol k4~ 4 (TCP/IPv4) ) ,
RIS Properties (/B ).

e. 1CFH IP itk
f. REAREFIFNEO,
g. B Start (F4E) > Run (i577) , AEHI regedit,

h. Sfin%| HKEY_LOCAL_MACHINE\SOFTWARE\TrendMicro\PC-
cillinNTCorp\CurrentVersion,

. YEE{EUEWJ: , BREBETHNE |, ARk New (## ) > String value ( F{FE
)

j. WA IP Template (IP#&tR ) fEARTR , ASHK Enter §2,
k. X IP Template ( IP #24R ) jERERIN.
l.  7E Value ({B) BUEFERYT , MAELE e PICRAIAMIZER P Hbit,
m. B OK (& ).
n. XEAEMRFIERS.
2. ERMEEE. BXFEMER  BERERAREEE ($61).
3. EcE Computer Browser S5, BXIFHER | BERELENBSRZEEE Computer
Browser 855 (557 1),

Trend Micro £Bi&EBifitE
FE . (XI5 CO, IhAES Mac-Lab/CardioLab ZE4EH0f PDM HECFERERY , A MiZER TER
WHH, ERENT TERNEBRZE , BRERES IT ARIA.

1. 1E Fh5%E Management Console Server = , &%l C:\Program Files (x86)\Trend
Micro\OfficeScan\PCCSRV {43k,

2. TEMAYRIESETFIFF ofcscan.ini ST,

3. 7t Global Setting ( 2FRE ) &9 T , B NFEMERIAMEIRE S "1" :
[Global Setting] RmvTmTDI=1

4. {REFFHXF ofcscan.ini ST,

5. BA: Start (A4S ) > All Programs ( fE#&/% ) > TrendMicro OfficeScan server -
<server name> > Office Scan Web Console ( Office Scan Web Z#/& ).

6. WABPRIEN , AFHE Log On (BR ). KRR Summary (HE ) FR.

Mac-Lab/CardioLab [ & aEii8e 48



7. BT Networked Computers (BAPHIi1E#l ) > Global Client Settings ( £/5&Fimig
).

8. B Save ({7FF).

9. MEMIEEHIERE Updates ( E#F ) > Networked Computers ( BXMIA9i1E#H] ) > Manual
Update (FaIEFf ) ik,

10. 1%## Manually select clients ( FomEREFin ) , SARET Select (%1% ),
11. 1 OffceScan Server ( OffceScan IR55Es ) T , BHEERIES.

12. EFEFIRERS ( —IREFE—) , SASERE Initiate Component Update ( [SE14E4E
2|
).

13. BEERBIETRI OK (THE ).
14. EEBIRERS L, FUTIATERE
a. FIFREMERImIERS.

b. SfnZ HKEY_LOCAL_MACHINE\SOFTWARE\TrendMicro\PC-
cillinNTCorp\CurrentVersion\Misc,

c. HBR RmvTmTDI ERREIRE S "1",

d. SHnZEl HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\services,
e. R tmtdi ;EERTVFE , WISEMIPR.

f. XEAEMERRIERS.

9. ENMENEFIRREL.

h. UEBERSEERERRSHEREFIRAR.

. EEINERmRREFL  FREEASRIIAGSERTHBALLT®S | sc query
tmtdi,

i. HRIRE7 The specified service does not exist as an installed service ( 18 ERIIRSS
MEAEBLENRSFE ) BR.

15. £ BAJ%E Management Console [R$388 & , Bith Log off (iF3H ) FXiF] OfficeScan Web
Console ( OfficeScan Web f=#I48 ).

Trend Micro OfficeScan Client/Server Edition 11.0 SP1

{RTEEXMIAY Mac-Lab/CardioLab ¥tEdZ22E Trend Micro OfficeScan Client/Server Edition, —7E
BEHIE Trend Micro OfficeScan Z2E7E [hf%ss Management Console Server 1, SAIRB{ERZE
FimaBZ 2 Centricity Cardiology INW Server #1355 / BIBR L {Fuk, {EF NEAVRENRZ=
Trend Micro OfficeScan Client/Server Edition 11.0 SP1,

fm’@ﬁ RIEARHEESRG. EHREFRSEN , LBRAR LIRSS TR

o

LIRAITER

1. Trend Micro PBff%a Management Console RR#E Trend Micro iBBZeE , FHETLATER T1E,
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TEL%E Trend Micro OfficeScan HAlE] ,i57E Bh#%EE Management Console Server FHIfTLAT
BE

a. £ Ho#5aE Feature (BafmEINAE ) B H , BUEES Enable firewall ( SRS ).

b. 7E Anti-spyware Feature ( [hiEIE&{4IhEE ) B , i%#F No, Please do not enable
assessment mode (& , FAEFIHHER ).

c. {E Web Reputation Feature ( M&Z{EETIHEE ) O+ , BGHIES Enable web
reputation policy ( BRAMESERE ).

%8 CO, IEES Mac-Lab/CardioLab RZHHI PDM #EEeEFRT , BINAERER Trend

Micro OfficeScan,
WERZEE Trend Micro OfficeScan :

a. FiNJ9 Mac-Lab/CardioLab ZStEE—MEIZAY Trend Micro BhjEE Management
Console Server, EEXNHRZFREHITEH/EN , LUEKE CO, IhEES Mac-Lab/
CardioLab Z#ZHRY PDM #&HBefEA.

b. WRABEEEILIZA Trend Micro BhfisEs Management Console Server , NIEEFELLEE
[EXIE Trend Micro Bij%sa Management Console Server #{T2EEX, HEXIGE
M E2i&EEZ2IAE Trend Micro Fhfwas Management Console Server FUFFEZFIREST |
MNIZFoEIY IT AREEBREE,

TEFEBFIRAS (RE&E. BB INW Server ) FLABBRHERRAEARRNSHERIUL
RSt
FRREEE. BXIFMER  FERERANEEE ($61).

BEE Computer Browser fR55. BXIFMER , BSRELENHESRGZAIECE Computer

Browser [R5 (66 ),

FERES. [EIEAD INW ZEFimtlla8 LR e NYRIEBFAEES :

AddTrustExternalCARoot.crt

COMODOCodeSigningCA2.crt

UTNAddTrustObject_CA.crt

UTN-USERFirst-Object.crt

UTN-USERFirst-Object_kmod.crt

BEETFLBLURESE 8 HFIHAY 5 MNMAFRIRIEBFIRERBINMES.

a. SfnZE C:\Program Files\GE Healthcare\MLCL\Special\ThirdPartyUtilities\Trend
Micro,
iEE  E INW Lk, BfiiE C:\Program Files (x86)\GE
Healthcare\MLCL\Special\ThirdPartyUtilities\Trend Micro,

b. WREAHKEEERFE , BFIIRELEMEIRIEBFIFERINES.,

c. X AddTrustExternalCARoot.crt L\E MLCL Z&%t ( K&, [EIEFD INW ) _EZ&EET,

d. ¥FRZIER , SASETs Install Certificate ( ZEEIEP ).

e. I Certificate Import Wizard (IEBSANAS ) B, B Next ( T—# ),

f. 1E Certificate Store (IEHEAE ) B , i%5#F Place all certificates in following
store (EATBIEPHME FEMIEMES ) , AR5 Browse (XI5 ).,
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g. 1% Show physical stores (ZFHJEEf7h&) > Trusted Root Certification
Authorities ( AI{SHIRIEBIRELHI ) > Local Computer ( it EH ) , AlaHE
OK (zE ).

h. 7E Certificate Import Wizard (iEFBSANRAS ) £, BE Next ( T—# ).,
i. EAE Finish (58pk ). WATNSER The import was successful ( ST ) EE,
. PR 8 HHNEMIEPES LR 9,
S . BNEBHE—EEIE. IEPRIERZE | ROZEETe(HE MLCL K% EEHT , LU
{R OfficeScan NIEFEFFIRTHAIEE TIE.

Trend Micro OfficeScan - FRZZREFELE ( 11.0 SP1 PHEEHEXER
P

=hiE)

1. BB Start (FHHS) > All Programs ( frB#e/% ) > TrendMicro OfficeScan server -

<server name> > Office Scan Web Console ( Office Scan Web Z#/5 ).

&= : 1%&IE Continue to this website (not recommended) ( HLEtb LG ( AHETF ) dkék,
1£ Security Alert ( 2224 ) & , 1% In the future, do not show this warning
(LUEABERNES ) , ReHE OK (HE ).

2. MREEHWEELGEER , BHMGATE | BEEREAIEBLIEE Trend Micro OfficeScan,

3. WMREREFIRR , BRI AtxEnc INEIR, HAHE SR Security Warning ( 2224 ) B&E.
a. B Install (&%),

4. WNFAFEER  ABRE Log On (BER).

5. WMRARGHRET , i558E Update Now ( SZBIEHT ) ARV INAY, FEEFAVINEME
#ehe, IR REH TR,

a. B OK (HERE).

6. MIREBSEER , B Agents ( fUEEfE/7 ) > Agent Installation ( fUEFEE/F%% ) > Remote
(1 FZFE ).

7. WMRERFHZR , 1BL% AtxConsole I, ATEER Security Warning ( R2248& ) &

a. i Install (&%),

8. 7E Remote Installation (iTfEZiE ) BT X5 OfficeScan Server ( OfficeScan RS
2% ). FTBEERESIHTE OfficeScan Server ( OfficeScan fR5588 ) .

9. XEHE (=f: INW), HITEEREEERIRNMEREA.

EE . WNREEERSCRIILE Domains and Endpoints (10w ) EOS , BHE AN
iR PRSI HRYEE R e TERIZHT (55 67 T ) LAFEIRINES] , BiEEEM
EFIRRRPIE TR,

10. IEREFIENEE (RE. [BIFFD INW Server ) , AfG8E Add (iF00).
1. A <i3&1 >\ BFREM%EE , ARS8E Logon (BR).

12. M Selected Endpoints ( EiEZENIRA ) EEPEEEF WY (K&, EIEFD INW
Server ) , JAIGETS Install (&3 ),
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13.
14.

15.

16.

EfABOEST OK (HRE ).

7£ Number of clients to which notifications were sent ( Bi5BRAELHNZFIHEE )
BEIEP , B OK (HR%E ).

ENESITAEFIEISE (SRE. EIFWFD INW Server ) HEFFEZFiHITEN EIEERE
%‘"i@éé%gjﬁﬁ%-{ﬁ’éi , &SRR AT Trend Micro OfficeScan BliraspiEEHE
Zl__\—i Ja %o

Bath Log Off (X% ) 4&8ELAXH OfficeScan Web Console ( OfficeScan Web 1=#4 ),

11.0 SP1 f§ Trend Micro OfficeScan [RE=i=laticEs

1.

o > b

10.

ORI%ERE Start (F4S ) > All Programs ( Br&#E/5%) > TrendMicro Office Scan server
<servername> > Office Scan Web Console ( Office Scan Web #Z#/5 ). WITEExR
Trend Micro OfficeScan Login ( Trend Micro OfficeScan &% ) F&.

MANBREMNZERE , REEE Login (BF ), WIERER Summary (HBE) F=.
MIREREEH | 1E3E Agents ( fUEEFE/Z ) > Agent Management ( (UEEEE/FEEE ) $Eks.
EEMBEEGI%RE OfficeScan Server ( OfficeScan R5328 ).

M Settings (iZE ) 1%EIIF , 1%#E Scan Settings (1F/#iZ&E ) > Manual Scan Settings
( FFHERE ). WSS Manual Scan Settings ( FEiHIRE ) BE.

BAT Target ( BiR ) I~ , AR REE TR , BUBIEHRHERATGEIN :

m  Files to Scan ( ZIFEHIXAE ) > File types scanned by IntelliScan ( & IntelliScan
FERIXAFEE ),
Scan Settings (13#Hi8& ) > Scan compressed files ( FHEELFHIXAE ).

Scan Settings (#7##i2& ) > Scan OLE objects ( #7# OLE X95% ).

Virus/Malware Scan Settings Only ( {5/ S TIEIEE ) > Scan boot area
( FHEEIEX ).
m  CPU Usage (CPU 5% ) > Low ().

B Scan Exclusion (13##HERR ) IR , AARRIEE TR , BUHEHERAVEN |

m  Scan Exclusion ( #7/&#Ff# ) > Enable scan exclusion ( /5EIT1EHEER ).
m  Scan Exclusion ( #3&G## ) > Apply scan exclusion settings to all scan types
( TR E R FEY a5 2 ),

m  Scan Exclusion List (Directories) ( #F#@#E#YZE ( ER)) > Exclude directories
where Trend Micro products are installed ( #Ef# Trend Micro ~iHI&ZREHR ).

m M Saving the officescan agent's exclusion list does the following:( {£1F officescan
RIERFRVHEBRFIRSHITUATRIE © ) T TRIZIZRPIERE Adds path (FINEER ).

m A C:\Program Files (x86)\GE Healthcare\MLCL\, C:\Program Files\GE
Healthcare\MLCL\, D:\GEData\Studies. E:\ ] G:\ {3 (—x— ) FHEaE +,

EaTE Apply to All Agents ( N FERIFFERIERER ).

ERUTHEER , BF OK (T8%E ) : The exclusion list on this screen will replace the
exclusion list on the clients or domains you selected in the client tree earlier.Do you

want to proceed? ( LUEF& CRIAERRY SRS EIRESCAE R FPin i DIRAORIERE FE £
AOHERRTIZR, REREMER? ).

BT Close (%7 ) LA%F Manual Scan Settings ( FaliIEes ) Fxe.
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1.
12.
13.

14.

15.

16.
17.

18.
19.
20.
21.
22.

23.

MITEREHES | 1%E4E Agent ( fLEFEE/ ) > Agent Management ( {LEEFE/FETE ) iz,
HEEMEEIEFi%E OfficeScan Server ( OfficeScan JRS3E8 ).

1£ Settings (IRE ) 1% , KRIERR Scan Settings ( #7#4i8& ) > Real-time Scan
Settings ( SLAMFTEHERE ). LTSS Real-time Scan Settings ( SEFHIHIRE ) FE.

BAT Target ( BiR ) 1= , ARREEE TR , BUEIEHERAIGEIN :

m  Real-Time Scan Settings ( SCH7#778i18& ) > Enable virus/malware scan ( /5B &/
BT ).

m Real-Time Scan Settings ( ZA7#7#&i8& ) > Enable spyware/grayware scan ( /5/
JETIRECAE | eG4 ).

m  Files to Scan ( ZEIHHIXAFE ) > File types scanned by IntelliScan ( & IntelliScan
FIEHIXFEE ),

Scan Settings ( #7#Gi88& ) > Scan compressed files ( #HELEHIXIE ).
Scan Settings (13#4i8& ) > Scan OLE objects ( #7## OLE %52 ),

Virus/Malware Scan Settings Only ( (/&5 / ZEEE1ET/EiZE ) > Enable IntelliTrap
(EH IntelliTrap ),

B Scan Exclusion (i3##HERR ) IR , AR RIERE TFHIEH , BUREGEHERIVEDR :

Scan Exclusion ( #7/&### ) > Enable scan exclusion ( /5B 1EHEER ).

Scan Exclusion ( #7#@#tf# ) > Apply scan exclusion settings to all scan types
( #FHFHEHER R E L fHEI A6 2 ),

m  Scan Exclusion List (Directories) (13t@#EE7IZ ( 3R ) ) > Exclude directories
where Trend Micro products are installed ( #Ef# Trend Micro igHIZEEHR ).

m  T#{R C:\Program Files (x86)\GE Healthcare\MLCL , C:\Program Files \GE
Healthcare\MLCL, D:\GEData\Studies. E:\ % G:\ /{4212 1ZETF Exclusion List
(HERRZIZR ) =,

B Action (#{F) BB,
REBEVAIRE | AEBUHEERLATED |

m Virus/Malware (%3 / ZEEE1¥) > Display a notification message on endpoints
when virus/malware is detected ( A2 Z FaE/ ESE HITE G = L ZTBAIES ).

m  Spyware/Grayware ( [EiEEfE/ IREEC/E ) > Display a notification message on
endpoints when spyware/grayware is detected (2 FYEJIRECHE / FeBEl LRI DT
LEZTBHES ).

Ea: Apply to All Agents ( N FERIFFERIERER ).

BaTE Close ( %)) LAXA Real-time Scan Settings ( SCAHEISE ) Fe.

MIREREE T | 15%3E Agents ( fCEBEE/E ) > Agent Management ( (CEPEE/FETE ) ks,

EAMEEFIERR OfficeScan Server ( OfficeScan RS5ES ).

M Settings (IRE ) &I+ , {KRIERR Scan Settings ( #7#8i8& ) > Scheduled Scan
Settings ( I1EIETEEE ). WATEER Scheduled Scan Settings (i XIIFHERE ) B
=,

B Target ( BfR ) I K , AAIRRIGE TFIEI , BUHIR-HERATIEI :

m  Scheduled Scan Settings ( iT8/f7#i8& ) > Enable virus/malware scan ( |5/5%&
| AT ).

Mac-Lab/CardioLab [ & aEii8e 53



24.

25.
26.

27.
28.
29.
30.
31.

32.

m  Scheduled Scan Settings ( iftIfF1Fi8& ) > Enable virus/malware scan ( |5/B/EI%E
ot/ REHATE ).

m  Schedule (if%/) > Weekly (&), ZEH8IX , Starttime (FISHTE ) -
00:00 hh:mm,

m  Files to Scan ( ZEIHHIXAFE ) > File types scanned by IntelliScan ( A& IntelliScan
FEHIXAFEE ),

Scan Settings (#7#Hi88& ) > Scan compressed files ( #HELEHIXIE ).
Scan Settings (#7##i2& ) > Scan OLE objects ( #7# OLE X952 ).
Virus/Malware Scan Settings Only ( {5/ S TIEIEE ) > Scan boot area
( FHIEEIX ).

m  CPU Usage (CPU 5% ) > Low (fF).

B2 Scan Exclusion ( f3fEHFkR ) IBITF |, ARG THIIENT , BUHIEHERATIENT |

Scan Exclusion ( #7/&#F## ) > Enable scan exclusion ( /5fEITIEHEER ).

m  Scan Exclusion (#3&G## ) > Apply scan exclusion settings to all scan types
( TR E A FEY a5 2 ),

m  Scan Exclusion List (Directories) ( #7#@#E#YZE ( R ) ) > Exclude directories
where Trend Micro products are installed ( #Ef# Trend Micro ~igHI&ZREHR ).

m ffa{R C:\Program Files (x86)\GE Healthcare\MLCL_ C:\Program Files \GE
Healthcare\MLCL. D:\GEData\Studies, E:\F1 G:\ X/{43ZER127FFETF Exclusion List
( HERRZIER ) =,

BAF Action (1#B2{E) IBIIR.
REBRIANRE | REUHIEFLITIER
m Virus/Malware ( #5&/ ZE&4CfE )> Display a notification message on the endpoints

when virus/malware is detected (£2ZFE / FEEL1HATTER = L ETEHEE ),

m  Spyware/Grayware ( [HiREfE/ FREESE ) > Display a notification message on the
endpoints when spyware/grayware is detected ( ASUZYIETEECHE/ BeEB sk AT E T
LEZFEBAES ).

BT Apply to All Agents ( N FRZIRTERIEER ).

BAT Close (XiF) ) LAXF Scheduled Scan Settings ( itXiAigEg ) F&.
MIREREHEH | 1E1E Agents ( fUEEFE/Z ) > Agent Management ( (UEEEE/FEEE ) $Ek.
EEMEEGI%RE OfficeScan Server ( OfficeScan R5328 ).

M Settings (%8 ) iEIIH , KRIEIR Scan Settings (#71#i1E8& ) > Scan Now Settings
( ZEPF#RE ). WRHEE R Scan Now Settings ( SZBMIFHIRE ) BRE.

AT Target ( Bir ) I+~ , KRG REETHIGEI , BUEIEPHEFRAIGER

m  Scan Now Settings (IZZAl#7#&iZ& ) > Enable virus/malware scan ( [SHF&E/ EE
T4 ).

m  Scan Now Settings ( ZEJ#7#Ei€E ) > Enable virus/malware scan ( 5E/HREZ/ Ee
HHTE ) .

m  Files to Scan ( Z1FEHIXAE ) > File types scanned by IntelliScan ( & IntelliScan
FHEHIX A EE ),

Scan Settings (13#Hi8& ) > Scan compressed files ( FHEELFHIXAE ).
Scan Settings (#7##i2& ) > Scan OLE objects ( #7## OLE X952 ).
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33.

34.
35.
36.
37.
38.

39.

40.

41.
42.
43.
44.
45.

46.

47.
48.
49.
50.
51.

52.

m  Virus/Malware Scan Settings Only ( {¥fF&/ ZEEKETIEEZE ) > Scan boot area
( FHEE I ),
m CPUUsage (CPU /%) >Low (1 ).

BB Scan Exclusion ( 1AHEHERR ) 1%In& , RERIEFTFIED , BUBIRPERAYEIR :

Scan Exclusion ( #7/&### ) > Enable scan exclusion ( /5B 1EHEER ).

Scan Exclusion ( #7#@#f# ) > Apply scan exclusion settings to all scan types
( #FHFHEHER R B fHEI A6 2 ),

m  Scan Exclusion List (Directories) (13t@#tE7IZ ( 3R ) ) > Exclude directories
where Trend Micro products are installed ( #Ef# Trend Micro igHIZEEHR ).

m  T#{R C:\Program Files (x86)\GE Healthcare\MLCL. C:\Program Files \GE
Healthcare\MLCL, D:\GEData\Studies. E:\ ¥ G:\ X/{432&127ZETF Exclusion List
( HERRZIZR ) =,

BT Apply to All Agents ( N FEZIRTENRIERER ).

BATH Close (X)) LAX[F Scan Now Settings ( MZBMfIHIRE ) FR&.

MIREREE S | 1%E51% Agents ( ftEBFE/% ) > Agent Management ( fCEBEE/FETE ) ki,
EEMEEGI%RE OfficeScan Server ( OfficeScan JR$3E8 ).

M Settings (iR ) %INI%EIE Web Reputation Settings ( MZZEERE ). WATEER
Web Reputation Settings ( MESEIRE ) B&.

AT External Agents ( 9MEMCIRTERR ) 1BINE , AABEHEILS Enable Web reputation
policy on the following operating systems ( £ FIIRERF I BRAMBEESRIR ) (R
ELEHEEEFPINE ).

B2 Internal Agents ( REMIERERF ) BIK |, SAIREUEIESF Enable Web reputation
policy on the following operating systems ( £ FHIRERF L EEMKEEHERE ) (MR
LR EEFRNE ).

BT Apply to All Agents ( N FRZIRTERIERER ).

B Close (XI7]) LAXI4 Web Reputation ( MEEE ) Fe.

MIREREET |, 1E6#% Agents (fUEEfE/F ) > Agent Management ( AEEEE/FETE ) #i%.
EEMEEIEFiEE OfficeScan Server ( OfficeScan JRS5E8 ).

M Settings (iRE ) 1%IHI%ERE Behavior Monitoring Settings ( {T/AMIRRE ). IHAHE
7R Behavior Monitoring Settings ( {THMIZIRE ) Be.

EViEi% Enable Malware Behavior Blocking for known and potential threats ( £1XI2

%#E*ﬂi’éﬁﬁ'ﬂﬁﬁﬂ'ﬂﬁﬁﬁ%%ﬁ#ﬁ%BHJJ: ) #1 Enable Event Monitoring ( BFIZFimiaiE )
IR,

g Apply to All Agents ( R FRAZRIFFERIERER ).

a5 Close ( >%i7) ) LAXI7] Behavior Monitoring ( {Th%E ) B&.

MIREREHES | 158E Agents (AEEBEE/® ) > Agent Management ( (UEEFE/FETE ) i,
EEMEEGI%RE OfficeScan Server ( OfficeScan JR$3E8 ).

M Settings (1&E ) i&IIHi%EE Device Control Settings (IRFEHIRE ). HWEHEER
Device Control Settings (2Fi=4IEE ) ER.

Bads External Agents ( MEBRIEFRER ) £ |, AARBUHIE LA TSR
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53.

54.
55.
56.

57.

58.

59.
60.
61.
62.
63.
64.

65.
66. it

m Notification (iE4[]) > Display a notification message on endpoints when
OfficeScan detects unauthorized device access ( 2§ OfficeScan £3HEIFLZISIET
BEIHIERIE S L ZTEAlEE ).

m  Block the AutoRun function on USB storage devices ( fALF USB 7§ iR & LHIE )
ELTIIGE )

BB Internal Agents ( REMUCIERERS ) I+ , AEBUHEHLATIE

m Notification (&%) > Display a notification message on endpoints when
OfficeScan detects unauthorized device access ( 2§ OfficeScan {3 ZYFLZISIHT
REIGIIA i L BT EREE ).

m  Block the AutoRun function on USB storage devices ( fALF USB fFi&i8 & FHIS )
E1TIIGE ).

BT Apply to All Agents ( N FRZIRTERIEER ).

BT Close (%7 ) LLXiF Device Control Settings (iZ&ZEHIRE ) BE.

M Settings (iZE ) iEIIHi%#E Device Control Settings (IREFEHIEE ). WANSE
Device Control Settings (8Fi=4IgE ) BE.

EatH External Agents ( HNEMRIRFERR ) BTN , SAGEGHEI%EF Enable Device Control
([ BRIREEH ).

BaTE Internal Agents ( ERIRFER: ) IR , SABEGHEIES Enable Device Control ( |3
Fig&EEH ).

et Apply to All Agents ( N FERIFFERIERER ).

B Close (%7 ) LA/ Device Control Settings (iREFZHIRE ) BE.
MIREREIET | 1% Agents (fUZBfE/F ) > Agent Management ( AZEEE/FETE ) #5i%.
EAMIERFERE OfficeScan Server ( OfficeScan RS5EE ).,

M Settings (iRE ) iEII%ERE Privileges and Other Settings ( I RFIEMHIZE ).
BT Privileges (1R ) it  ARERIEFETHNE , BUEGHERAIE

Scans (#3#%) > Configure Manual Scan Settings ( EEFiIITHEIZE ).
Scan (#3748 ) > Configure Real-time Scan Settings ( BEELATITHHIRE ),
Scan (7348 ) > Configure Scheduled Scan Settings. ( BEE&iTETIERE ).,

Proxy Settings ( fCtFEiZE& ) > Allow users to configure proxy settings ( 2iFBFEC

ERERE ).

m Uninstallation (#1#) > Requires a password ( ZEZZHT ), WMNSERNZREHHHIA
=,

m  Unloading and Unlock ( ZUZ#HI#E#4i) > Requires a password ( ZEEEHT ), WNE

ERZREFIRAER.

Bak Other Settings ( HAHIZE ) 1EI&.

1% OfficeScan Agent Security Settings ( OfficeScan ftIEfE/EZLi28 ) > Normal:
Allow users to access OfficeScan agent files and registries ( IEE : 7o FAFIAIE)
OfficeScan RIERfEF X HFIIEMZR ) | AEBUHEPERIEI,

iR WIERLIATIE

m  OfficeScan Agent Self-protection ( OfficeScan fCIEIE/FEFHF#-) > Protect
OfficeScan agent services. ( {F#H OfficeScan ftEEIE/FIRE ).
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m  OfficeScan Agent Self-protection ( OfficeScan fCIEfE/FZEF - ) > Protect files in
the OfficeScan agent installation folder ( f##- OfficeScan ftIEfE/FZEEHRFHIX
).

m  OfficeScan Agent Self-protection (OfficeScan ftEEfE/FE#E%#H~ ) > Protect
OfficeScan agent registry keys ( {f#F OfficeScan ftIBEE/F 2T ),

m  OfficeScan Agent Self-protection ( OfficeScan fUIEfE/ZEF##- ) > Protect
OfficeScan agent processes ( {f#H OfficeScan ftEEFE/FimizE ).

67. Bt Apply to All Agents ( N REIFFERERER ).

68. Btk Close (%[ ) LA%F] Privileges and Other Settings ( SRFIEMISE ) FE.

69. MINEREI&S | k¥ Agents (fUEE/ ) > Agent Management ( fUIBfE/FETE ) 1%,
70. FEAANEIE %R OfficeScan Server ( OfficeScan RS3EE ).

71. M Settings (iRE ) k%R Additional Service Settings ( EftIRFZIRE ).

72. BjEi% Enable service on the following operating systems ( £ FYIR{ER S EIEBR
4
73 )o

73. B2 Apply to All Agents ( RIFRZIFTERIERER ).
74. B Close (%7 ) LAZA Additional Service Settings ( EfttRSZIEE ) F&.
75. WIREBEHE | UE1E Agent ( ftEBFE/% ) > Global Agent Settings ( £/ EFE/FICE )%

.
76. (G TR EGHIE R ERIEIN

m  Scan Settings for Large Compressed Files ( XZEEX 9171518 & ) > Configure
Scan settings for large compressed files ( FHAZEBEX ST ZE ).

m  Scan Settings for Large Compressed Files ( AZEEXEHI#TIEEE ) > Do not
scan files in the compressed file if the size exceeds 2 Mb ( Y EEGFX{EANEES 2
MB , BYFFTHEEEXAFPIIXAE ). £33 Real-Time Scan ( SERY3HE ) 1 Manual
Scan/Schedule Scan/Scan Now ( Faj#F#& / itE)fFE / TR ) ERAER.

m  Scan Settings for Large Compressed Files ( AZFEHEXAEITFTEEE) > In a

compressed file scan only the first 100 files ( (XFF/FELEXEFHIET 100 114 ).
53+ Real-Time Scan ( SCAY434% ) 1 Manual Scan/Schedule Scan/Scan Now ( F#l

34/ i 6 | ZEPFFR ) SERANMER.

m  Scan Settings (#7/#188& ) > Exclude the OfficeScan server database folder from
Real-time Scan ( & OfficeScan JRES#SHMEEX M SEATITIGHHEL )

m  Scan Settings (#7/F1E8& ) > Exclude Microsoft Exchange server folders and files
from scans. (% Microsoft Exchange JEESsEX LM IT1GHALER ).,

m  Reserved Disk Space ( {REHIFZEZESS/E]) > Reserve 60 MB of disk space for
updates ( fRE7 60 MB {2 Z5/EIFFEH ).

m  Proxy Configuration (fCFEZZE ) > Automatically detect settings ( Bzit2 &
),

8 . RFEENENRRLIIERIZERZER | 155150 Alert Settings ( Z#iIRE ) >
Display a notification message ( ZTBHIES ) 15T,

77. BB Save ({RfF).

78. NIBBEES | 15 Updates (&#F) > Agents (UZEFE/ ) > Manual Updates ( F#Z&E
#F ) $EE,

79. i%&#E Manually select agents ( FaliEiEIERER ) | SAGHRT Select (15 ).
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80.
81.
82.
83.

£ OffceScan Server ( OffceScan fRS525 ) T , WESERIEHE.

EREFIRRESE (—REE—) , ARERT Initiate Update ( [FaNEHT ).
BFEHEEFHN OK (FE ).

BatE Log off (}4Y ) #%iA) OfficeScan Web Console ( OfficeScan Web #5414 ).

Trend Micro £BiZEficE
EE (V435 CO, IhEES Mac-Lab/CardioLab Rt AY PDM EESERRY , A RiZER TEAYR

BA.

1.

10.
11.
12.
13.
14.

T FTENSRZE , BTRREES IT AR,

£ Bhf%a Management Console Server = , £fnZl C:\Program Files (x86)\Trend
Micro\OfficeScan\PCCSRV 3143k,

XA RIERRHFTFF ofescan.ini X,

£ Global Setting ( £FIRE ) HH T , B FIEMERTHVEIRE S "1" : [Global Setting]
RmvTmTDI=1

{RFEFH KA ofcscan.ini 3T{E,

AT Start (FF48) > All Programs ( ffB&#&/% ) > TrendMicro OfficeScan server -
<server name> > OfficeScan Web Console ( OfficeScan WIS ).

@Aﬁﬂﬁ@%?%%nﬂf‘éﬁ% , SAIRET Log On (&%), WSS Dashboard ( T&, ) &
=

Baih Agents (fUEEFE/F ) > Global Agent Settings ( 2/5UEE/FIRE ).
BT Save (fFfF ).

éfg?fﬂﬂ@’f“é*ﬁﬁﬁ Updates ( &#f) > Agents ( ftEZBFE/% ) > Manual Update ( FZJ&EFT)
E o

1%3E Manually select clients ( FEiEEZEFiR ) , SAGED Select (%R ),
£ OfficeScan Server ( OffceScan IRS588 ) T , BRtE&IEAIEE.
EREFIRRES (—REE—) , ABERT Initiate Update ( [ZaIEHT ).
BFEHEBEFH OK (HHE ).

EBIMRERZ L  PUTLATERE -

a. FIFREMRIRERS.

b. SMZE
HKEY_LOCAL_MACHINE\SOFTWARE\TrendMicro\PCcillinNTCorp\CurrentVersion\
Misc,

c. MR RmvTmTDI i ERREIRE N "1'.

d. SHnZEl HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\services,
e. YR tmtdi EMRIFE , NISEMER,

f.  RELEMRRER.

9. EFMENEFIRRL.
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h. DEHERNEERERRSHERZFIRRL.

i. AEBNMERRREAL  FRAEEIRMRITHGSRRFIHBANLLTSS  sc query
tmtdi,

j. TIRE7R The specified service does not exist as an installed service (5 ERIIRSS
MEAELRENRSFE ) BE.

15. £ BhfwE Management Console fRS588.L , B2 Log off (%5 ) FxiA OfficeScan Web
Console ( OfficeScan Web 15414 ).

Trend Micro OfficeScan 2G5

1. BRREEE, BXFMHER | BSREAMEIEE (F61T).
2. BEE Computer Browser f§55. BXIFMEER | BERELENFRSNGZEECE Computer
Browser g5 (£ 7).

Trend Micro OfficeScan Client/Server Edition XG 12.0

LRER

{RTEEARIAY Mac-Lab/CardioLab ¥tEfhZ22E Trend Micro OfficeScan Client/Server Edition, —%&
HE44% Trend Micro OfficeScan Z3E7E [hfwE Management Console Server 1, JAEB{EAZE
FimaB& 2 Centricity Cardiology INW Server F13REE / BB L{Eut. R TEANRIAREGEE
Trend Micro OfficeScan Client/Server Edition XG 12.0,

EW@E REAEMESRG. EHEFRSEN  URRAER LRSS 24T

i¥5E :  Internet Explorer 10 2izfT OfficeScan SIESSHIRIEEXK,
1. Trend Micro B55%a Management Console RZtRE#E Trend Micro iBAZEE , FHETLUEE TIE.

f£%%< Trend Micro OfficeScan HiE] ,i57E PBi#wE Management Console Server EHTLAT
#BE

a. & H5#5a Feature (BaimEIhAE ) BOH , BUHIES Enable firewall ( [SRAMIKIE ).

b. 7E Anti-spyware Feature ( BhEIEER{EINAE ) BOS , i%#% No, Please do not enable
assessment mode (& , RERIHHED ).

c. {E Web Reputation Feature ( M{FETIhEE ) O+ , BGHIEAH Enable web
reputation policy ( BFAMBEERR).

3. EFFEEFIRES (K&, BIEFD INW Server ) FUBEBRHERRAMRRNSHERIUL
RS,

4. FREREEE. BXFEMRER  FEREAAEEE ($6I).

5. EcE Computer Browser fRS5. BXIFMER | IBSRELENRS G ZBIECE Computer
Browser g5 (261 ).

6. TEXRE. [EIAD INW ZFintlas 2 BmE N IMRIERFRERES !

N
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AddTrustExternalCARoot.crt
COMODOCodeSigningCA2.crt
UTNAddTrustObject_CA.crt
UTN-USERFirst-Object.crt
UTN-USERFirst-Object_kmod.crt

7. BEEMIFLRURELSE 6 H7IHAY 5 MAFRIRIEBPERBNES.

a.

h.
i.
i-

bE =

SHinZE C:\Program Files\GE Healthcare\MLCL\Special\ThirdPartyUtilities\Trend
Micro,

R & INW Lk, BfinZE C:\Program Files (x86)\GE
Healthcare\MLCL\Special\ThirdPartyUtilities\Trend Micro,

IR BRI ERFE | BF R RARIERF IR ERBNES.

W5 AddTrustExternalCARoot.crt L\TE MLCL &% ( R&. [BIFHD INW ) L&,
FRZIES |, SASE8E Install Certificate ( L3ETH ).

HIW Certificate Import Wizard (IEBSANES ) B, Bds Next ( T—£ ).

£ Certificate Store (EH7FfiE ) BOF , 15%&8F Place all certificates in following
store (EFTEIEHMIE NERFHET ) , A58 Browse (i ).

1% Show physical stores (EFEEFfE ) > Trusted Root Certification
Authorities ( AJ{SHIRIEPH&EHIF ) > Local Computer ( FiifEHl) . SAGRT
OK (T ).

£ Certificate Import Wizard (IERSANMAS ) £, BE Next ( T—2 ).
B Finish (526% ). WWAYRISE7R The import was successful ( SINRLID ) B,
IR 6 HIHAEMIERESSR 7.

BNEBEE—NEHEIR. IEBREIZE | MOZEaTEe1HE MLCL BR& L&, LI
R OfficeScan NIBTEFILZTREBIEE T1E,

Trend Micro OfficeScan - FIZEEERELIR (12.0 BIEiEHXERE

%)

1. B Start (FHE) > All Programs ( frE#E/¥ ) > TrendMicro OfficeScan server -
<server name> > Office Scan Web Console ( Office Scan Web Z#/5 ).

=

i%&$2 Continue to this website (not recommended) ( LRI MuL ( AR ) 4K4E,
7 Security Alert ( 2224 ) B , % In the future, do not show this warning
(LIEABERIES) , RgHRE OK (HE ).

2. WRSEEIEEGER | IEHMNWLAREE | IBEEREINERLAELE Trend Micro OfficeScan,
3. WRRFIRT , 1H%EE AtxEnc INEIR, WHHE S Security Warning ( £224 ) F&E.

a.

BB Install (&% ).

4. MNRPRIED  ARBE Log On (BF ).

5. WIRHRSRT , 158 T Update Now ( SZBNEFT ) LAZEHRV/INAML, SREREMYNAGE
Wk, EKBERENETHER.
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9

a. B OK (HRE).

MITERszearh | Btk Agents ( fCEEEE/S ) > Agent Installation ( (tEBEE/F%# ) > Remote
(=FE ).

MNRRFIRT , 15%%E AtxConsole INEIA, WHPESER Security Warning ( 2228 ) |
%0

a. BT Install ( £%E),

7£ Remote Installation (Zf2%%E ) BOS , Wik My Company ( EHIAE ). FrEiEES
5% H1E OfficeScan Server ( OfficeScan R53E8 ) T.

Wt (760 INW), RS B REEREIHE R,

R . NREBEHESKFRSIHTE Domains and Endpoints ( i&flinm ) BOF , 15%E X0

10.
11.
12.

13.
14.

15.

16.

i E L ARG HAYSE R S THERIZHT (55 67 T ) LAFINRINES] , SEERN
EFImRRPIE TR,

EEE RS (REE. [BIEFD INW Server ) , AT Add (i500).
BN <HE >\ BR85S , AF8E Logon (BF).

M Selected Endpoints ( EiEFENIGR ) BRPIEEEFiRes (K&, [BIEFT INW
Server ) , AR Install (&% ).

EHIMETERT Yes (2).

7£ Number of clients to which notifications were sent ( 2B HAELIIHESEE ) 8
BiEd , B OK (HRE ).

EEFTEEIESE (SRE. [EFFD INW Server ) HEFTEZFigiHEN SR RE,
%z@g;%g&%{ﬁ’éi , &SRR AT Trend Micro OfficeScan BliraspiEBHE
H_T—i Ja %o

Bath Log Off (X% ) 4&8ELAXH OfficeScan Web Console ( OfficeScan Web 1=#4 ),

12.0 B Trend Micro OfficeScan [REZBiFHIStiiE

1.

o > b

RRI%ERE Start (F4S ) > All Programs ( Bi&#E/% ) > TrendMicro Office Scan server
<servername> > Office Scan Web Console ( Office Scan Web #Z#/5 ). WITEER
Trend Micro OfficeScan Login ( Trend Micro OfficeScan &% ) F&.

MANBRPEMNZERE , RERE Login (BF ), WIERER Summary (HBE) F=.
MIREREHEH | 1E1E Agents ( fUEEFE/Z ) > Agent Management ( (UEEEE/FEEE ) $Eks.
EEMBEEGI%RE OfficeScan Server ( OfficeScan R5328 ).

M Settings (%8 ) 1%EIIF , 1%3E Scan Settings (1F/#iZ& ) > Manual Scan Settings
( FFHERE ). WSS Manual Scan Settings ( FEiHIRE ) BE.

B Target ( Bfr ) I F , AAIRRIGE TFIRAI , BUHIZHERATIEI :

m  Files to Scan ( Z1FEHIXAE ) > File types scanned by IntelliScan ( & IntelliScan
FERIXAFEE ),

m  Scan Settings (#7##18& ) > Scan compressed files ( FHELEHIXLE ).

m Scan Settings (#7/#iZ& ) > Scan OLE objects (#3745 OLE X952 ),
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10.
11.
12.
13.

14.

15.

m  Virus/Malware Scan Settings Only ( {¥fF&/ ZEEKETIEEZE ) > Scan boot area
( FHEE I ),
m CPUUsage (CPU /%) >Low (1 ).

B Scan Exclusion (i3##HERR ) IR , ARRIERE TFHIER , BUREGEPERIVEDR :

Scan Exclusion ( #7/&### ) > Enable scan exclusion ( /5B 1EHEER ).

Scan Exclusion ( #7#@#f# ) > Apply scan exclusion settings to all scan types
( #FHFHEHER R B fHEI A6 2 ),

m  Scan Exclusion List (Directories) (13t@#tE7IZ ( 3R ) ) > Exclude directories
where Trend Micro products are installed and select Add path to agent Computers

Exclusion list. ( ### Trend Micro /45 Z & B R EIEIGES 157 IE /711811
FEERSZE ),
m M Saving the officescan agent's exclusion list does the following: ( {1 officescan
RIERFRIHEBRFIRSHITLATERE © ) T TRIZIRFIERE Adds path (FINEER ).
m A C:\Program Files (x86)\GE Healthcare\MLCL\, C:\Program Files\GE
Healthcare\MLCL\, D:\GEData\Studies. E:\ ] G:\ 343 (—&x—1) FEd Add
(¥I0).

Eatk Apply to All Agents ( N FERIFFERIERER ).

ERUTHEER , 8F OK (F8%E ) : The exclusion list on this screen will replace the
exclusion list on the agents or domains you selected in the client tree earlier.Do you

want to proceed? ( LLFER FHIHERYIREEIRETAIER it _ R IEREFaiE £
HEBRSIR., BREMHRE? ).,

BAT Close (X)) LAXA Manual Scan Settings ( FalfIHRE ) F&.
MIREPEE T | 155 Agent ( UEBEE/Z ) > Agent Management ( fUEBFE/FETE ) ks,
EEMES1BGi%RE OfficeScan Server ( OfficeScan 5328 ).

1£ Settings (IRE ) &I+ , (KRIERR Scan Settings ( #7#8i8& ) > Real-time Scan
Settings ( ZLATIFEIRE ). WRTEER Real-time Scan Settings ( ELAAMIRE ) FR.

B Target ( BfR) I K , 2AIRRIGE THIEI , BUHIE-HPERATIEI :

m  Real-Time Scan Settings ( SLA7#7#Hi@& ) > Enable virus/malware scan ( [5/HEa/
BT ).

m Real-Time Scan Settings ( ZLAI#7#i8& ) > Enable spyware/grayware scan ( |5/
1EIREAE | eGSR+ ).

m  Files to Scan ( ZE1F/@HIXAFE ) > File types scanned by IntelliScan ( & IntelliScan
FEHIXAFER ),

Scan Settings (19#i88& ) > Scan compressed files ( FEEGFHIXSE ).
Scan Settings ( #7#5i8& ) > Scan OLE objects ( #7## OLE X953 ),

m  Virus/Malware Scan Settings Only ( (X5 / ZEEE1EIF##18 & ) > Enable IntelliTrap
(EH IntelliTrap ),

BT Scan Exclusion ( f3fEHER ) IR | AAERIERE TYIE , BUBEHPERAER :

Scan Exclusion ( #71&#EfR) > Enable scan exclusion ( /S/EITIEHEER ).

Scan Exclusion ( #71@#Ef# ) > Apply scan exclusion settings to all scan types
( AR B FEY e a6 2 ).

m  Scan Exclusion List (Directories) ( 17#@#E#ZE ( R ) ) > Exclude directories
where Trend Micro products are installed ( #Ef# Trend Micro /~GHIZREER ).
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16.
17.

18.
19.
20.
21.
22.

23.

24.

25.

m  fffR C:\Program Files (x86)\GE Healthcare\MLCL , C:\Program Files \GE

Healthcare\MLCL, D:\GEData\Studies. E:\ %] G:\ X{4f&IZ1Z1ETF Exclusion List

(HEBRFIZR ) .
B Action (#B{F ) i&ITFR.
REBEVAIRE | AEBUEERLITER

m Virus/Malware ( #F&/ ZE&ECf#) > Display a notification message on endpoints
when virus/malware is detected (£2JZIFFE | S AT ER S L ETIEHES ),

m  Spyware/Grayware ( [EliRECHE/ IREEE ) > Display a notification message on

endpoints when spyware/grayware is detected ( ASUZYIETEECHE/ BeEB skl AT E T

LEZTEAES ).
g Apply to All Agents ( R FRZIFFERIERER ).

Ba7 Close ( %[ ) LAXH Real-time Scan Settings ( SCATHGIRE ) FE.
MIREREHEH | 1E8% Agents ( fUEEFE/Z ) > Agent Management ( (UEEEE/FEEE ) $Eks.
EEMBEEGI%RE OfficeScan Server ( OfficeScan R5328 ).

M Settings (%8 ) 1EIIF , KRIEIR Scan Settings (#71#18& ) > Scheduled Scan
Settings ( ifE#THEHIRE ). WHTE R Scheduled Scan Settings (iH%AHERE ) B
5.

B Target ( Bix ) &I F , AARRIGE TFIEI , BUHIRHERATIEI :

m  Scheduled Scan Settings ( i18/f7#i8& ) > Enable virus/malware scan ( |5/5%&

| BEEEAHTE ).

m  Scheduled Scan Settings ( i1TtIfF1Fi&& ) > Enable virus/malware scan ( |5/B/EI%E
1t/ IREBEHTE ).

m  Schedule (it#)) > Weekly (/3 ), EZEHX, Starttime (FHEHTE ) : 00:00
hh:mm,

m  Files to Scan ( ZEIEHHIXAFE ) > File types scanned by IntelliScan ( & IntelliScan
FIERIXFEE ),

Scan Settings ( #7#&i8& ) > Scan compressed files ( }FHHEBHIXAE ).
Scan Settings (73#4i8& ) > Scan OLE objects ( #7#& OLE %52 ),
Virus/Malware Scan Settings Only ( (¥fF& / ZEEHKEITIEEE ) > Scan boot area
( B ),

m  CPU Usage (CPU G/ ) >Low ().

BAd Scan Exclusion ( #3##HERR ) IR , AFRIEE TSNS , BUBISHERAYSEI

Scan Exclusion ( #71&#EfR ) > Enable scan exclusion ( /S/EITIEHEER ).
Scan Exclusion ( #7#@#Ef# ) > Apply scan exclusion settings to all scan types
( 1 FEHERR B B P TiEEE ).,

m  Scan Exclusion List (Directories) ( }7#@#E#ZE ( R ) ) > Exclude directories
where Trend Micro products are installed ( #Ef# Trend Micro /~RHIZREER ).

m  TB{R C:\Program Files (x86)\GE Healthcare\MLCL. C:\Program Files \GE
Healthcare\MLCL., D:\GEData\Studies. E:\#] G:\ 3/{43EI&{RTF/ET Exclusion List
( HERRZIZR ) .

Ea Action (18 ) kIR,

26. REBRUANIRE | AAREUHIEFLATIET |
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27.
28.
290.
30.
31.

32.

33.

34.
35.
36.
37.
38.

39.

m Virus/Malware ( #5&/ ZE&4CfE )> Display a notification message on the endpoints
when virus/malware is detected ( £2JUZiFZE / S LRI = L ZTEHEE ).

m  Spyware/Grayware ( [HiREfE/ FREESE ) > Display a notification message on the
endpoints when spyware/grayware is detected ( ASTUZYIETEECHE/ BeEB skl AT E T
LEZTERES ).

g Apply to All Agents ( R FRZIFFERIERER ).

BAT Close (X)) LAX[F Scheduled Scan Settings ( itkliAigEg ) F&.
MIREPEE T | 155 Agents ( fUEBFE/Z ) > Agent Management ( (UEEFE/FETE ) iEks.
EEMESBGi%E OfficeScan Server ( OfficeScan 5328 ).

M Settings (%8 ) 1EIIH , KIRIEIR Scan Settings (#71#i1E8& ) > Scan Now Settings
( TR E ). WRHEE R Scan Now Settings ( SZBMIFHEIRE ) BE.

EaTF Target ( Bir ) &I+~ , KRG REE TG , BUEIEPHEFRIIGEN

m  Scan Now Settings (IZZAl#7#&iZ& ) > Enable virus/malware scan ( [SHF&E/ EE
T ).

m  Scan Now Settings ( ZEl#7#Ei€E ) > Enable virus/malware scan ( EHREZ/ Ee
HH T ) .

m  Files to Scan ( ZIFEHIXAE ) > File types scanned by IntelliScan ( & IntelliScan
FHEHIX A EE ),

Scan Settings (13#Hi8& ) > Scan compressed files ( EELFHIXAE ).
Scan Settings (#7##i2& ) > Scan OLE objects ( #7## OLE X95% ).

Virus/Malware Scan Settings Only ( (WfF& / ZEEHKETIEIZE ) > Scan boot area
( FHEE I ),
m CPUUsage (CPU 5% ) >Low (1 ).

BB Scan Exclusion ( 13AHEHERR ) 1%In& , RERIEZFETFIED , BUBIRPERAYEIR :

Scan Exclusion ( #7/@### ) > Enable scan exclusion ( /5B IEHEER ).

Scan Exclusion ( #7#@#tf# ) > Apply scan exclusion settings to all scan types
( R R B fHEI A6 2 ),

m  Scan Exclusion List (Directories) (13t@#EE7IZ ( 3R ) ) > Exclude directories
where Trend Micro products are installed ( #Ef# Trend Micro igHIZEEHR ).

m  T#{R C:\Program Files (x86)\GE Healthcare\MLCL. C:\Program Files \GE
Healthcare\MLCL. D:\GEData\Studies. E:\#[] G:\

BT Apply to All Agents ( N FRZIRTERIERER ).

Eath Close (<[4 ) LAXIA Scan Now Settings ( MZBE)HHEE ) BE.

MIREREHES | 158E Agents ( AEEBEE/® ) > Agent Management ( (UEEFE/FETE ) i,
EEMEEIE %R OfficeScan Server ( OfficeScan JR$5E8 ).

M Settings (IRE ) &% Web Reputation Settings ( MBEEIRE ), AHERER
Web Reputation Settings ( MBEEIRE ) BR.

BA; External Clients ( SMEBEFim ) IR , PAFGEUEIES Enable Web reputation
policy on the following operating systems ( 1E FIIRERZ LSRRGS EEME ) (AR
ELEREEIEPIE ).
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40.

41.
42.
43.
44.
45.

46.

47.
48.
49.
50.
51.

52.

53.

54.
55.
56.

57.

58.

59.

B2 Internal Agents ( REMIERERF ) BIK |, SAIFEUEIESF Enable Web reputation
policy on the following operating systems ( £ FHIRER G L EEMGKEEHER ) (R
LR EEFRNE ).

BT Apply to All Agents ( N FEZIRTERIERER ).

B Close (X7 ) LAXi7) Web Reputation ( NEEE ) Fis.

MIREREE T | 1%&1E Agents ( fUEEFE/5 ) > Agent Management ( (UEEEE/FETE ) ki,
EEMEIRTI%RR OfficeScan Server ( OfficeScan RSSEE ).

M Settings (iRE ) %INAI%ERE Behavior Monitoring Settings ( {T/AMIEE ). IHAHE
7R Behavior Monitoring Settings ( {THMIZIRE ) B,

EV;Hi% s Enable Malware Behavior Blocking ( BRERRE1T 94847 ) 1 Enable Event
Monitoring ( [EFRZE4AE ) 1EIR,

g Apply to All Agents ( R FRZRIFFERIERER ).

Eat Close ( <4 ) LA} Behavior Monitoring ( T2 ) B&.

MIREREIEF | 1555 Agents (AAZEFE/F ) > Agent Management ( fUEBFE/FETE ) HEH.
EEMIEE %R OfficeScan Server ( OfficeScan JR3528 ).

M Settings (IRE ) iEIIi%#E Device Control Settings (I8FE4HIEE )., WATEER
Device Control Settings (2Fi=4IEE ) ER.

B3 External Agents ( SMEBRIERER ) IR~ , AFEGHIEHLITEIR :

m Notification (iE4]]) > Display a notification message on endpoints when
OfficeScan detects unauthorized device access (25 OfficeScan ST ZYFKLZITIAT
REIGIIAT Tl L BT iEHEE ).

m  Block the AutoRun function on USB storage devices (fALF USB & i85 LHIE )
ETIIGE )

m  Enable Device Control (/SHiREZH ).

BAT; Internal Agents ( RERIERER ) BII< , ARBURIEH LA ISR :

m Notification (#4l]) > Display a notification message on endpoints when
OfficeScan detects unauthorized device access (2§ OfficeScan ST ZYFKLZITIAT
&Gt L BT iESlEE ).

m  Block the AutoRun function on USB storage devices ( fALE USB fFi&ig & LHIS )
IELTIIGE )

m  Enable Device Control (/SHEIR&EIEE ).

BT Apply to All Agents ( N FRZIRTERIEER ).

B Close (% ) LAF Device Control Settings (iR&ZiZ4IEE ) B,

M Settings (%5 ) EIAFIEIR Device Control Settings (I8ZIEHIZE ), WIEER
Device Control Settings (iRFEHIEE ) FE.

BAT External Agents ( SMEMCIBFERS ) BEILR , SA/FBUHEIESH Enable Device Control
( BRREES ).

BTk Internal Agents ( SERIRFER: ) IR , SABEGHEIES Enable Device Control ( |3
Fig&EEH ).

Eatk Apply to All Agents ( N FERIFFERIERER ).
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60.
61.
62.
63.
64.

65.
66.

BT Close (%7 ) LAF Device Control Settings (iZ&Zi=48E ) B,
EEMBERI%EE Agents ( (LEBFES ) > Agent Management ( (tIBFEFETE ) 451,
HEEMIEE %R OfficeScan Server ( OfficeScan JRS38S ).

M Settings (IRE ) &A% Privileges and Other Settings ( N RFIEMIZE ).
BAE Privileges (R ) IZIA+ , AFFRIEE 7% , BUREHERAVIEIN :

m  Scan Privileges ( #7###%fR ) > Configure Manual Scan Settings ( FEEFF1T/EE

E}O

m  Scan Privileges ( #7#G#KfR ) > Configure Real-time Scan Settings ( BoESCHTITiEE
).

m  Scan Privileges (#7###%&) > Configure Scheduled Scan Settings ( BZEi1E/#7#
RE ).

m  Proxy Setting Privileges ( fCEEIZE#NAR ) > Allow the client user to configure
proxy settings ( & inBFEEEERE ).

m Uninstallation (Z0# ) > Requires a password ( ZZEZ ), HNSERZBHMIA
Eh,

m  Unload and Unlock ( Z#fI#E§F ) > Requires a password ( ZEZZEZHT ), WIAEIE
RS FF AT,

B3 Other Settings ( HfttiRE ) IXIIR.

BRI RTEILIN,

TR . WIARRLATIAIN.

67.
68.
69.
70.
71.
72.

73.
74.
75.

m  OfficeScan Agent Self-protection ( OfficeScan fCIEIE/FEFHF#-) > Protect
OfficeScan agent services. ( {f#H OfficeScan ftEEIE/FIRE ).

m  OfficeScan Agent Self-protection ( OfficeScan ftEEfE/FEE 74~ ) > Protect files in
the OfficeScan agent installation folder ( {&# OfficeScan fUIEfEFZRERPHIX
).

m  OfficeScan Agent Self-protection ( OfficeScan fCIEIE/FEFHF#-) > Protect
OfficeScan agent registry keys ( {##- OfficeScan ftIEfE/FZZHFEILT ),

m  OfficeScan Agent Self-protection (OfficeScan ftFEfE/EE#E%#~ ) > Protect
OfficeScan agent processes ( {f# OfficeScan ftEEFE/FmiE ).

B Apply to All Agents ( N ARZIFTERIERER ).

BT Close (%7 ) LA Privileges and Other Settings ( SRFIEMHIRE ) FE.
MIREBETE | &% Agents ( fUEEEE/ ) > Agent Management ( AEBEE/FEHE ) 1%,
EEMEEGI%RE OfficeScan Server ( OfficeScan JR$3E8 ).

M Settings (IRE ) EINHIERE Additional Service Settings ( EfBiRFBIZE ).

BV;Hi%k= Enable service on the following operating systems ( 1 FYIR{ERZ EEAIR
%).

g Apply to All Agents ( R FRZRIFFERIERER ).
BaTE Close (%)) LA3[F Additional Service Settings ( EfBRZEE ) F&E.

%Eﬁ%B’f%EP . &$E Agent ( fUEEFE/® ) > Global Agent Settings ( £/ EEE/FIRE )tk
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76. (G TSI B RE RN

m  Scan Settings for Large Compressed Files ( AZEZEXEHIFTIEEE ) > Do not
scan files in the compressed file if the size exceeds 2 Mb ( I EELEX A EANEET 2

MB , JYFFTEEBA ERIIXAE ). $15%F Real-Time Scan ( SERS3#E ) 1 Manual
Scan/Schedule Scan/Scan Now ( FEl3# / i1t / ZEIFTE ) FRAGEE.

m Scan Settings for Large Compressed Files ( AZFEGEXAEIITEEE) > In a
compressed file scan only the first 100 files ( {XFFHELEXEFHIET 100 TNXAE ).,
£33 Real-Time Scan ( SCAY334 ) #1 Manual Scan/Schedule Scan/Scan Now ( &)

5/ i | 2D ) (ERRAER.

m  Scan Settings (#7##1&& ) > Exclude the OfficeScan server database folder from
Real-time Scan ( #7 OfficeScan JREZFEMEEX LM THIFTEHHEL: )

m  Scan Settings (#7/Gi8& ) > Exclude Microsoft Exchange server folders and files
from scans. (#& Microsoft Exchange JREZEX 1M # T ),

77. BB Save ({RfF).

78. M\IEPEIS |, 1%4F Updates ( &#f) > Agents ( [tEEFE/Z ) > Manual Updates ( Fzil&
FF ) sz,

79. 1%&#E Manually select agents ( FaliEiRIERER ) | SAGHRT Select (15 ).
80. 7 OffceScan Server ( OffceScan k5528 ) T , WHAEES.

81. BEEFIRAL (—IREFRE—) , IS8T Initiate Update ( [EaEEHT ).

82. BEHEHESH OK (HHE ).

83. Ak Log off (iX$H ) 3% OfficeScan Web Console ( OfficeScan Web 15#I8 ).

Trend Micro OfficeScan 2G5

1. BERREEE. BXFMER  FEREREEE ($6I).

2. EcE Computer Browser fRS5. BXIFMER | BERELENRSFZGECE Computer
Browser g5 (£ 7).

MR R E O PRSI LRk RFH TS’

E£H11T Trend Micro OfficeScan Client/Server Edition 11.0 SP1 %0 Trend Micro OfficeScan Client/
Server Edition XG 12.0 FUEiEHEXLEAZRE , U BEFRF LG ZEEXEIR T, XL
TERIBMERMEIRSESZFin (K&, BEIFFD INW ) LGRS,

33F 11.0 SP1, i&£5 : Trend Micro OfficeScan - ISR ( 11.0 SP1 BUENSHEE LR
BiE) (B511).

33F 12.0 , iI&&5 : Trend Micro OfficeScan - FZAEIELTE ( 12.0 WENEHEELEESX )
(560m),

1. EREFWEE (RE. BIEFD INW ) 89 IP SIEFHITLATHRE

a. ff Search for endpoints (#ERixR ) IEFBMASNEFHRRSHN IP (—Kk—1) ,
SRIE¥R Enter $#,

b. 1Rt < & >\ FFENERS , ARRT Logon (BR).
c. TRIEEHY Trend Micro fRANEIR FHIEP—NEE -
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i. XJF 11.0SP1, REIFLEE10 (F511]),
i. XF12.0,RERFE10 (F617),

2. WBRIEARFERSR P Heht |, BiECRIRNEIANY | BHEEIEAEFuH1SE (RE. [EIFHD
INW Server ) FHUATLATHRIE

a.
b.

C.

EFrEEFHETEN LU SBREEREMRNENESR.
gask Start (F42) > Run (i577).

N \\< fp#5aE Management Console_server_IP_address> , PAj54& Enter 2, &%t
R, MAEERAFEEE.

SinF) \< fF#FE Management Console_server_IP _address>\ofsscan , SAgXd5
AutoPcc.exe, ZFIRAT , MIAEEREPAFZER,

RIRFhE . EfEHEFREL.

RS LSRR SRR ANAS SR ST Ten
Micro OfficeScan EFREX A

RIS Trend Micro ARANEEE FHIEHR— MG -

i. XF11.0SP1, B& : 11.0 SP1 B9 Trend Micro OfficeScan REEEIE4ISEE
(5852 ),

i. YF12.0, iE£05 : 12.0 B9 Trend Micro OfficeScan REZEIZHISHEE ( 55 61
m),
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