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In today’s highly connected world, maintaining the security of our systems and the privacy and integrity of 
the data they hold is our top priority. At GE HealthCare, we continuously adapt our data protection strategy 
in the face of growing cybersecurity threats and expanding data protection laws and industry expectations.

You can trust GE HealthCare to protect your data, and here’s why: We standardized the scope of our 
Global Information Security Management System (ISMS) to include all service activities, infrastructure, 
and assets capable of accessing your data. Our ISMS is globally certified according to ISO 27001, 27018, 
and 27701 standards.

This certification, awarded by an independent body, provides third-party assurance that GE HealthCare meets 
the stringent requirements of 27001, giving you confidence that we take information security seriously.

ISO 27001: summary of scope
The Information Security Management System for the protection of Customer 
System Personal Information during the provision of GE HealthCare product 
installation, maintenance, demonstration, training and hosting globally in 
accordance with Statement of Applicability, Revision 1, dated 28 July 2023.

Certificate ID: IS 774227 
Issued by BSI
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How our certifications benefit you

Sensitive Data Protection
GE HealthCare’s Services personnel 
may encounter sensitive information, 
including patient information. Our ISO 
certifications are evidence of adherence  
to our data protection security policies. 

Risk-based Approach:
We provide a framework for identifying and mitigating 
information security risks. By implementing the 
standard, the likelihood and impact of security 
incidents is reduced. 

Regulatory Compliance
ISO 27001, 27701,and 27018 help 
ensure that applicable laws and 
regulations, such as HIPAA, GDPR, 
LGPD, and MLPS, are considered when 
implementing policies and procedures 
relevant to our ISMS.

Industry Gold Standard
The ISO 27000 series is a globally recognized standard for information security management. 
Certification demonstrates GE HealthCare’s commitment to protecting sensitive information 
by implementing a comprehensive set of information security controls and adopting a 
systematic approach to managing and protecting all assets.

Continuous Improvement:
We continually adapt to changes in the threat 
landscape and to the needs of our stakeholders, 
and certification ensures that those adaptations 
remain effective. 

Confidence:
GE HealthCare is committed to adhering to  global 
standards for information security. This certification 
enhances trust in our ability to safeguard your 
sensitive data effectively. 

Assurance:
With this standardized and objective measure of 
information security capabilities, external auditors 
regularly assess GE HealthCare’s ISMS performance 
against the standard.

With ISO 27000 series certification, you get:



Data Protection Details During the Service Life Cycle

GE HealthCare’s ISO 27001-certified ISMS covers people, connections, data flows, systems, 
and data processing centers at all GE HealthCare sites worldwide. When you grant us 
access to your data – from demonstration to training, installation, and maintenance – it  
is protected with appropriate technical and organizational controls.

Evaluations
Product evaluations are an important step 
in the assessment of medical products 
prior to purchase. If your data is placed 
on a system during evaluation and 
subsequently returned to GE HealthCare, 
it is fully protected by the technical and 
organizational controls of our ISMS.

Installation
GE HealthCare is committed to upholding 
the confidentiality and integrity of systems 
and data during the installation process. 
Our ISMS is designed to support these 
efforts by implementing the full range 
of ISO 27001, 27018, and 27701 controls, 
covering employee actions and tools for 
enhanced protection.

Education
GE HealthCare provides both on-site 
and remote training to your personnel if 
they use our products. When providing 
training, the GE HealthCare ISMS covers 
activities in which there could be visibility 
to sensitive data and provides the 
appropriate level of protection. 

Maintenance
GE HealthCare products may require on-
going maintenance and support from our 
trained and qualified employees. On-site 
support will be performed only by trained 
and qualified engineers where all relevant 
activities are governed by our ISMS.

An additional key element of delivering efficient, effective, and timely support involves remote 
connectivity. Our approved remote connectivity solutions are governed by our ISO 27001 certification 
and provide a controlled and secured connection between you and  GE HealthCare’s trained and 
qualified engineers.

This approach helps to ensure that we protect any data that we may encounter while providing 
critical support.
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The ISMS Scope for Core Data Flow

Service Engineers
Within the GE HealthCare ISMS, our Service Engineers 
are continuously trained in cybersecurity awareness. 
Their equipment is in scope of the ISMS of the 
centrally managed security controls, and specific 
data protection tools are installed to protect your data 
during service activities. 

Data Centers
All of your data processing sites are in scope of the ISMS. 

Central Service Applications
All central customer data processing applications are 
in scope of the ISMS, including software development. 

GE HealthCare Network
All GE HealthCare infrastructure is in scope of the ISMS. 

GE HealthCare Administrators
All GE HealthCare network and system administrators 
are in scope of the ISMS. 

Connections
All of your digital customer connections are in scope 
of the ISMS. 

Connection Endpoints
Where provided and managed by GE HealthCare, 
digital connection endpoints (e.g., VPN router) are 
in scope of the ISMS. 

GE HealthCare Products
On-site and remote services on GE HealthCare products 
are in scope of the ISMS. This includes demonstration or 
evaluation equipment, parts management, and software 
or digital equipment used. All data processing activities 
performed by GE HealthCare personnel are in scope of 
the ISMS. 

Training & Education
On-site or remote training, education, demonstration, 
and consulting activities are in scope of the ISMS. 
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