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CONFORMANCE STATEMENT OVERVIEW

MedoraCom is implemented as a collection of oneeweral components and each of
these components provide the support of one orae@COM Service Classes - SOPs.
With this component architecture, MedoraCom cardigured as really demanded in a
concrete installation site.

Table 0.1 provides an overview of the network sersisupported by MedoraCom.

Table 0.1 - NETWORK SERVICES

SOP Classes User of Service Provider of
(SCcu) Service (SCP)
Query/Retrieve
Study Root Query/Retrieve Information Model — FIND Yes No
Study Root Query/Retrieve Information Model - MOVE Yes No
Workflow Management
Modality Performed Procedure Step SOP Class Yes Yes
Modality Worklist Information Model — FIND SOP Chkas No Yes
Basic Study Content Notification SOP Class No Yes
Virtua Codonics Report Management - FIND No Yes

MedoraCom does not provide any Media Storage Apptia Profiles
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1. INTRODUCTION

1.1 OVERVIEW

This DICOM Conformance Statement is divided intat®ms as described below:

Section 1 (Introduction), which describes the overall structure, intent, and
references for this Conformance Statement

Section 2 (Network Conformance Statement)which specifies the GEHC
equipment compliance to the DICOM requirementstfa implementation of
Networking features.



1.2 OVERALL DICOM CONFORMANCE STATEMENT DOCUMENT STRUCT URE

The Documentation Structure of the GEHC DICOM Comfance Statements is shown in
the lllustration below.

GEHC DICOM Conformance Statements
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1.3 INTENDED AUDIENCE

Centricity™ RIS-i MedoraCom 5.0

Conformance Satement for DICOM
Direction DOC1144827

This DICOM Conformance Statement documents the DMCConformance Statement
and Technical Specification required to interoperaith the GEHC network interface.

The GEHC Conformance Statement, contained in thisichent, also specifies the Lower
Layer communications which it supports (e.g., T€P/I However, the Technical
Specifications are defined in the DICOM Part 8 dtad.

For more information regarding DICOM, copies of Bi&andard may be obtained on the
Internet ahttp://medical.nema.orgComments on the Standard may be addressed to:

DICOM Secretariat

NEMA

1300 N. 17 Street, Suite 1752
Rosslyn, VA 22209

USA

Phone: +1.703.841.3200

The reader of this document is concerned with softwdesign and/or system integration
issues. It is assumed that the reader of this ™enti is familiar with the DICOM
Standard and with the terminology and concepts lwhie used in that Standard.

1.4 SCOPE AND FIELD OF APPLICATION

1.5 IMPORTANT REMARKS

It is the intent of this document to provide an mb&guous specification for GEHC
implementations. This specification, called a @onmfance Statement, includes a
DICOM Conformance Statement and is necessary tarengroper processing and
interpretation of GEHC medical data exchanged usBfOM. The GEHC
Conformance Statements are available to the public.

The reader of this DICOM Conformance Statement hbe aware that different GEHC
devices are capable of using different Informat@pject Definitions. For example, a
GEHC CT Scanner may send images using the CT Imftborm Object, MR Information
Object, Secondary Capture Object, etc.

Included in this DICOM Conformance Statement are Module Definitions which
define all data elements used by this GEHC impldatiem. If the user encounters
unspecified private data elements while parsing BEHG Data Set, the user is well
advised to ignore those data elements (per the PIGEandard). Unspecified private
data element information is subject to change withwtice. If, however, the device is
acting as a "full fidelity storage device", it stduetain and re-transmit all of the private
data elements which are sent by GEHC devices.

The use of these DICOM Conformance Statements,omuaction with the DICOM
Standards, is intended to facilitate communicatiith GE imaging equipment. However,
by itself, it is not sufficient to ensure that inte-operation will be successful The
user (or user's agentheeds to proceed with caution and address atftaasissues:



1.6 REFERENCES

1.7 DEFINITIONS

® Integration - The integration of any device into an overalitsyn of interconnected
devices goes beyond the scope of standards (DIC&®),v and of this introduction
and associated DICOM Conformance Statements wheroperability with non-GE
equipment is desired. The responsibility to analymeapplications requirements and
to design a solution that integrates GE imagingpmgent with non—-GE systems is
the user's responsibility and should not be underestimateae User is strongly
advised to ensure that such an integration andbsisrrectly performed.

® Validation - Testing the complete range of possible inteoastibetween any GE
device and non—GE devices, before the connectiatedared operational, should
not be overlooked. Therefore, theser should ensure that any non—-GE provider
accepts full responsibility for all validation recgd for their connection with GE
devices. This includes the accuracy of the imagta dnce it has crossed the
interface between the GE imaging equipment anchéime-GE device and the stability
of the image data for the intended applications.

Such a validation is required before any clinicag {diagnosis and/or treatment) is
performed. It applies when images acquired on GEging equipment are
processed/displayed on a non-GE device, as wellhesn images acquired on non-
GE equipment is processed/displayed on a GE consalerkstation.

¢ Future Evolution - GE understands that the DICOM Standard will eedb meet
the user's growing requirements. GE is activelyplived in the development of the
DICOM Standard. DICOM will incorporate new featurasd technologies and GE
may follow the evolution of the Standard. The GEpiGtocol is based on DICOM
as specified in each DICOM Conformance Statemerdluion of the Standard may
require changes to devices which have implement&dODM. In addition, GE
reserves the right to discontinue or make changesot the support of
communications features (on its products) describedby these DICOM
Conformance StatementsTheuser should ensure that any non—GE provider, which
connects with GE devices, also plans for the futewelution of the DICOM
Standard. Failure to do so will likely result irettoss of function and/or connectivity
as the DICOM Standard changes and GE Productsrdr@need to support these
changes.

® Interaction - It is the sole responsibility of theon—GE provider to ensure that
communication with the interfaced equipment doet gause degradation of GE
imaging equipment performance and/or function.

NEMA PS3 Digital Imaging and Communications in Mgde (DICOM)
Standard, available free fatttp://medical.nema.org/

Informal definitions are provided for the followingrms used in this Conformance
Statement. The DICOM Standard is the authoritatigarce for formal definitons of
these terms.

Abstract Syntax — the information agreed to be exchanged betwegications,
generally equivalent to a Service/Object Pair (SOR)s. Examples : Verification SOP
Class, Modality Worklist Information Model Find $OClass, Computed Radiography
Image Storage SOP Class.



Application Entity (AE) — an end point of a DICOM information exchange Juding
the DICOM network or media interface software;, itbe software that sends or receives
DICOM information objects or messages. A singleicemay have multiple Application
Entities.

Application Entity Title — the externally known name of @&pplication Entity, used to
identify a DICOM application to other DICOM appli@as on the network.

Application Context — the specification of the type of communicaticsed between
Application Entities. Example: DICOM network protocol.

Association— a network communication channel set up betwfggatication Entities.

Attribute — — a unit of information in an object definitioam;data element identified by a
tag. The information may be a complex data struct@®eq(ence), itself composed of
lower level data elements. Examples: Patient ID1000020), Accession Number
(0008,0050), Photometric Interpretation (0028,0008rocedure Code Sequence
(0008,1032).

Information Object Definition (IOD) - the specified set dittributes that comprise a
type of data object; does not represent a spdosiance of the data object, but rather a
class of similar data objects that have the sanopequties. TheAttributes may be
specified as Mandatory (Type 1), Required but fgsinknown (Type 2), or Optional
(Type 3), and there may be conditions associat#u twe use of an Attribute (Types 1C
and 2C). Examples: MR Image 10D, CT Image 10D, fiwb 10D.

Joint Photographic Experts Group (JPEG) —a set of standardized image compression
techniques, available for use by DICOM applications

Media Application Profile — the specification of DICOM information objectada
encoding exchanged on removable media (e.g., CDs)

Module — a set ofAttributes within an Information Object Definition that are logically
related to each other. Example: Patient Moduleunhes Patient Name, Patient ID, Patient
Birth Date, and Patient Sex.

Negotiation — first phase ofssociation establishment that allowspplication Entities to
agree on the types of data to be exchanged andhatwata will be encoded.

Presentation Context— the set of DICOM network services used oveAssociation, as
negotiated betweerApplication Entities; includes Abstract Syntaxes and Transfer
Syntaxes.

Protocol Data Unit (PDU) — a packet (piece) of a DICOM message sent acless t
network. Devices must specify the maximum sizekpaithey can receive for DICOM
messages.

Security Profile — a set of mechanisms, such as encryption, useergication, or digital
signatures, used by afpplication Entity to ensure confidentiality, integrity, and/or
availability of exchanged DICOM data

Service Class Provider (SCP}- role of anApplication Entity that provides a DICOM
network service; typically, a server that performmgerations requested by another
Application Entity (Service Class User). Examples: Picture Archiving and
Communication System (image storage SCP, and imaggy/retrieve SCP), Radiology
Information System (modality worklist SCP).



Service Class User (SCU} role of anApplication Entity that uses a DICOM network
service; typically, a client. Examples: imaging rabty (image storage SCU, and
modality worklist SCU), imaging workstation (imagaery/retrieve SCU)

Service/Object Pair (SOP) Class- the specification of the network or media transf
(service) of a particular type of data (object)e tfundamental unit of DICOM

interoperability specification. Examples: Ultrasduimage Storage Service, Basic
Grayscale Print Management.

Service/Object Pair (SOP) Instance- an information object; a specific occurrence of
information exchanged in8OP Class. Examples: a specific x-ray image.

Tag — a 32-bit identifier for a data element, représénas a pair of four digit
hexadecimal numbers, the “group” and the “eleméifitthe “group” number is odd, the
tag is for a private (manufacturer-specific) ddtareent. Examples: (0010,0020) [Patient
ID], (07FE,0010) [Pixel Data], (0019,0210) [privataeta element]

Transfer Syntax — the encoding used for exchange of DICOM infofamabbjects and
messages. ExamplesJPEG compressed (images), little endian explicit value
representation.

Uniqgue Identifier (UID) — a globally unique “dotted decimal” string thdentifies a
specific object or a class of objects; an 1SO-8&Mfect Identifier. Examples: Study
Instance UID, SOP Class UID, SOP Instance UID.

Value Representation (VR)— the format type of an individual DICOM data et
such as text, an integer, a person’s name, or e.cBdCOM information objects can be
transmitted with either explicit identification tfie type of each data element (Explicit
VR), or without explicit identification (Implicit R); with Implicit VR, the receiving
application must use a DICOM data dictionary toklagp the format of each data
element.

1.8 SYMBOLS AND ABBREVIATIONS

ACN Application Context Name
AE Application Entity
AET Application Entity Title

DHCP Dynamic Host Configuration Protocol

DICOM  Digital Imaging and Communications in Mediein

HIS Hospital Information System

IHE Integrating the Healthcare Enterprise
IS Information System

IOD Information Object Definition

10



2.1 INTRODUCTION

MCARI
MCPPS
MCQRS
MCSCNP
MCSRV
MCWLP
MPPS
MWL
o)
PACS
R

RIS
SCN
scP
scu
SOP
SPS
TCP/IP

VR

MedoraCom ARI Report SCP

MedoraCom PPS Manager

MedoraCom Query/Retrieve Services
MedoraCom Study Content Notification Provide
MedoraCom Server

MedoraCom Worklist Provider

Modality Performed Procedure Step
Modality Worklist

Optional (Key Attribute)

Picture Archiving and Communication System
Required (Key Attribute)

Radiology Information System

Study Content Notification

Service Class Provider

Service Class User

Service-Object Pair

Scheduled Procedure Step

Transmission Control Protocol/Internet Pcoto

Value Representation

2. NETWORK CONFORMANCE STATEMENT

This section of the DICOM Conformance Statementciigs the Centricity RIS-i
MedoraCom 5.@ompliance to DICOM requirements fidetworking features.

MedoraCom is available on Microcoft WindoWsOperating systems. In summary
MedoraCom supports the following DICOM functionsr fethe demographic data
exchange, work flow management and image commuaitat

» Service Class Provider (SCP) of the DICOM VerifioatService Class

» Service Class User (SCU) of the DICOM Verificati®arvice Class

11



» Service Class Provider (SCP) of the DICOM Basic ®litgd Worklist Service Class

» Service Class Provider (SCP) of the DICOM Basidgt@ontent Notification
Service Class

» Service Class User (SCU) of the DICOM Query / Re®iService Class

» Service Class User (SCU) of the DICOM Modality Beried Procedure Step
Service Class

» Service Class Provider (SCP) of the DICOM Modahgrformed Procedure Step
Service Class

» Service Class Provider (SCP) of the private ViQamlonics Service Class

MedoraCom is implemented as a collection of oneereral components and each of
these components provide the support of one orae@COM Service Classes - SOPs.
With this component architecture, MedoraCom carddigured as really demanded in a
concrete installation site. The components can befigured as separate DICOM
Application Entities, or they can share one same TAtie. All above listed SCPs are
using a different predefined Port to listen fordming associations. The installation and
configuration manual of MedoraCom provides the igurhtion information of a concrete
installation.

» Basic Modality Worklist

The SCP of the DICOM Basic Modality Worklist Semwi€lass for modality worklist
sending after having received a request from a te@COM application entity.

» Basic Study Content Notification

The SCP of the DICOM Basic Study Content NotifioatService Class for study content
notification receiving from a remote DICOM node.

* Image Query & Retrieve

The SCU of the DICOM Query & Retrieve Service Clamseither Centricity RIS-i users
or internal server processes to query/retrieve @mafprmation/images from a remote
DICOM Query & Retrieve Service Class Provider.

* Modality Performed Procedure Step (MPPS)

This component has been implemented to provideptice of information related to a
performed procedure step from medical modalitiestber systems that are acting as an
SCU of the Modality Performed Procedure Step Serviglass. Furthermore the
MedoraCom PPS manager is able to forward the redenformation to a third system in
order to fulfil the requirements to a PPS managéetims of IHE.

«  ARI Report SCP (MCARI)

12



MCARI provides access to reports maintained in @@ty RIS-i using DICOM
protocols and messages. More specifically, it im@ets the private Virtua Codonics
SOP Class as a SCP.

13



2.2 IMPLEMENTATION MODEL
2.2.1 Application Data Flow Diagrams

2.2.1.1 Application Data Flow Diagram of MedoraCom Server

The MCSRV has been implemented to act as a Sef¥iass Provider (SCP) of the
DICOM Standard Basic Worklist Management Servicas€land the Basic Study Content
Notification SOP Class. In a client-server-envir@mt) a DICOM SCP acts as a server.
In the MedoraCom documents, therefore, MCSRV mayalse called MedoraCom
Server. The MedoraCom Server supports one AE Titie. AE Title can be the same AE
Title that other components of MedoraCom suppargrmther specialised AE Title.

MedoraCom Server may be automatically started whemachine is booted or it may be
started when the Centricity RIS-i server processeslaunched what means that no user
login is required.

A remote DICOM Application Entity initiates an asgtion for DICOM Modality
Worklist Service Class to MedoraCom. When MCSRVeats the association, the
remote AE transmits the DICOM information objectghim the worklist request to
MCSRYV. Using these attributes MCSRV queries the t@sty RIS-i database for
worklist according to the matching keys given ire tlvorklist request. Afterwards
MCWLP transmits the worklist item(s) within the wdst response back to the remote
DICOM node.

A remote DICOM Application Entity initiates an assation for DICOM Study Content
Notification to MedoraCom. When MCSRV accepts thesomiation, the remote AE
transmits the study information to MCSRV. If an SibBtance is successfully received on
the association, MCSRYV saves the study informatiaihe Centricity RIS-i database and
tries to build a link between the received data tredcorresponding study object in the
RIS.

The network application model for the MedoraComvBetis shown in the following
lllustration:

14



ILLUSTRATION 2-1

MEDORACOM SERVER NETWORK APPLICATION MODEL AND DATA FLOW DIAGRAM

Query RIS
database for
worklist

Save SOP
instance and try
to link to RIS
study

Send
verification
response

MedoraCom Server
(MCSRV)

Modality
Worklist SCU

A

queries for
worklist

Study Content
Notification
SCU sends

A

study
information

Verification
SCU sends
verification
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2.2.1.2 Application Data Flow Diagram of MedoraCom Image Query/Retrieve Services

The Centricity RIS-i application provides a useteiface for defining pre-fetching and

auto-routing rules and initiating image retrieval demand. The user-defined rules are
stored in several tables of the RIS database. €taled specification is already available
within the Centricity RIS-i user manual.

Using the study, series and image information kexkieither by the study content
notification or by a query using C-FIND, the RISaisle to control the image workflow by
supporting mechanisms to automatically auto-routé pre-fetch of images as well as
transfer images on demand. Therefore the DIMSEis=@-FIND is used to gain the
study, series and image information and the C-MO¥HRised to request sending the
images to any other remote DICOM node known byRIt

MCQRS initiates an association to a remote DICOMligation Entity (PACS or other
IS). If the association is accepted by the remdie MCQRS sends either image query
request or an image retrieve request based on biiee ssupported DICOM Retrieve
Information Model (see later) by specifying the raaestination.

ILLUSTRATION 2-2
MEDORACOM IMAGE QUERY/RETRIEVE SERVICESNETWORK APPLICATION MODEL AND DATA FLOW DIAGRAM

Image Query
request from
Centricity RIS-i

Query SCP

MedoraCom Query/Retrieve
Services

MCQRS
Save SOP (MCQRS)

instance

Information and
try to link to

RIS study

Image Retrieve Retrieve SCP
request from

Centricity RIS-i




DICOM Standard
Interface Send Image(s) to destination

2.2.1.3 Application Data Flow Diagram of MedoraCom Modality Performed Procedure Step

MCPPS implements a PPS Manager as defined in tBeYiehr 2 Technical Framework,
which has the limitation that the PPS Manager dumssimultaneous forward received
messages to a Report Manager and an Image Mareg@escribed in IHE Year 9
Technical Framework. It consists of two processes provides a DICOM Modality
Performed Procedure Step SCP listening on a TCPwaiting for DICOM associations
requested by SCUs. If configured, this process ttieact also as an SCU in order to
forward the received messages to a third system.s€bond process provides a DICOM
Modality Performed Procedure Step SCU in ordeetwdsPPS messages to a third system
in case the first attempt which is carried out by PPS Manager process directly after
reception has failed.

A remote DICOM Application Entity initiates an assation for a DICOM Modality
Performed Procedure Step Service Class.

When MCPPS accepts the association, the remoter&ismits the MPPS message to
MCPPS. If configured MCPPS is acting as DICOM MdgaPerformed Procedure Step
SCU sending the PPS messages to a third systenretbived data is stored in the RIS
database and if possible automatically assignedpatient/procedure in Centricity RIS-i.

ILLUSTRATION 2-3

MEDORACOM PP SMANAGER NETWORK APPLICATION MODEL AND DATA FLOW DIAGRAM
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2.2.1.4 Application Data Flow Diagram of Medoracom ARI Repat SCP

MedoraCom ARI Report SCP may be automatically sthwwhen the machine is booted
or it may be started when the Centricity RIS-i serprocesses are launched what means
that no user login is required.

The component MCARI has been implemented to aet &srvice Class Provider (SCP)
of the private Virtua Codonics SOP Class.

The MedoraCom ARI Report SCP supports one AE Titlee AE Title can be the same
AE Title that other components of MedoraCom supparainother specialised AE Title.

MCARI provides access to reports maintained in @@ty RIS-i using DICOM
protocols and messages. More specifically, it imgets the private Virtua Codonics
SOP Class as a SCP.

A remote DICOM Application Entity initiates an asstion for the private Virtua

Codonics SOP Class to MedoraCom. When MCARI acdigtsassociation, the remote
AE transmits study information objects within thedf request to MCARI. Using these
attributes MCARI queries the Centricity RIS-i dadab for reports to the matching
attributes given in the find request. Afterwards M& transmits the report within the
find response back to the remote DICOM node.

ILLUSTRATION 2—4

MEDORACOM ARl REPORTSCPNETWORKAPPLICATION MODEL AND DATA FLOW DIAGRAM
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2.2.2 Functional Definition of AE's

2.2.2.1 MCSRV AE

2.2.2.2 MCQRS AE

2.2.2.3 MCPPS AE

After being started, MCSRYV is always waiting for association request from a remote
DICOM application entity. MCSRV will accept an asigion with the supported SOP
classes only for those remote DICOM applicationdjictv are specified in the
configuration of MedoraCom. This means that notehote DICOM application entities
are permitted for example to query a modality wistkkom MedoraCom.

MedoraCom Query/Retrieve Services may be autoniigtisearted when the machine is
booted or it may be started when the Centricity-Rd8rver processes are launched. Upon
a service request coming from the Centricity RISyistem, MCQRS is triggered to
perform the DIMSE service operation.

Having been triggered, MCQRS initiates an assamiat) the remote DICOM AE (PACS
or other IS) which parameters are defined durirgitistallation of MedoraCom. If there
are more than one remote DICOM AEs to which thet@sty RIS-i System wants to
communicate through MedoraCom, a concrete remotesiddl be specified with the
trigger event. If the association is successfutlyepted by the remote AE, MCQRS then
performs the concrete job specified in the request.

After being started, MCPPS is always waiting foramsociation request from a remote
DICOM application entity. MCPPS will accept an asation with the supported SOP

class only for those remote DICOM applications,chihére specified in the configuration

of MedoraCom. This means that not all remote DIC@dplication entities are permitted

to transmit PPS messages to MedoraCom.

In case of a successful N-CREATE and N-SET operatdCPPS saves all UIDs
identifying the received performed procedure stefhe RIS and uses the Study Instance
UID and the patient information for trying to build link between the performed
procedure step and a scheduled procedure stepfshjeist in the RIS. The RIS may use
these UIDs to move the images at a later time.

The SCP behaviour as a result of receiving theoPmdd Procedure Step information
consists of storing the data assigned to the PP I8§tance in the RIS database. The
PPS SOP Instance will remain in the RIS databasere is no deletion mechanism in
place. After receiving a PPS SOP Instance with ustatCOMPLETED or

19



DISCONTINUED the corresponding SPS is flagged asimleted or discontinued
respectively. In case that no PPS SOP Instance wittius COMPLETED or
DISCONTINUED will be received, the SPS remainstatss IN PROGRESS within the
RIS database.

2.2.2.4 MCARI AE

After being started, MCARI is always waiting for association request from a remote
DICOM application entity. MCARI will accept an assation with the supported private
Virtua Codonics SOP class only for those remote @NC applications, which are
specified in the configuration of MedoraCom. Thigans that not all remote DICOM
application entities are permitted to query foepart from MedoraCom.

2.2.3 Sequencing of Real-World Activities

2.2.3.1 Basic Modality Worklist

With the Centricity RIS-i application a radiologieaxamination can be scheduled either
by user interaction or by receiving the data byHkih® interface. Based on these actions a
study object is created in the RIS and stored im RIS database. Based on the
configuration of the basic data “workplace” and il device” and the dependence
between these data also a worklist item is creiatédte RIS database. In the configuration
of the medical device also the DICOM applicatioriitgrtitle of the remote modality
worklist SCU has to be specified.

Note: Centricity RIS-i and MedoraCom support muétipcheduled AE titles per study
object. Therefore a single RIS study object carabailable as a worklist item in the
responses of different modality worklist SCUs. Thigtion may be very useful for
scenarios in which the user is not able to decidewbhat imaging equipment the
examination shall take place at the time the stsidgheduled.

From the time on the patient is admitted the stwillyappear in every worklist message,
which is transmitted if the given matching keyseaofvorklist request match the study
parameters. After the status of the RIS study dbjes changed to completed, the study
will be no longer included as an item in the wakinessage.

2.2.3.2 Basic Study Content Notification

If MCSRYV receives a valid Study Content Notificati8OP instance, the related tables of
the database will be updated to keep the trackefrhages archived in the client’s data.
Using the information in the database tables, @atytrRIS-i users can retrieve these

images at any later time.

2.2.3.3 Image Query & Retrieve

MedoraCom can be set up to perform a image queayrtanote DICOM AE for getting
study, series and image information similar to BH€OM study contents notification.
MedoraCom can be configured to initiate a quergrafbe RIS study status has been
changed to

» Patient arrived

e  Study started

»  Study completed

* Report transcribed and
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* Report approved.

MCQRS also performs image retrieve requests. Ire aafsunsuccessful completion
MedoraCom will retry the operation certain timesfar a certain time depending on the
configuration of MedoraCom.

2.2.3.4 Modality Performed Procedure Step
Normally the medical modality (MPPS SCU) indicates

» the beginning of the PPS by sending a N-CREATE ags$o the MPPS SCP

« the intermeditate of the PPS by sending a N-SETsages with the status “IN
PROGRESS”

e and the end of the PPS by sending a N-SET messathe the status
“DISCONTINUED” or “COMPLETED”

If MCPPS receives a valid Modality Performed PragedStep SOP instance the
information is stored into a structure of severatathase tables directly depicting the
structure of the DICOM Modality Performed Proceduseep SOP Class and - if

configured - forwarded to a third device. If possithe received MPPS SOP instance is
assigned to a previously scheduled procedure stéidatabase of Centricity RIS-i.

2.2.3.5 ARI Report SCP

MCARI perform only a single attempt to query theSRlatabase for the report, if no
report could be retrieved, for whatever reasometiy will be performed.
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2.3 AE SPECIFICATIONS
2.3.1 MCSRYV AE Specification

MCSRYV is one functional component of MedoraCom angports the DICOM Basic
Worklist Service Class and the DICOM Study Contdtification SOP Class. All
operational parameters (such as AE titles, portbmis) can be accessed and changed by
using the MedoraCom Monitor application.

The MCSRYV Application Entity provides Standard Conformance the following
DICOM SOP Classes asSCP.

SOP Class Name SOP Class UID SCU SCP
Modality Worklist Information Model - FIND 1.2.8410008.5.1.4.31 No Yes
Basic Study Content Notification 1.2.840.10008.1.9 No Yes
Verification SOP Class 1.2.840.10008.1.1 No Yes

Note: Basic Study Content Notification is retirgdrh DICOM, but it is still supported
from MCSRV.

2.3.1.1 Association Establishment Policies

2.3.1.1.1 General

MCSRYV accepts associations for the purposes of Mgd&orklist Management - query
and the Study Content Notification - store. MCSRMepts association requests from a
remote DICOM AE only when it is registered in thanfiguration of MCSRV (including
AE Title (mandatory), optional TCP Port Number adetwork Address) but MCSRV
does not initiate any association to a remote DIC&pdlication entity.

The DICOM Application Context Name (ACN), whichadbvays proposed, is:

Application Context Name 1.2.840.10008.3.1.1.1

The maximum length PDU receive size for the MCSRYV i

Maximum Length PDU 16kB (Configurable)

2.3.1.1.2 Number of Associations

MCSRYV does not support simultaneous associatiod|mey
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2.3.1.1.3 Asynchronous Nature

Asynchronous mode is not supported. All operatisitisbe performed synchronously.

2.3.1.1.4 Implementation Identifying Information

The Implementation UID for this DICOM Implementatics:

Implementation UID 1.2.840.113619.6.95

Implementation Version Name MDRCOMS50

2.3.1.2 Association Initiation Policy

MCSRYV does not initiate associations.

2.3.1.3 Association Acceptance Policy

2.3.1.3.1 Real-World Activities

MCSRYV accepts associations for the purposes aewatg worklist information, saving
study, series and image information. MCSRV acceaptsassociation request only from
remote DICOM application entities, which are known the configuration of
MedoraCom. The default association acceptance maeanike timeout, ports etc. are
configurable and are described in the installatind configuration manual.

2.3.1.3.1.1 Real-World Activity for Basic Modality Worklist

2.3.1.3.1.1.1 Associated Real-World Activity

MCSRYV supports a client to query the modality wistktlatabase of the Centricity RIS-i.

The client is usually an imaging modality or a eyst which is delegated by imaging
modalities. Each worklist item (organised as a 8alel Procedure Step defined in the
DICOM Standard) represents a scheduled imaging ieedion for a particular patient.

To achieve a minimum of user interaction for assignts of PACS study objects to RIS
study objects within a complete RIS-PACS workflaws recommended that all returned
key attributes will be encoded in the generatedygsBaMCSRYV does not support multiple
requested procedures per Imaging Service Requestmaitiple scheduled procedure

steps per requested procedure.

2.3.1.3.1.1.2 Accepted Presentation Context Table

Presentation Context Table - Accepted by ABMCSRYV for Activity Query RIS database for worklist

Abstract Syntax Transfer Syntax Role Extended
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Name

uib

Name List

UID List

Negotiation

Modality Worklist
Information Model -
FIND

1.2.840.10008.5.1.4.31

Implicit VR Little Endian
Explicit VR Little Endian
Explicit VR Big Endian

1.2.840.10008.1.2
1.2.840.10008.1.2.1
1.2.840.10008.1.2.2

SCP

None

2.3.1.3.1.1.2.1SOP Specific DICOM Conformance Statement to the Maality Worklist Information Model - FIND

SOP Class

The MCSRYV provides matching against Modality Worklist quergyk listed in the

followin

The MCSRV supports case-insensitive matching for

g table.

Representation P the following table.

The MCSRYV does support C-FIND cancel requests 8@t equipment.

Description/Module

Tag

Matching
Key Type

Remark/Matching Type

Scheduled Procedure Step

Scheduled Procedure Step Sequenge

(0040,0140)

Aftriteutes of the Scheduled Proced:lre
ce

Step shall only be retrieved with Seque

the attributes of ueal

Matching. The Scheduled Procedure Sep

Sequence shall contain only a single Itenj.

>Scheduled Station AE Title

(0040,0001)

The lattie Scheduled Station AE Titl
shall be retrieved with Single ValJ
Matching or Universal Matching.

>Scheduled Procedure Step Start D

ate

(0040,0000)

@ @

Scheduled Step Start Date shall be retriepved

with  Single Value Matching,
Matching or Universal

Range
Matching. Sage

remark under Scheduled Procedure Step

Start Time (0040,0003)

>Scheduled Procedure Step St
Time

a(0040,0003)

Scheduled Step Start Time shall
retrieved with Single Value Matching,
Range Matching or Universal Matching
Scheduled Step Start Date and Schedul

be

ed

Step Start Time are subject to Rarge

Matching. If both keys are specified for
rarjge

Range Matching, the date

e.g.

"20101016-20101019" and the time range
"100000-141800" specifies the time peripd

starting on 16-OCT-2010 10:00:00 unti
19-0OCT-2010 14:18:00.

>Modality

(0008,0060)

The attribute Modality dhbak retrieved
with Single Value Matching, UniverSP

Matching or Wildcard Matching. Usin
Wildcard Matching allows only to use *
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a Wildcard.

>Scheduled Station Name

(0040,001

~

The attribute Scheduled Station Name sh
be retrieved with Single Value Matching ¢
Universal Matching.

all

=

>Scheduled Procedure Step Locatig

n

(0040,001

The attribute Scheduled Procedure Step
Location shall be retrieved with Single
Value Matching, Universal Matching or
Wildcard Matching. Using Wildcard
Matching allows only to use * as a
Wildcard.

>Scheduled Performing Physician's
Name

(0040,0006)

The attribute Scheduled Performing
Physician's Name shall be retrieved with
Single Value Matching, Universal
Matching or Wildcard Matching. Using
Wildcard Matching allows only to use * ag
a Wildcard.

Patient Identification

Patient's Name

(0010,0010

Patient's Name shall be retrieved with
Single Value Matching, Wild Card

Matching or Universal Matching. Using
Wildcard Matching allows only to use * as
a Wildcard. Patient’'s Name requires a * g
separator, e.g “Doe”John” or “Do*Jane”

1S

Patient ID

(0010,0020)

Patient ID shall be retrieved with Single
Value Matching, Wildcard Matching or
Universal Matching. Using Wildcard
Matching allows only to use * as a
Wildcard.

Imaging Service Request

Accession Number

(0008,0050

Accession Number shall be retrieved with
Single Value Matching, Wildcard Matchin
or Universal Matching. Using Wildcard
Matching allows only to use * as a
Wildcard.

Patient Demographic

Patients Birth Date

(0010,0030)

Patients Birth Date shall be retrieved with
Single Value Matching or Universal
Matching.

Patient Sex

(0010,0040

Patient Sex shall be retrieved with Single
Value Matching or Universal Matching.

The MCSRYV supports the Return Key Attributes listethe following table.
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The return value of the attribute Specific Chana@et (0008,0005) is configurable in
MedoraCom and described more in detail in the lilagtan and configuration manual of
MedoraCom.

MCSRYV returns return keys of Type 2 as empty iflata is available in RIS.

Description/Module Tag Return Remark

Key Type

SOP Common

Specific Character Set | (0008,0005) 1C

Scheduled Procedure Step

Scheduled Procedure Step Sequencge (0040,0100) 1

>Scheduled Station AE Title (0040,0001) 1

>Scheduled Procedure Step Start Date  (0040,0002) 1

>Scheduled Procedure Step Start (0040,0003) 1

Time

>Modality (0008,0060)

>Scheduled Performing Physician's| (0040,0006) 2

Name

>Scheduled Procedure Step (0040,0007) 1C

Description

>Scheduled Protocol Code Sequenge (0040,0008) 2

>>Code Value (0008,0100) 1C

>>Coding Scheme Designator (0008,0102) 1C

>>Code Meaning (0008,0104 3

>Scheduled Station Name (0040,0010) 2

>Scheduled Procedure Step Locatign (0040,0011) 2

>Pre-Medication (0040,0012) 2C

>Scheduled Procedure Step ID (0040,0000) 1

>Requested Contrast Agent (0032,1079) 2C

>Comments on the Scheduled (0040,0400) 3

Procedure Step

Referenced Study Sequence (0008,1110) 2

>Referenced SOP Class UID (0008,1150) 1C

>Referenced SOP Instance UID (0008,115p) 1C Thibatit Referenced SOP Instance

UID has the same value as Study Instande
UID (0020,000D).

Requested Procedure

Requested Procedure 1D (0040,1001) 1

Requested Procedure Code Sequence(0032,1064) 1C

>Code Value (0008,0100) 1C

>Coding Scheme Designator (0008,0102) 1C

>Code Meaning (0008,0104 3

26



Requested Procedure Description

(0032,1060)

1C

Study Instance UID (0020,000D 1 The following DIRIGRoot UID is used tg
generate Study Instance UIDs:
1.2.840.113619.6.95.31.0.3.4.1

Requested Procedure Priority (0040,1008) 2

Patient Transport Arrangements (0040,1004) 2

Imaging Service Request

Accession Number (0008,0050 2

Requesting Physician (0032,1032) 2

Referring Physician’s Name (0008,009Q) 2

Placer Order Number / Imaging
Service Request

(0040,2016)

Referring Physician’s Name

(0008,0090)

Visit ldentification

Admission ID

| (0038,0010)]

Visit Status

Current Patient Location (0038,0300l) 2
Visit Relationship

Referenced Patient Sequence (0008,1120) 2
>Referenced SOP Class UID (0008,1150) 1C
>Referenced SOP Instance UID (0008,115p) 1C
Patient Identification

Patient's Name (0010,0010 1

Patient ID

(0010,0020)

Patient Demographic

Patients Birth Date (0010,0030

Patient's Sex (0010,0040

Patient's Weight (0010,1030
Confidentiality constraint on patient | (0040,3001)

data

Patient Medical

Patient State (0038,0500 2
Pregnancy Status (0010,21CQ) 2

Medical Alerts

(0010,2000)

Contrast Allergies

(0010,2110

Special Needs

(0038,0050

Note: MCSRV does not support the return keys IssifidPatient ID (0010,0021) and

Other Patient IDs Sequence (0010,1002).

Following are the status codes the Application magd back to the SCU Equipment

while performing the requestédodality Worklist Query:
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Service Status Further Meaning Status Code Explanation Related Filels
Status Code Sent Back to
the SCU
Failure A700 Refused: Out of resources Indicatest tthe machnism to query the R|¥None
database for worklist failed. Recovery from this
condition is left to the administrator of MedoraCom
A900 Error: Identifier does not match Indicates wrong keys within the request identifigrslone
SOP Class This indicates a problem with SCU of the Servjce
Class
C000 Error: Unable to process Indicates that thachmism to query the RISNone
database for worklist failed. Recovery from this
condition is left to the administrator of MedoraCom
Cancel FEOO Matching terminated due to | Matching terminated due to cancel request from|th®one
cancel SCU.
Success 0000 Matching is complete - No finaQuery RIS database for worklist was successfulNone
identifier is supplied completed and worklist was provided to the SCU
Pending FFOO Matches are continuing - Matches are continuing - Current Match is suppliedione
Current Match is supplied and | and any Optional Keys were supported in the same
any Optional Keys were manner as Required Keys.
supported in the same manner|as
Required Keys.
FFO1 Matches are continuing - Indicates unsupported keys within the requesbne
Warning that one or more identifiers.
Optional Keys were not
supported for existence and/or
matching for this Identifier

2.3.1.3.1.1.3 Presentation Context Acceptance Criterion

MCSRYV will always accept a Presentation Contexttifier Modality Worklist SOP Class
with the DICOM Default Transfer Syntax.

MCSRYV will accept any number of presentation congpecified in section 2.3.1.3.1.1.2
above. MCSRYV will examine proposed Presentatiortecds in the order proposed. For
the presentation contexts of the same abstracisynit different transfer syntaxes, only
one of these presentation contexts will be acceptddthe most preferred transfer syntax
chosen by MCSRV. The policy of making this choiseléscribed in the next section.

2.3.1.3.1.1.4 Transfer Syntax Selection Policy

MCSRYV selects the transfer syntax to accept forwbeklist query with the following

general rules: First of all, it prefers a transégntax, which provides the explicit VR
representation. After the VR choice has been m#de,MCSRV will select Transfer

Syntaxes according to the following priority (higheriority first):
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1. Explicit VR Little Endian
2. Explicit VR Big Endian
3. Implicit VR Little Endian
Different Transfer Syntaxes will not be selected.
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2.3.1.3.1.2 Real-World Activity for Basic Study Content Notification

2.3.1.3.1.2.1 Associated Real-World Activity

The associated Real-World Activity is to notify tR#S on the content of an imaging
study.

2.3.1.3.1.2.2 Accepted Presentation Context Table

Presentation Context Table - Accepted by ABMCSRYV for Activity Save SOP instance and try to link to RIS study

Abstract Syntax Transfer Syntax Role Extended
Name uID Name List UID List Negotiation
Basic Study Content | 1.2.840.10008.1.9 Implicit VR Little Endian| 1.2.840.10008.1.2 SCP None
Notification Explicit VR Little Endian| 1.2.840.10008.1.2.1
Explicit VR Big Endian | 1.2.840.10008.1.2.2

2.3.1.3.1.2.2.1SOP Specific DICOM Conformance Statement to the Bas Study Content Notification

MCSRYV provides the Standard Conformance to the DMC&udy Content Notification
Service Class.

In the event of a successful C-STORE operation, RZSaves all UIDs identifying the
notified imaging study in the RIS and uses the tutstance UID and the patient
information for trying to build a link between tsudy and a study object in the RIS. The
RIS may use these UIDs to move the images at atiate.

In order to facilitate to link the notified imagirsjudy appropriately to a study object in
the RIS, this implementation of MCSRV prefers thia¢ remote DICOM application
should submit a Basic Study Content NotificatiorDI@hstance with some extension,
which is listed in the next chapter. In general, 8/ can handle any additional
attributes included in the SOP instancEhose attributes not listed in section
2.3.1.3.1.2.2.2 below will be simply ignored.

The SCP behaviour as a result of receiving the ys@mhtent Notification information
consists of storing study, series and image ideatibn data in the RIS database to
provide the ability studies, series and/or imagebd retrieved by the RIS. Therefore the
SCP support the 2C attribute Retrieve AE title @0054).

Following are the status codes the Application ragd back to the SCU Equipment
while performing the request&tSTORE:
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Service Status Further Meaning Status Code Explanation Related Filgls
Status Code Sent Back to the
SCU
Failure A700 Refused: Out of resources Indicates there was not enough disk space tdone
store the information included in the SOP instar
Recovery from this condition is left to the
administrator of MedoraCom.
A800 Refused: SOP Class not Indicates that the SOP Class of the instance dafdsene
supported in the C-STORE operation did not match the
Abstract Syntax negotiated for the Presentation
Context. This indicates a problem with the SCU
of the Service Class.
A900 Error: Identifier does not match Indicates that the Data Set does not encodé¢ MNone
SOP Class instance of the SOP Class specified. This
indicates a problem with SCU of the Service
Class.

C000 Error: Unable to process Indicates that thehmiam to query the RIENone
database for worklist failed. Recovery from this
condition to the administrator of MedoraCom.

Success 0000 Complete Study Content exigténdicates that the Data Set cannot be parsed|ihtone
on RIS. elements by MCSRV. This indicates a problem

with the SCU.

2.3.1.3.1.2.2.2 Extensions of the Basic Study Content NotificatiohOD

Additional to the attributes, which are defined Rasic Study Content Notification SOP
Class in DICOM, MCSRYV supports the following extedddata attributes in DICOM
Standard Extended Basic Study Content Notifical@@D instances:

Description/Module Tag
SOP Common
Specific Character Set | (0008,0005)
Patient Level
Patient's Sex (0010,0040
Patient's Birth Date (0010,0030
Study Level
Accession Number (0008,0050
Study Date (0008,0020)
Study Time (0008,0030)
Study Description (0008,1030
Series Level
Modality (0008,0060)
Series Date (0008,0021
Series Time (0008,0031)
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Series Description | (0008,103E}

MCSRYV will make use of these additional data attiéls to facilitate the link between the
notified imaging study and a study object in th&Rl

2.3.1.3.1.2.3 Presentation Context Acceptance Criterion

MCSRV will always accept a Presentation Contexttfer Study Content Notification
SOP Class with the DICOM Default Transfer Syntax.

MCSRV will accept any number of presentation cotgespecified in section
2.3.1.3.1.2.2 above. MCSRV will examine proposedsBntation contexts in the order
proposed. For the presentation contexts of the sdrsgact syntax but different transfer
syntaxes, only one of these presentation contetbevaccepted with the most preferred
transfer syntax chosen by MCSRYV. The policy of mgkihis choice is described in the
next section.

2.3.1.3.1.2.4 Transfer Syntax Selection Policy

MCSRYV selects the transfer syntax to accept for rdeeiving study information or
retrieving a diagnostic report with the followingrgeral rules: First of all, it prefers a
transfer syntax, which provides the explicit VR negentation. After the VR choice has
been made, the MCSRWiIll select Transfer Syntaxes according to theol@lhg priority
(highest priority first):

1. Explicit VR Little Endian
2. Explicit VR Big Endian
3. Implicit VR Little Endian
Different Transfer Syntaxes will not be selected.

2.3.1.3.1.3 Real-World Activity for Verification

2.3.1.3.1.3.1 Associated Real-World Activity

MCSRYV allows another DICOM application to verify gther a DICOM association can
be established between MCSRYV and the application.

2.3.1.3.1.3.2 Accepted Presentation Context Table

Presentation Context Table - Accepted by ABMCSRYV for Activity Send verification response

Abstract Syntax Transfer Syntax Role Extended

Name uID Name List UID List Negotiation
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Verification 1.2.840.10008.1.1 Implicit VR Little Endian| 1.2.840.10008.1.2 SCP None

Explicit VR Little Endian| 1.2.840.10008.1.2.1
Explicit VR Big Endian | 1.2.840.10008.1.2.2

2.3.1.3.1.3.2.1SOP Specific DICOM Conformance Statement to the Vdfication SOP Class

MCSRYV provides standard conformance.

2.3.1.3.1.3.3 Presentation Context Acceptance Criterion

MCSRYV will always accept a Presentation Context\erification SOP Class with the
DICOM Default Transfer Syntax.

MCSRV will accept any number of presentation cot#especified in sections
2.3.1.3.1.3.2 above. MCSRV will examine proposedsEntation contexts in the order
proposed. For the presentation contexts of the sdrsact syntax but different transfer
syntaxes, only one of these presentation contetbevaccepted with the most preferred
transfer syntax chosen by MCSRV. The policy of mgkihis choice is described in the
next section.

2.3.1.3.1.3.4 Transfer Syntax Selection Policy

2.3.2 MCQRS AE Specification

MCSRV selects the transfer syntax to accept for wbefication with the following

general rules: First of all, it prefers a transégntax, which provides the explicit VR
representation. After the VR choice has been m#de,MCSRV will select Transfer

Syntaxes according to the following priority (higheriority first):

4. Explicit VR Little Endian
5. Explicit VR Big Endian
6. Implicit VR Little Endian
Different Transfer Syntaxes will not be selected.

MedoraCom Query/Retrieve Services may be autoniigtisearted when the machine is
booted or it may be started when the Centricity-Rd8rver processes are launched. Upon
a service request coming from the Centricity RISyistem, MCQRS is triggered to
perform the DIMSE service operation.

Having been triggered, MCQRS initiates an assamiat the remote DICOM AE (PACS
or other IS) which parameters are defined durirgitistallation of MedoraCom. If there
are more than one remote DICOM AEs to which thet@sty RIS-i System wants to
communicate through MedoraCom, a concrete remotesidd&l be specified with the
trigger event. If the association is successfutlyepted by the remote AE, MCQRS then
performs the concrete job specified in the request.

SOP Class Name SOP Class UID SCU SCP

Study Root Query/Retrieve Information Model - FINP1.2.840.10008.5.1.4.1.2.2.1 Yes No
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Study Root Query/Retrieve Information Model - 1.2.840.10008.5.1.4.1.2.2.2 Yes No
MOVE

2.3.2.1 Association Establishment Policies
2.3.2.1.1 General

MCQRS will attempt to establish an association veven a request is coming from the
Centricity RIS-i System with all valid parameteisgcluding the AE title, TCP port
number, host name or network address. It will attgmpt to establish associations if it
determines that the request / retrieve parametees valid with respect to this
Conformance Statement.

The DICOM Application Context Name (ACN), whichalvays proposed, is:

Application Context Name 1.2.840.10008.3.1.1.1

The maximum length PDU receive size for the MCSRV i

Maximum Length PDU 16kB (Configurable)

2.3.2.1.2 Number of Associations

MedoraCom keeps at most four instances of MCQRSingn one for querying a remote
AE, one for image auto-routing, one for image mtetiing and one for image transfer on
demand - simultaneously. If a new request comesvgueh an association is still in
process, the new request is queued and will beepsed later.

2.3.2.1.3 Asynchronous Nature

Asynchronous mode is not supported. All operatioitishe performed synchronously.

2.3.2.1.4 Implementation Identifying Information

The Implementation UID for this DICOM Implementatics:

Implementation UID 1.2.840.113619.6.95

Implementation Version Name MDRCOMS50
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2.3.2.2 Association Initiation Policy

MedoraCom Query/Retrieve Services (MCQRS) atteropinitiate a new association
each time it is requested by the internal eventagament of Centricity RIS-i. The
default association initiation parameter like timggorts etc. are configurable and are
described more in detail in the installation andfiguration manual of MedoraCom.

2.3.2.2.1 Real-World Activities

2.3.2.2.1.1 Real-World Activity for Query Request (C-FIND)

2.3.2.2.1.1.1 Associated Real-World Activity

The associated Real-World Activity is to gain stusigries and/or image information from
remote using DIMSE-C-FIND applications. If the infmation is successfully received,
MCQRS saves the study information in the Centrifit$-i database and tries to build a
link between the received study to the correspandindy object in the RIS.

2.3.2.2.1.1.2 Proposed Presentation Context Table

Presentation Context Table — Proposed by AMCQRS for Activity Image Query Request from Centricity RIS-i

Abstract Syntax Transfer Syntax Role Extended
Name uiD Name List UID List Negotiation
Study Root 1.2.840.10008.5.1.4.1.2] Implicit VR Little Endian | 1.2.840.10008.1.2 SCU None
Query/Retrieve 21 1.2.840.10008.1.2.1

Information Model -
FIND

Explicit VR Little Endian

Explicit VR Big Endian

1.2.840.10008.1.2.2

2.3.2.2.1.1.2.1SOP Specific DICOM Conformance Statement for StudyrRoot Query/Retrieve Information Model -

FIND SOP Class

The MCQRSincludes matching keys in the queries as listetiénfollowing table.

MCQRS does not generate C-FIND CANCEL requests.

Key Tag Level Matching Return Key Matching
Key Type
Study Instance UID (0020,000D) STUDY| Yes Yes Single Valug
Study ID (0020,0010) STUDY Yes Yes Single Value
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Study Date (0008,0020) STUDY No Yes Universal
Accession Number (0008,0050) sTuny Yes Yes Single Value
Series Instance UID (0020,000E) SERIES Yes Yes Single Value
Series Number (0020,0011) SERIES No Yes Universal
Modality (0008,0060) SERIE$ No Yes Universal
Instance Number (0020,0013) IMAGE No Yes Universal
Overlay Number (0020,0022) IMAGE No Yes Universal
Curve Number (0020,0024) IMAGE No Yes Universal
Lookup Table Number (0020,0026) IMAGEE No Yes Universal
SOP Instance UID (0008,0018) IMAGE No Yes Universal

Following are the status codes that are more sSpeltyf processed when receiving
messages from@uery SCP equipment :

Service Status Further Meaning Application Behavior When ReceivingStatus
Status Code Code
Failure XXXX | Any error received from the In any case of an error, the MCQRS tries to re-
Query SCP. initiate the current query if no more new querysohp

are present in the internal processing queue. Hoyv
many retries shall be performed is configurables Th
configuration is described more in detail in the
configuration and installation manual of
MedoraCom.

Success 0000 Matching is complete - No final TheQ&RS destructs association to the Query
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identifier is supplied

SCP.

Pending

FFOO0 Matches are continuing - The MCQRS continues receiving further matches
Current Match is supplied and | from the Query SCP.
any Optional Keys were
supported in the same manner|as
Required Keys.
FFO1 Matches are continuing - The MCQRS continues receiving further matcheq

Warning that one or more
Optional Keys were not
supported for existence and/or
matching for this Identifier

from Query SCP.
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2.3.2.2.1.2 R eal-World Activity for Retrieve Request (C-MOVE)

2.3.2.2.1.2.1 A ssociated Real-World Activity

The associated Real-World Activity is the attemptperform the service operation
DIMSE-C-MOVE issued by MedoraCom. If MCQRS succebgf establishes an
association to a remote AE, it will request it towe images to the specified destination.

MedoraCom will be informed about the move results.

2.3.2.2.1.2.2 Proposed Presentation Context Table

Presentation Context Table — Proposed by AMCQRS for Activity Image Retrieve Request from Centricity RIS-i

Abstract Syntax Transfer Syntax Role Extended
Name uiD Name List UID List Negotiation
Study Root 1.2.840.10008.5.1.4.1.2] Implicit VR Little Endian | 1.2.840.10008.1.2 SCU None
Query/Retrieve 2.2 1.2.840.10008.1.2.1

Information Model -

MOVE

Explicit VR Little Endian

Explicit VR Big Endian

1.2.840.10008.1.2.2

2.3.2.2.1.2.3 SOP Specific DICOM Conformance Statement for the $idy Root Query/Retrieve Information Model -
MOVE SOP Class

In general the Destination Move AE Title is confighle within Centricity RIS-I but the
destination cannot be Centricity RIS-i itself, fowore information please refer to the
installation and configuration manual.

MCQRS does not generate C-MOVE CANCEL requests.

Following are the status codes that are more sSpeltyf processed when receiving
messages fromRetrieve SCP equipment :
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Service Status Further Meaning Application Behavior When ReceivingStatus Code
Status Code
Failure XXXX | Any error received from the In any case of an error, the MCQRS tries to réatst
Retrieve SCP. the current move job if no more new move jobs are
present in the internal processing queue. How many
retries shall be performed is configurable. The
configuration is described more in detail in the
configuration and installation manual of MedoraConj.
Success 0000 Sub-operations Complete - Norhe MCQRS destructs association to the Retrieve.
Failure.
Pending FFOO Sub-operations are continuing -  Th&RES continues receiving further status updates
from Move SCP




2.3.3 MCPPS AE Specification

The MCPPSApplication Entity provides Standard Conformancéhie following DICOM
SOP Classes ass€CU and/orSCP:

SOP Class Name SOP Class UID SCU SCP
Modality Performed Procedure Step 1.2.840.1000823.3 Yes Yes
Verification SOP Class 1.2.840.10008.1.1 No Yes

2.3.3.1 Association Establishment Policies

2.3.3.1.1 General

MCPPS accepts associations for the purposes of lijoderformed Procedure Step
SOP Class. MCPPS accepts association requestsafremote DICOM AE only when it
is registered in the configuration of MCPPS (inghgdAE Title (mandatory), optional
TCP Port Number and Network Address).

If configured, MCPPS also will attempt to establéshassociation to the configured peer
SCP whenever a wellformed — according to the DIC&a&hdard - N-CREATE or N-SET
message is received from the PPS Manager SCP.

The DICOM Application Context Name (ACN), whichadbvays proposed, is:

Application Context Name 1.2.840.10008.3.1.1.1

The maximum length PDU receive size for the MCQRS i

Maximum Length PDU 16kB (Configurable)

2.3.3.1.2 Number of Associations

MCPPS does not support simultaneous associatiatiihgn

2.3.3.1.3 Asynchronous Nature

Asynchronous mode is not supported. All operatisitisbe performed synchronously.

2.3.3.1.4 Implementation Identifying Information

The Implementation UID for this DICOM Implementatics:

Implementation UID 1.2.840.113619.6.95

Implementation Version Name MDRCOMS50
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2.3.3.2 Association Initiation Policy

2.3.3.2.1 Real-World Activity for Modality Performed Procedur e Step SCU

MCPPS attempts to initiate a new association teex PPS SCP each time it receives a
wellformed — according to the DICOM standard - NEXRE/N-SET message. The
default association initiation parameter like timggorts etc. are configurable and are
described more in detail in the installation andfiguration manual of MedoraCom.

2.3.3.2.1.1 Associated Real-World Activity

2.3.3.2.1.2 Proposed Presentation Context Table

If MCPPS (SCP) receives a valid Modality Performfeabcedure Step SOP instance
MCPPS (SCU) forwards the information - if configdreto a third device.

Presentation Context Table - Proposed by ABMCPPS for Activity Send N-CREATE and N-SET messages to third system

v

Abstract Syntax Transfer Syntax Role Extended
Name uID Name List UID List Negotiation
1.2.840.10008.3.1.2.3.3| Implicit VR Little Endian| 1.2.840.10008.1.2 SCU None

Modality Performed
Procedure Step SOP
Class

Explicit VR Little Endian
Explicit VR Big Endian

1.2.840.10008.1.2.1
1.2.840.10008.1.2.2

2.3.3.2.1.2.1 SOP Specific DICOM Conformance Statement foModality Performed Procedure Step SOP Class

MCPPS provides the Standard Conformance to the DMCRKodality Performed

Procedure Step Service Class as an SCU. MCPPShdbesovide extended negotiation.
The SCU behaviour as a result of receiving the dPerdd Procedure Step information
(by MCPPS SCP) consists of forwarding the datattord device.

MCPPS SCU forwards N-SET messages event if ther ptiempt of sending of the
corresponding N-CREATE message was not successful.

The MCPPSSCU includes attributes in the Modality Performed Prhge Step N-
CREATE as described below.

Description/Module

Tag

Type N-CREATE

SOP Common Module

SOP Class UID

(0008,0016)

SOP Instance UID

(0008,0018)

Specific Character Set (0008,0005 1C
(Required if an extended or replacement
character set is used)
Instance Creation Date (0008,0012) 3
Instance Creation Time (0008,0013) 3
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Instance Creator UID (0008,0014) 3
Performed Procedure Step Relationship Module

Patient’s Name (0010,0010) 3
Patient ID (0010,0020) 3
Patient’s Birth Date (0010,0030)

Patient’s Sex (0010,0040)

Referenced Patient Sequence (0008,1120) 3
>Referenced SOP Class UID (0008,1150 1C
>Referenced SOP Instance UID (0008,1155) 1C
Scheduled Step Attribute Sequence (0040,027D) 1
>Study Instance UID (0020,000D) 1
>Referenced Study Sequence (0008,1110) 3
>>Referenced SOP Class UID (0008,1150 1C
>>Referenced SOP Instance UID (0008,1155) 1C
>Accession Number (0008,0050) 3
>Placer Order Number/ Imaging Service (0040,2006) 3
Request

>Filler Order Number/ Imaging Service (0040,2007) 3
Request

>Requested Procedure ID (0040,1001) 3
>Requested Procedure Description (0032,1060) 3
>Placer Order Number/ Procedure (0040,1006) 3
>Filler Order Number/ Procedure (0040,1007) 3
>Scheduled Procedure Step ID (0040,0009) 3
>Scheduled Procedure Step Description (0040,0007) 3
>Scheduled Protocol Code Sequence (0040,0008) 3
>>Code Value (0008,0100) 1C
>>Coding Scheme designator (0008,0102) 1C
>>Code Meaning (0008,0104) 3
Performed Procedure Step Information

Performed Procedure Step ID (0040,0253) 1
Performed Station AE Title (0040,0241) 1
Performed Station Name (0040,0242 3
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Performed Location (0040,0243) 3

Performed Procedure Step Start Date (0040,0244) 1

Performed Procedure Step Start Time (0040,024p) 1

Performed Procedure Step Status (0040,025p) 1

Performed ProcedureStep Description (0040,0254) 3

Performed Procedure Type Description (0040,0255%) 3

Procedure Code Sequence (0008,1032) 3

>Code Value (0008,0100) 1C (Required if Sequerera It present)
>Coding Scheme Designator (0008,0102 1C (Requfiredguence Item is present)
>Code Meaning (0008,0104) 3

Performed Procedure Step End Date (0040,0250) 3

Performed Procedure Step End Time (0040,02511) 3

Comments on the Performed Procedure Stef (0040,0280 3

Performed Procedure Step Discontinuation (0040,0281) 3

Reason Code Sequence

>Code Value (0008,0100) 1C (Required if Sequerera Is present)
>Coding Scheme Designator (0008,0102 1C (Requfirgdquence Item is present)
>Code Meaning (0008,0104) 3

Image Acquisition Results

Modality (0008,0060) 1

Study ID (0020,0010) 3

Performed Protocol Code Sequence (0040,026p) 3

>Code Value (0008,0100) 1C (Required if Sequerema It present)
>Coding Scheme Designator (0008,0102 1C (Requfirgdquence Item is present)
>Code Meaning (0008,0104) 3

Performed Series Sequence (0040,0340) 3

>Performing Physician’s Name (0008,1050 3

>Performing Physician Identification Sequence (QnoB2) 3

>>Person ldentification Code Sequence (0040,1101) 1

>>>Code Value

(0008,0100)

1C (Required if Sequetera is present)

>>>Coding Scheme Designator

(0008,0102

1C (Reduir8equence Item is present)
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>>>Code Meaning (0008,0104) 3

>>Person’s Address (0040,1102) 3

>>Person’s Telephone Numbers (0040,1103) 3

>>|nstitution Name (0008,0080) 1C

>>|nstitution Address (0008,0081) 3

>>|nstitution Code Sequence (0008,0082 1C

>>>Code Value (0008,0100) 1C (Required if Sequéteza is present)
>>>Coding Scheme Designator (0008,0102 1C (Reduir8equence Item is present)
>>>Code Meaning (0008,0104) 3

>Protocol Name (0018,1030) 1C (Required if Sequétare is present)
>Operator’'s Name (0008,1070) 3

>Operator ldentification Sequence (0008,1072) 3

>>Person ldentification Code Sequence (0040,1101) 1

>>>Code Value (0008,0100) 1C (Required if Sequétmra is present)
>>>Coding Scheme Designator (0008,0102 1C (Reduir8equence Item is present)
>>>Code Meaning (0008,0104) 3

>>Person’s Address (0040,1102) 3

>>Person’s Telephone Numbers (0040,1103) 3

>>|nstitution Name (0008,0080) 1C (Required if Sepe Item is present)
>>|nstitution Address (0008,0081) 3

>>|nstitution Code Sequence (0008,0082 1C

>>>Code Value (0008,0100) 1C (Required if Sequéteza is present)
>>>Coding Scheme Designator (0008,0102 1C (Redufr8equence Item is present)
>>>Code Meaning (0008,0104) 3

>Series Instance UID (0020,000E) 1C (Required dugece Item is present)
>Series Description (0008,103E) 3

>Retrieve AE Title (0008,0054) 3

>Referenced Image Sequence (0008,1140) 3

>>Referenced SOP Class UID (0008,1150 1C (Reqifir@dquence Item is present)
>>Referenced SOP Instance UID (0008,11558) 1C (Reduf Sequence Item is present)
>Referenced Non-Image Composite SOP (0040,0220) 3

Instance Sequence

>>Referenced SOP Class UID (0008,1150 1C (Reqifii@dquence Item is present)

>>Referenced SOP Instance UID (0008,1158) 1C (Reduf Sequence Item is present)
>All other attributes from Performed Series 3

Sequence

All other attributes from Radiation Dose 3
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Module and Billing and Material Code Modul*e

Following are the status codes that are more sSpeltyf processed when receiving
messages fromRPSSCP equipment while processing N-CREATE :

DI

Service Status Further Meaning Application Behavior When Receiving Status
Status Code Code
Failure XXXX | Any error received from the In case of any error received from the third syste
remote MPPS SCP. the PPS information objects are queued and the
PPS-Manager SCU attempts later to forward the
information. This is repeated until the data cdugd
forwarded successfully or the system administrat
deletes the PPS object from the queue.
Success 0000 Forwarding and processing af The MCPPS destructs association to the remote
PPS was successfull. MPPS SCP.

The MCPPSSCU includes attributes in the Modality Performed Pohae Step N-SET
as described below.

Description/Module Tag Type N-SET Requirement
Type Final
State
SOP Common Module
SOP Class UID (0008,0018)
SOP Instance UID (0008,0018)
Specific Character Set (0008,000p) 3
Instance Creation Date (0008,0012) 3
Instance Creation Time (0008,0013) 3
Instance Creator UID (0008,0014) 3
Performed Procedure Step Information
Performed Procedure Step Status (0040,0252) 3
Performed ProcedureStep Description (0040,0254) 3
Performed Procedure Type Description (0040,02B5) 3
Procedure Code Sequence (0008,10B82) 3

>Code Value (0008,0100 1C (Required if Sequerera It
present)
>Coding Scheme Designator (0008,0142) 1C (Reqiiredquence Item is|
present)
>Code Meaning (0008,0104) 3
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Performed Procedure Step End Date (0040,0250) 3

Performed Procedure Step End Time (0040,0251) 3

Comments on the Performed Procedufe(0040,0280) 3

Step

Performed Procedure Step (0040,0281) 3

Discontinuation Reason Code Sequenge

>Code Value (0008,0100 1C (Required if Sequerera I

present)
>Coding Scheme Designator (0008,0102) 1C (Reqiiredquence Item is|
present)

>Code Meaning (0008,0104) 3

Image Acquisition Results

Performed Protocol Code Sequence (0040,0260) 3

>Code Value (0008,0100 1C (Required if Sequerema I
present)

>Coding Scheme Designator (0008,0102) 1C (Requiredquence Item is|
present)

>Code Meaning (0008,0104) 3

Performed Series Sequence (0040,0340) 3

>Performing Physician’s Name (0008,1050) 3

>Performing Physician Identification (0008,1052) 3

Sequence

>>Person Identification Code Sequenge (0040,1101) 1

>>>Code Value (0008,0100 1C (Required if Sequétare is
present)

>>>Coding Scheme Designator (0008,0102) 1C (Reduir8equence Item ig
present)

>>>Code Meaning (0008,0104) 3

>>Person’s Address (0040,1102) 3

>>Person’s Telephone Numbers (0040,1103) 3

>>|nstitution Name (0008,0080 1C

>>|nstitution Address (0008,0081) 3

>>|nstitution Code Sequence (0008,0042) 1C

>>>Code Value (0008,0100 1C (Required if Sequétare is
present)

>>>Coding Scheme Designator (0008,01Q92) 1C (Reduir8equence Item is
present)

>>>Code Meaning (0008,0104) 3
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>Protocol Name (0018,1030) 1C (Required if Sequétere is 1
present)
>Operator’'s Name (0008,1070) 3 2
>Operator Identification Sequence (0008,1072) 3
>>Person ldentification Code Sequenge (0040,1101) 1
>>>Code Value (0008,0100; 1C (Required if Sequétara is
present)
>>>Coding Scheme Designator (0008,0102) 1C (Reduir8equence Item ig
present)
>>>Code Meaning (0008,0104) 3
>>Person’s Address (0040,1102) 3
>>Person’s Telephone Numbers (0040,1103) 3
>>|nstitution Name (0008,0080 1C
>>|nstitution Address (0008,0081) 3
>>|nstitution Code Sequence (0008,00842) 1C
>>>Code Value (0008,0100; 1C (Required if Sequétara is
present)
>>>Coding Scheme Designator (0008,0102) 1C (Reduir8equence Item ig
present)
>>>Code Meaning (0008,0104) 3
>Series Instance UID (0020,000E) 1C (Required fugace Item is 1
present)
>Series Description (0008,103E) 3 2
>Retrieve AE Title (0008,0054 3 2
>Referenced Image Sequence (0008,1140) 3 SeeX2.3.
(DiIcom
Standard)
>>Referenced SOP Class UID (0008,1150) 1C (Reqiiirgequence Item is
present)
>>Referenced SOP Instance UID (0008,11%5) 1C (Redui Sequence Item id
present)
>Referenced Non-Image Composite | (0040,0220) 3 See F.7.2.2.3.
SOP Instance Sequence (DICOM
Standard)
>>Referenced SOP Class UID (0008,1150) 1C (Reqifirgequence Item is
present)
>>Referenced SOP Instance UID (0008,11%5) 1C (Reduf Sequence Item ig
present)
>All other attributes from Performed 3
Series Sequence
All other attributes from Radiation Dosg 3

Module and Billing and Material Coc
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Module

Following are the status codes that are more sSpeltyf processed when receiving
messages fromRPSSCP equipment while processing N-SET :

Service Status Further Meaning Application Behavior When Receiving Status
Status Code Code
Failure XXXX | Any error received from the In case of any error received from the third system
remote MPPS SCP. the PPS information objects are queued and the
PPS-Manager SCU attempts later to forward the
information. This is repeated until the data cdugd
forwarded successfully or the system administratpr
deletes the PPS object from the queue.
Success 0000 Forwarding and processing af The MCPPS destructs association to the remote
PPS was successfull. MPPS SCP.

2.3.3.3 Association Acceptance Policy

2.3.3.3.1 Real-World Activities

MCPPS accepts associations for the purposes aviregenodality performed procedure
step information. MCPPS accepts an associationestqanly from remote DICOM
application entities, which are known in the couof@tion of MedoraCom. The default
association acceptance parameter like timeout,spett. are configurable and are
described more in detail in the installation andfiguration manual of MedoraCom.

2.3.3.3.1.1 Real-World Activity for Modality Performed Procedure Step SCP

2.3.3.3.1.1.1 Associated Real-World Activity

After an imaging modality has started the perforoganf a Procedure Step it should
inform the IS by sending an N-CREATE service retjg@dMCPPS (SCP). At the end of
the Performed Procedure Step the imaging moddigyl send a N-SET command with
all other mandatory attributes to MCPPS (SCP).

If MCPPS (SCP) receives a valid Modality Perfornirdcedure Step SOP instance the
information is stored into a structure of severatathase tables directly depicting the
structure of the DICOM Modality Performed Proced®tep SOP Class. If possible the
received MPPS SOP instance is assigned to a psdyiecheduled procedure step in the
database of Centricity RIS-i.

2.3.3.3.1.1.2 Accepted Presentation Context Table

Presentation Context Table - Accepted by ABMCPPS for Activity Save received data and try to link to RIS study
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Abstract Syntax Transfer Syntax Role Extended

Name uiD Name List UID List Negotiation
Modality Performed | 1.2.840.10008.3.1.2.3.3] Implicit VR Little Endian| 1.2.840.10008.1.2 SCP None
procedure Step SOP Explicit VR Little Endian | 1.2.840.10008.1.2.1

Explicit VR Big Endian | 1.2.840.10008.1.2.2

2.3.3.3.1.1.2.1 SOP Specific DICOM Conformance Statement foModality Performed Procedure Step SOP Class
Standard Extended Elements which may be addediysystem are ignored.

Note: MCPPS SCP and MCPPS SCU do not support therkeys Issuer of Patient ID
(0010,0021).

The MCPPSSCP includes attributes in the Modality Performed Pdwe Step N-
CREATE as described below.

Description/Module Tag Type N-CREATE
SOP Common Module
SOP Class UID (0008,0016) 3
SOP Instance UID (0008,0018)
Specific Character Set (0008,0005 1C

(Required if an extended or replacement
character set is used)

Instance Creation Date (0008,0012) 3
Instance Creation Time (0008,0013) 3
Instance Creator UID (0008,0014) 3

Performed Procedure Step Relationship Module

Patient’s Name (0010,0010) 13
Patient ID (0010,0020) 3l
Patient’s Birth Date (0010,0030) 13
Patient’s Sex (0010,0040) 13
Referenced Patient Sequence (0008,1120) 3
>Referenced SOP Class UID (0008,1150 1C
>Referenced SOP Instance UID (0008,1155) 1C
Scheduled Step Attribute Sequence (0040,027D) 1

! The original attribute type defined in the DICOMagGdard is 2/2 or 2C/2. The PPS
Manager SCP handles these attributes like typé#riButes in case some tags are missing.
However the PPS Manager SCU forwards the message as itesat/ed by the SCP,
what means that the PPS Manager does not add famgnation that is missing. In other
words, those attributes accepted in later N-SETsages, even if they were not provided
by prior N-CREATE messages.

48




>Study Instance UID (0020,000D) 1
>Referenced Study Sequence (0008,1110) 3
>>Referenced SOP Class UID (0008,1150 1C
>>Referenced SOP Instance UID (0008,1155) 1C
>Accession Number (0008,0050) '3
>Placer Order Number/ Imaging Service (0040,2006) 3
Request

>Filler Order Number/ Imaging Service (0040,2007) 3
Request

>Requested Procedure ID (0040,1001)

>Requested Procedure Description (0032,1060)

>Placer Order Number/ Procedure (0040,1006) 3
>Filler Order Number/ Procedure (0040,1007) 3
>Scheduled Procedure Step ID (0040,0009) 8
>Scheduled Procedure Step Description (0040,0007) 3
>Scheduled Protocol Code Sequence (0040,0008) o3
>>Code Value (0008,0100) 1C
>>Coding Scheme designator (0008,0102) 1C
>>Code Meaning (0008,0104) 3
Performed Procedure Step Information

Performed Procedure Step ID (0040,0253) 1
Performed Station AE Title (0040,0241) 1
Performed Station Name (0040,0242 13
Performed Location (0040,0243) 13
Performed Procedure Step Start Date (0040,0244) 1
Performed Procedure Step Start Time (0040,024p) 1
Performed Procedure Step Status (0040,025p) 1
Performed ProcedureStep Description (0040,0254) 13
Performed Procedure Type Description (0040,0255) 3
Procedure Code Sequence (0008,1032) 13
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>Code Value

(0008,0100)

>Coding Scheme Designator

(0008,0102

>Code Meaning

(0008,0104)

Performed Procedure Step End Date

(0040,025D)

Performed Procedure Step End Time (0040,02511)
Comments on the Performed Procedure Stef (0040,0280
Performed Procedure Step Discontinuation (0040,0281)
Reason Code Sequence

>Code Value (0008,0100)
>Coding Scheme Designator (0008,0102

>Code Meaning

(0008,0104)

Image Acquisition Results

Modality (0008,0060)
Study ID (0020,0010)
Performed Protocol Code Sequence (0040,026p)
>Code Value (0008,0100)
>Coding Scheme Designator (0008,0102

>Code Meaning

(0008,0104)

Performed Series Sequence

(0040,0340)

>Performing Physician’s Name

(0008,1050

>Performing Physician Identification Sequeng¢

(00082)

>>Person Identification Code Sequence

(0040,110fL)

>>>Code Value

(0008,0100)

>>>Coding Scheme Designator

(0008,0102

>>>Code Meaning

(0008,0104)

>>Person’s Address

(0040,1102)

>>Person’s Telephone Numbers

(0040,1103

~—

>>|nstitution Name

(0008,0080)

>>|nstitution Address

(0008,0081)

>>|nstitution Code Sequence (0008,0082
>>>Code Value (0008,0100)
>>>Coding Scheme Designator (0008,0102

>>>Code Meaning

(0008,0104)
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>Protocol Name (0018,1030) 1
>Operator's Name (0008,1070) 13
>Operator Identification Sequence (0008,1072) 3
>>Person Identification Code Sequence (0040,1101) 1
>>>Code Value (0008,0100) 1
>>>Coding Scheme Designator (0008,0102 1
>>>Code Meaning (0008,0104) 3
>>Person’s Address (0040,1102) 3
>>Person’s Telephone Numbers (0040,1103) 3
>>|nstitution Name (0008,0080) 1
>>Institution Address (0008,0081) 3
>>|nstitution Code Sequence (0008,0082 1
>>>Code Value (0008,0100) 1
>>>Coding Scheme Designator (0008,0102 1
>>>Code Meaning (0008,0104) 3
>Series Instance UID (0020,000E) 1
>Series Description (0008,103E) '3
>Retrieve AE Title (0008,0054) '3
>Referenced Image Sequence (0008,1140) o3
>>Referenced SOP Class UID (0008,1150 1
>>Referenced SOP Instance UID (0008,1158) 1
>Referenced Non-Image Composite SOP (0040,0220) 3
Instance Sequence

>>Referenced SOP Class UID (0008,1150 1
>>Referenced SOP Instance UID (0008,1158) 1
>All other attributes from Performed Series 3
Sequence

All other attributes from Radiation Dose 3
Module and Billing and Material Code Modul¢

Following are the status codes the Application reagd back to the SCU Equipment

while processing N-CREATE:

Service Status Further Meaning Application Behavior When Receiving Status
Status Code Code
Failure 0111 Duplicate SOP Instance The new mang@#el VValue supplied by the

invoking DIMSE-service-user was already
registered for a managed SOP Instance of the
specified SOP Class.
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0106 Invalid attribute value The value of DICOMdIRerformed Procedure
Step Status (0040,0252) is not “IN PROGRESS”

0120 Missing attribute A required Attribute wasseing (Type 1 and 2).
0121 Missing attribute value A required Attribialue was empty (Type 1).
0105 No such attributes A MPPS Attribute was included in the message,

which isnot defined for N-CREATE messages
within Table F.7.2-1 of the DICOM Standard.

0110 Processing failure A general failure in pesieg the operation was
encountered.
0211 Unrecognized operation Any other error dugagsing message was
encountered.
Success 0000 Receiving and processing of PPSusasssfull.

The requirement for the final state is that whigplaes at the time that the Performed
Procedure Step Status (0040,0252) is N-SET to aevalf COMPLETED or
DISCONTINUED, as described in F.7.2.2.2 (DICOM Stard). It is only described if it
is different from the SCP requirement for the N-GRIE.

The MCPPS SCP includes attributes in the Modalkdsfdtmed Procedure Step N-SET as
described below.

Description/Module Tag Type N-SET Requirement Typéd-inal State
SOP Common Module
SOP Class UID (0008,0016)
SOP Instance UID (0008,0018) 3
Specific Character Set (0008,000p) 3
Instance Creation Date (0008,0012) 3
Instance Creation Time (0008,0013) 3
Instance Creator UID (0008,0014) 3
Performed Procedure Step Information
Performed Procedure Step Status (0040,0252) 1
Performed ProcedureStep Description (0040,0254) 2
Performed Procedure Type Description (0040,02B5) 2
Procedure Code Sequence (0008,1082) 2
>Code Value (0008,0100, 1
>Coding Scheme Designator (0008,0102) 1
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>Code Meaning

(0008,0104

Performed Procedure Step End Date

(0040,02

50)

Performed Procedure Step End Time

(0040,02

51)

Comments on the Performed Procedu
Step

e(0040,0280)

Performed Procedure Step
Discontinuation Reason Code Sequen

(0040,0281)
ce

>Code Value (0008,0100
>Coding Scheme Designator (0008,0102)
>Code Meaning (0008,0104)
Image Acquisition Results

Performed Protocol Code Sequence (0040,0260)
>Code Value (0008,0100
>Coding Scheme Designator (0008,01Q02)
>Code Meaning (0008,0104)
Performed Series Sequence (0040,0340)
>Performing Physician’s Name (0008,1050)

>Performing Physician Identification
Sequence

(0008,1052)

>>Person ldentification Code Sequenge (0040,1101)
>>>Code Value (0008,0100;
>>>Coding Scheme Designator (0008,0102)
>>>Code Meaning (0008,0104)
>>Person’s Address (0040,1102)
>>Person’s Telephone Numbers (0040,1103)
>>|nstitution Name (0008,0080
>>|nstitution Address (0008,0081)
>>|nstitution Code Sequence (0008,00842)
>>>Code Value (0008,0100
>>>Coding Scheme Designator (0008,0102)

2 The Performed Series Sequence (0040,0340) mayeneimpty (zero length) at the time
that the Performed Procedure Step Status (0040)0Z52N-SET to a value of
COMPLETED or DISCONTINUED. In other words a Serigmist exist for every
Performed Procedure Step, though it may containnmeges or Standalone obijects, if
none were created, as described in F.7.2.2.2. (M&&andard).
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>>>Code Meaning (0008,0104) 3
>Protocol Name (0018,1030Q) 1 1
>Operator's Name (0008,107Q) 13 2
>Operator Identification Sequence (0008,1072) 3
>>Person Identification Code Sequenge (0040,1101) 1
>>>Code Value (0008,0100 1
>>>Coding Scheme Designator (0008,0102) 1
>>>Code Meaning (0008,0104) 3
>>Person’s Address (0040,1102) 3
>>Person’s Telephone Numbers (0040,1103) 3
>>|nstitution Name (0008,0080 1
>>|nstitution Address (0008,0081) 3
>>|nstitution Code Sequence (0008,00842) 1
>>>Code Value (0008,0100 1
>>>Coding Scheme Designator (0008,0102) 1
>>>Code Meaning (0008,0104) 3
>Series Instance UID (0020,0008 1 1
>Series Description (0008,103K) 13 2
>Retrieve AE Title (0008,0054 13 2
>Referenced Image Sequence (0008,1140) 13 See F.7.2.2.2. (DICOM Standarfl)
>>Referenced SOP Class UID (0008,1150) 1
>>Referenced SOP Instance UID (0008,1155) 1
>Referenced Non-Image Composite | (0040,0220) 3 See F.7.2.2.2. (DICOM Standarfl)
SOP Instance Sequence
>>Referenced SOP Class UID (0008,1150) 1
>>Referenced SOP Instance UID (0008,1155) 1
>All other attributes from Performed 3
Series Sequence
All other attributes from Radiation Dosg 3
Module and Billing and Material Code
Module
Following are the status codes the Application reagd back to the SCU Equipment
while processing N-SET:

Service Status Further Meaning Application Behavior When ReceivingStatus

Status Code Code
Failure 0106 Invalid attribute value The value d€DM Tag Performed Procedure

Step Status (0040,0252) is not “IN PROGRES
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“COMPLETED” or “DISCONTINUED".

0120 Missing Atttribute A required Attribute wasssing (Type 1 and 2).

0121 Missing attribute value A required AttribiMalue was empty (Type 1).

0105 No such attributes A MPPS Attribute was ideldi in the message,
which is not defined for N-SET messages within
Table F.7.2-1 of the DICOM Standard.

0112 No such SOP Instance The SOP Instance wascuginized.

0110 Processing failure A general failure in pesieg the operation was
encountered.

0211 Unrecognized operation Any other error dugagsing message was
encountered.

Success 0000 Receiving and processing of PPSusasssfull.

2.3.3.3.1.1.3 Presentation Context Acceptance Criterion

MCPPS (SCP) will always accept a Presentation Qorite the Modality Performed
Procedure SOP Class with the DICOM Default TranSfgrtax.

MCPPS (SCP) will accept any number of presentationtexts specified in section
2.3.1.3.1.2.2 above. MCPPS will examine proposesséhtation contexts in the order
proposed. For the presentation contexts of the sdragact syntax but different transfer
syntaxes, only one of these presentation contetbevaccepted with the most preferred
transfer syntax chosen by MCPPS. The policy of n@khis choice is described in the
next section.

2.3.3.3.1.1.4 Transfer Syntax Selection Policy

MCPPS (SCP) selects the transfer syntax to acoepeteiving a Performed Procedure
Step with the following general rules: First of,all prefers a transfer syntax which
provides the explicit VR representation. After iR choice has been made, MCPPS
(SCP) will select Transfer Syntaxes according  ftillowing priority (highest priority
first):

1. Explicit VR Little Endian
2. Explicit VR Big Endian

3. Implicit VR Little Endian

Different Transfer Syntaxes will not be selected.
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2.3.3.3.1.2 Real-World Activity for Verification

2.3.3.3.1.2.1 Associated Real-World Activity

MCPPS allows another DICOM application to verifyettner a DICOM association can
be established between MCPPS and the application.

2.3.3.3.1.2.2 Accepted Presentation Context Table

Presentation Context Table - Accepted by ABMCPPSfor Activity Send verification response

Abstract Syntax Transfer Syntax Role Extended
Name uiD Name List UID List Negotiation
Verification 1.2.840.10008.1.1 Implicit VR Little Endian| 1.2.840.10008.1.2 SCP None

Explicit VR Little Endian| 1.2.840.10008.1.2.1
Explicit VR Big Endian | 1.2.840.10008.1.2.2

2.3.3.3.1.2.2.1 SOP Specific DICOM Conformance Statement to the Vdfication SOP Class

MCPPS provides standard conformance.

2.3.3.3.1.2.3 Presentation Context Acceptance Criterion

MCPPS will always accept a Presentation ContextVierification SOP Class with the
DICOM Default Transfer Syntax.

MCPPS will accept any number of presentation cdatepecified in section 2.3.3.3.1.2.2
above.. MCPPS will examine proposed Presentatioegts in the order proposed. For
the presentation contexts of the same abstracasynit different transfer syntaxes, only
one of these presentation contexts will be acceptddthe most preferred transfer syntax
chosen by MCPPS. The policy of making this choscddscribed in the next section.

2.3.3.3.1.2.4 Transfer Syntax Selection Policy

MCPPS selects the transfer syntax to accept fovehécation with the following general
rules: First of all, it prefers a transfer syntawhich provides the explicit VR
representation. After the VR choice has been m#ue MCPPS will select Transfer
Syntaxes according to the following priority (higheriority first):

1. .Explicit VR Little Endian
2. Explicit VR Big Endian
3. Implicit VR Little Endian
Different Transfer Syntaxes will not be selected.
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2.3.4 MCARI AE Specification

MCARI is one functional component of MedoraCom aupports the private Virtua
Codonics SOP Class. All operational parameter (siscAE Title, port numbers etc.) can
be accessed and changed by using the MedoraContdviapplication.

The MCARI Application Entity provides Standard Conformancéhie following DICOM
SOP Classes asSCP.

SOP Class Name SOP Class UID SCU SCP

Virtua Codonics Report Management - FIND 1.2.8485BP.3500.8 No Yes

Verification SOP Class

1.2.840.10008.1.1 No Yes

2.3.4.1 Association Establishment Policies

2.3.4.1.1 General

MCARI accepts associations for the purpose Virtod@ics Report Management query.
MCARI accepts association requests from a remo@M AE only when it is registered

in the configuration of MCARI (including AE Titlenfandatory), optional TCP Port

Number and Network Address) but MCARI does nofiatét any association to a remote
DICOM application entity.

The DICOM Application Context Name (ACN), whichabvays proposed, is:

Application Context Name 1.2.840.10008.3.1.1.1

The maximum length PDU receive size for the MCARI i

Maximum Length PDU 16kB (Configurable)

2.3.4.1.2 Number of Associations

2.3.4.1.3 Asynchronous Nature

MCARI does not support simultaneous associatior lirag

MCARI will not perform asynchronous operations.

2.3.4.1.4 Implementation ldentifying Information

The Implementation UID for this DICOM Implementatics:
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Implementation UID 1.2.840.113619.6.95

Implementation Version Name MDRCOMS50

2.3.4.2 Association Initiation Policy

MCARI does not initiate associations.

2.3.4.3 Association Acceptance Policy

MCARI accepts associations for the purpose ofeetng and providing reports. MCARI
accepts an association request only from remoteOMGpplication entities, which are
known in the configuration of MedoraCom.

2.3.4.3.1 Real-World Activities
2.3.4.3.1.1 Real-World Activity for ARI Report SCP

2.3.4.3.1.1.1 Associated Real-World Activity

MCARI supports a client to query for a report withhe Centricity RIS-i database. The
client is usually a Virtua Media Disc Publisher amy other system that supports the
private Virtua Codonics Report Management SOP Class

2.3.4.3.1.1.2 Accepted Presentation Context Table

Presentation Context Table - Accepted by ABMCARI for Activity Query RIS database for report

Abstract Syntax Transfer Syntax Role Extended
Name uiD Name List UID List Negotiation
Virtua Codonics 1.2.840.113532.3500.8 | Implicit VR Little Endian| 1.2.840.10008.1.2 SCP None
E&F’S“ Management - Explicit VR Little Endian| 1.2.840.10008.1.2.1
Explicit VR Big Endian | 1.2.840.10008.1.2.2

2.3.4.3.1.1.2.1SOP Specific Conformance Statement to the Virtua Gionics Report Management - FIND SOP Class

MCARI supports the attributes listed in the follogitables for matching and returning
respectively.

MCARI does not support the attribute Specific Chtaa Set (0008,0005) as matching
key. The return value for this attribute is confighie in MedoraCom.
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The MCARI does support C-FIND cancel requests frofintua Codonics SCU

equipment.
Description/Module Tag Matching Remark/Matching Type
Key Type

Study Level

Accession Number (0008,0050) R The Attributes of #hccession Number
shall only be retrieved with Single Valje
Matching.

Patient Identification

Patient ID (0010,0020) R The Attributes of the &uttilD shall only
be retrieved with Single Value Matching.

The MCARIsupports the Return Key Attributes listed in thikofeing table.

The return value of the attribute Specific Chana&et (0008,0005) is configurable in
MedoraCom and described more in detail in the lilagtan and configuration manual of

MedoraCom.
Description/Module Tag Return
Key Type

SOP Common
Specific Character Set | (0008,0005‘) 1
Study Information
Study Date (0008,0020) 2
Accession Number (0008,0050
Query Retrieve Level (0008,0052 1
Referring Physicians Name (0008,0090) 2
Study Description (0008,1030 2
Study Instance UID (0020,000D
Reason for Study (0032,1030 2
Requested Procedure Description (0032,1060) 2
Patient Identification
Patient's Name (0010,0010 1
Patient ID (0010,0020) 1
Patient Demographic
Patients Birth Date (0010,0030} 2
Report Information
Interpretation Recorder (4008,0102 2
Interpretation Text (4008,010B 2
Interpretation Author (4008,010C 2
Interpretation Diagnosis Description (4008,0115%) 1
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Interpretation 1D (4008,0200) 1
Interpretation Type ID (4008, 0210 1
Impressions (4008, 0300 2

NOTE: Please note that the group 4008 is retired iDICOM Standard, but is still supported by the MCARI AE.

Following are the status codes the Application magd back to the Virtua Codonics
SCU Equipment while performing the reques®aport Query:

Service Status Further Meaning Status Code Explanation Related Fikls
Status Code Sent Back to
the SCU
Failure C000 Error: Unable to process Indicatesridxguested report is not present. None
Success 0000 Matching is complete - No finaQuery RIS database for worklist was successfulNone

identifier is supplied completed and worklist was provided to the SCU

2.3.4.3.1.1.3 Presentation Context Acceptance Criterion

MCARI will always accept a Presentation Context fbe Virtua Codonics Report
Management SOP Class with the DICOM Default TramSf/ntax.

MCARI will accept any number of presentation comtgxecified in section 2.3.4.3.1.1.2
above. MCARI will examine proposed Presentationtexts in the order proposed. For
the presentation contexts of the same abstracasynit different transfer syntaxes, only
one of these presentation contexts will be acceptddthe most preferred transfer syntax
chosen by MCARI. The policy of making this choisadescribed in the next section.

2.3.4.3.1.1.4 Transfer Syntax Selection Policy

MCARI selects the transfer syntax to accept forigeing a report with the following
general rules: First of all, it prefers a transégntax, which provides the explicit VR
representation. After the VR choice has been m#ue MCARI will select Transfer
Syntaxes according to the following priority (higheriority first):

1. Explicit VR Little Endian
2. Explicit VR Big Endian
3. Implicit VR Little Endian
Different Transfer Syntaxes will not be selected

2.3.4.3.1.2 Real-World Activity for Verification

2.3.4.3.1.2.1 Associated Real-World Activity

MCARI allows other DICOM application to verify whHetr a DICOM association can be
established between MCARI and the application.
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2.3.4.3.1.2.2 Accepted Presentation Context Table

For verification MCARI will accept the presentati@ontexts shown in the following
table.

Presentation Context Table - Accepted by ABMCARI for Activity Query RIS database for report

Abstract Syntax Transfer Syntax Role Extended
Name uiD Name List UID List Negotiation
Verification 1.2.840.10008.1.1 Implicit VR Little Endian| 1.2.840.10008.1.2 SCP None

Explicit VR Little Endian| 1.2.840.10008.1.2.1
Explicit VR Big Endian | 1.2.840.10008.1.2.2

2.3.4.3.1.2.2.1 SOP Specific Conformance Statement to the Verificadn SOP Class

MCARI provides standard conformance.

2.3.4.3.1.2.3 Presentation context Acceptance Criterion

MCARI will always accept a Presentation Contexttfur Verification SOP Class with the
DICOM Default Transfer Syntax.

MCARI will accept any number of presentation cotgespecified in section 2.3.4.3.1.2.2
above. MCARI will examine proposed Presentationtexts in the order proposed. For
the presentation contexts of the same abstracasynit different transfer syntaxes, only
one of these presentation contexts will be acceptddthe most preferred transfer syntax
chosen by MCARI. The policy of making this choisedescribed in the next section.

2.3.4.3.1.2.4 Transfer Syntax Selection Policy

MCARI selects the transfer syntax to accept foifioation with the following general
rules: First of all, it prefers a transfer syntaxhich provides the explicit VR
representation. After the VR choice has been miatieARI tries to select the transfer
syntax using following preference in descendingeord

1. Explicit VR Little Endian

2. Explicit VR Big Endian

3. Implicit VR Little Endian

Different Transfer Syntaxes will not be selected.

2.4 COMMUNICATION PROFILES

2.4.1 Supported Communication Stacks

The DICOM Upper Layer Protocol is supported usir@PTIP, as specified in DICOM
PS3.8.

The TCP/IP stack is inherited from the base Opegefystem.
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2.4.2 Physical Media Support

MedoraCom is indifferent to the physical mediumrowhich TCP/IP executes. Support

for the physical network medium is provided by timelerlying base operating system.

2.4.3 Additional Protocols

DHCP support is not provided, all RIS-I serverslidha assigned static IP addresses.

2.4.4 IPv4 and IPv6 Support

This product supports IPv4.

2.5 EXTENSIONS / SPECIALIZATIONS/ PRIVATIZATIONS

2.5.1 MedoraCom ARI Report SCP

MedoraCom ARI Report SCP supports the private ¥i@odonics Report Management

— FIND SOP Class.

The MCARI Application Entity provides Standard Conformancéhie following DICOM

SOP Classes asSCP.

SOP Class Name SOP Class UID SCU SCP
Virtua Codonics Report Management - FIND 1.2.8485BP.3500.8 No Yes
Verification SOP Class 1.2.840.10008.1.1 No Yes

Please refer to section 2.3.4 above for detailsdrgion of MCARI.

2.6 CONFIGURATION
2.6.1 AE Title/Presentation Address Mapping

2.6.1.1 Configurable Parameters

The following fields are configurable for the ABECSRV, MCPPS SCP and MCARI

(local):

® |Local AE Title

® Local Listening Port Number

The following fields are configurable for the ABBCQRS and MCPPS SCU (local):

® |Local AE Title

® Remote Port Number

® Remote IP Address
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The following fields are configurable for every rete DICOM AE:

® Remote AE Title
® Remote IP Address

® Listening TCP/IP Port Number

The following fields are configurable:

® Association Establishment Timer
® Maximum Length PDU

Note: All configurations must be performed by a GE FiElwineer.

2.7 SUPPORT OF EXTENDED CHARACTER SETS

MedoraCom supports the ISO-IR 100 character setddfition to the default character
repertoire.

As a SCP the product will accept SOP Instances avithvalue of Specific Character Set
(0008,0005). As a SCU, it will similarly accepspanse items with any value of Specific
Character Set. However, it will display in the usaterface only characters specified
within ISO_IR 6 (ASCII) or the configured extendeltbracter set.

2.8 CODES AND CONTROLLED TERMINOLOGY

All code sequences in the MWL response are cordlgerfor the specific institution. The
user is able to add and change these values usn@dntricity RIS-i application. Thus
the value for Coding Scheme Designator (0008,0i)aways ‘L.

2.9 SECURITY PROFILES

The product does not conform to any defined DICOaBity Profiles.

It is assumed that the product is used within airgetenvironment. It is assumed that a
secured environment includes at a minimum:

1. Firewall or router protections to ensure that omfyproved external hosts have
network access to the product.

2. Firewall or router protections to ensure that thedpct only has network access to
approved external hosts and services.

3. Any communications with external hosts and servigetside the locally secured
environment use appropriate secure network chanfselsh as a Virtual Private
Network (VPN))
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