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THIS SERVICE MANUAL IS AVAILABLE IN ENGLISH ONLY.

IF A CUSTOMER’'S SERVICE PROVIDER REQUIRES A LANGUAGE OTHER
THAN ENGLISH, IT IS THE CUSTOMER'S RESPONSIBILITY TO PROVIDE
TRANSLATION SERVICES.

DO NOT ATTEMPT TO SERVICE THE EQUIPMENT UNLESS THIS SERVICE
MANUAL HAS BEEN CONSULTED AND IS UNDERSTOOD.

FAILURE TO HEED THIS WARNING MAY RESULT IN INJURY TO THE SERVICE
PROVIDER, OPERATOR OR PATIENT FROM ELECTRIC SHOCK,
MECHANICAL OR OTHER HAZARDS.

CE MANUEL DE MAINTENANCE N’EST DISPONIBLE QU’EN ANGLAIS.

S| LE TECHNICIEN DU CLIENT A BESOIN DE CE MANUEL DANS UNE AUTRE
LANGUE QUE L'ANGLAIS, C'EST AU CLIENT QU’IL INCOMBE DE LE FAIRE
TRADUIRE.

NE PAS TENTER D'INTERVENTION SUR LES EQUIPEMENTS TANT QUE LE
MANUEL SERVICE N’A PAS ETE CONSULTE ET COMPRIS.

LE NON-RESPECT DE CET AVERTISSEMENT PEUT ENTRAINER CHEZ LE
TECHNICIEN, LOPERATEUR OU LE PATIENT DES BLESSURES DUES A DES
DANGERS ELECTRIQUES, MECANIQUES OU AUTRES.

DIESES KUNDENDIENST-HANDBUCH EXISTIERT NUR IN
ENGLISCHER SPRACHE.

FALLS EIN FREMDER KUNDENDIENST EINE ANDERE SPRACHE BENOTIGT,
IST ES AUFGABE DES KUNDEN FUR EINE ENTSPRECHENDE UBERSETZUNG
ZU SORGEN.

VERSUCHEN SIE NICHT, DAS GERAT ZU REPARIEREN, BEVOR DIESES
KUNDENDIENST-HANDBUCH NICHT ZU RATE GEZOGEN UND VERSTANDEN
WURDE.

WIRD DIESE WARNUNG NICHT BEACHTET, SO KANN ES ZU VERLETZUNGEN

DES KUNDENDIENSTTECHNIKERS, DES BEDIENERS ODER DES PATIENTEN
DURCH ELEKTRISCHE SCHLAGE, MECHANISCHE ODER SONSTIGE

GEFAHREN KOMMEN.

ESTE MANUAL DE SERVICIO SOLO EXISTE EN INGLES.

SI ALGUN PROVEEDOR DE SERVICIOS AJENO A GEMS SOLICITA UN IDIOMA
QUE NO SEA EL INGLES, ES RESPONSABILIDAD DEL CLIENTE OFRECER UN
SERVICIO DE TRADUCCION.

NO SE DEBERA DAR SERVICIO TECNICO AL EQUIPO, SIN HABER
CONSULTADO Y COMPRENDIDO ESTE MANUAL DE SERVICIO.

LA NO OBSERVANCIA DEL PRESENTE AVISO PUEDE DAR LUGAR A QUE EL
PROVEEDOR DE SERVICIOS, EL OPERADOR O EL PACIENTE SUFRAN
LESIONES PROVOCADAS POR CAUSAS ELECTRICAS, MECANICAS O DE
OTRA NATURALEZA.
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ESTE MANUAL DE ASSISTENCIA TECNICA SO SE ENCONTRA
DISPONIVEL EM INGLES.

SE QUALQUER OUTRO SERVICO DE ASSISTENCIA TECNICA, QUE NAO A
GEMS, SOLICITAR ESTES MANUAIS NOUTRO IDIOMA, E DA
RESPONSABILIDADE DO CLIENTE FORNECER OS SERVICOS DE TRADUGAO.

NAO TENTE REPARAR O EQUIPAMENTO SEM TER CONSULTADO E
COMPREENDIDO ESTE MANUAL DE ASSISTENCIA TECNICA.

O NAO CUMPRIMENTO DESTE AVISO PODE POR EM PERIGO A SEGURANCA
DO TECNICO, OPERADOR OU PACIENTE DEVIDO A' CHOQUES ELETRICOS,
MECANICOS OU OUTROS.

IL PRESENTE MANUALE DI MANUTENZIONE E DISPONIBILE
SOLTANTO IN INGLESE.

SE UN ADDETTO ALLA MANUTENZIONE ESTERNO ALLA GEMS RICHIEDE IL
MANUALE IN UNA LINGUA DIVERSA, IL CLIENTE E TENUTO A PROVVEDERE
DIRETTAMENTE ALLA TRADUZIONE.

S| PROCEDA ALLA MANUTENZIONE DELLAPPARECCHIATURA SOLO DOPO
AVER CONSULTATO IL PRESENTE MANUALE ED AVERNE COMPRESO IL
CONTENUTO.

NON TENERE CONTO DELLA PRESENTE AVVERTENZA POTREBBE FAR
COMPIERE OPERAZIONI DA CUI DERIVINO LESIONI ALLADDETTO ALLA
MANUTENZIONE, ALL'UTILIZZATORE ED AL PAZIENTE PER
FOLGORAZIONE ELETTRICA, PER URTI MECCANICI OD ALTRI RISCHI.
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SECTION 1 — INTRODUCTION

1-1 OVERVIEW

This document is théntroduction to the Integrated DICOM/Network v3.0 (ID/Net
v3.0)Conformance Statemenlt is applicable to all GE Medical Systems (GE) products
which support the ID/Net v3.0 network. More specifically, this document is an introduction
to the Conformance Statements related to GE ID/Net products.

Section 1provides general information about the GE strategy for Open Connectivity. It
includes a brief description of the relationships of GE ID/Net v3.0 and the DICOM V3.0
standards and also includes important remarks which users of ID/Net should address
carefully when connecting imaging systems.

Section 2is an overview of network architecture concepts, including the 1SO seven layer
model and the DICOM Applications Layer model.

Section 3describes the basic technical concepts and terminology which are used in the
DICOM standard and the ID/Net environment.

Section 4provides some basic reference material (references, definitions, acronyms) for
DICOM and ID/Net which is common to all GE DICOM Conformance Statements.

1-2 INTENDED AUDIENCE FOR THIS
DOCUMENT

This document is intended for a broad audience in areas of medical imaging, software
design, network planning, and/or systems integration. The reader must have a basic
understanding of networking. The purpose of this document is to familiarize the reader with

some of the ID/Net and DICOM v3.0 terminology and concepts.

If, however, the reader intends to work at the software implementation and/or systems
integration levels, this Introduction will be helpful, but insufficient. In this case the reader
must also read the DICOM v3.0 standard and the specific product Conformance Statements.

1-3 CONNECTIVITY FOR INCREASED EFFICIENCY

Connectivity is desirable for a number of reasons since it may provide clinical benefits and
may increase the following departmental efficiencies:

® Rapid availability of images to diagnosticians and clinicians.
® [Ease of exchange of images between locations (remotely or locally).

e Ease of image access for filming, reading, archiving (off—loading the tasks from
scanners), or advanced analysis (3D, DentaScan).

® Integration of image acquisition and diagnostic information into the hospital
information system, a necessary step toward patient record consolidation.

The benefits of shared digital information may include simultaneous access of information
by multiple users, post processing of image data, reduction in film loss, reduction in film
storage space, etc.,, which may result in increased productivity, efficiency,
cost-effectiveness, and improved patient care. To pursue these potential benefits the
concept of “Networked systems” must be incorporated. Fully networked systems are
capable ointeroperating to communicate image and related information. Simply being
connected to a network does not mean that two devices can interoperate, that is, send,
receive, display, analyze, or archive data, etc. ID/Net provides the interoperability
foundation for networked devices, thus allowing customers to begin to choose equipment
optimized for a particular application.

1-1
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THE NEED FOR A STANDARD

ID/NET — AN OPEN,

True connectivity requires the definition and implementation of a common network
communications standard among manufacturers, one that addresses a wide variety of
imaging components — image acquisition equipment, display workstations, archiving
systems, hard copy devices and information management systems, for example.

DICOM has emerged as the medical information networking standard, currently defining
CT, MR, Nuclear Medicine, Ultrasound and Computed Radiography images, as well as
Laser Camera and HIS/RIS interfaces. Also, the definition of X—Ray Angiography and
Media Interchange is well underway. The development of DICOM has been the result of
joint effort between NEMA (Medical Imaging Vendors) and the ACR (American College of
Radiology). Other medical specialties have also contributed to this effort, in particular the
ACC (American College of Cardiology).

DICOM is also a global standard. In particular, CEN in Europe is actively involved in the
definition of DICOM standards and has decided to use DICOM as the basis for a European
Standard. An active liaison also exists with the JIRA and IS&C committees in Japan. GE has
been a major contributor to the development of this standard, and implementation of these
DICOM concepts is realized in the GE ID/Net v3.0.

INTEGRATED INTERFACE

The GE Integrated DICOM/Network v3.0 allows users to connect among GE DICOM
imaging systems, as well as to other manufacturers’ DICOM-based products. GE ID/Net
v3.0 is a DICOM-based implementation which provides a common, open networking
approach for medical imaging equipment. ID/Net isitheroperability foundation for a

wide range of GE products and for interfacing with third party devices.

ID/Net provides the flexibility to configure, in many cases, network solutions that meet GE
customers’ diverse communication requirements. ID/Net also inherently provides for the
option of purchasing standard network devices, such as cabling, transceivers, modems,
routers, bridges, etc., to meet most network needs.

Because ID/Net is based upon networking standards, the size and configuration of health
care site networks are flexible. The networking standards allow different technologies to be
employed (e.g., wide area networks, local area networks, etc.).

With GE and ID/Net, you have the ability to begin accessing the benefits of connectivity
today — and a solid link to the future.

ID/Net — An Integrated Network

ID/Net isintegrated DICOM standards are an integral part of product design, so investment
in costly and complex gateways often needed to network between dissimilar proprietary
networks is not likely (some older equipment may be an exception.)

ID/Net — An Open Network

ID/Net is open It enables connectivity to other manufacturers’ DICOM—compatible
equipment. GE ID/Net interfaces are documented in DICOM Conformance Statements. If
your current systems have not been built to DICOM standards, third party connections may
be used to convert proprietary image format into DICOM standards.

1-2
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1-5-3 ID/Net — Support by GE Products and ID/Net DICOM Conformance Statements

A number of GE systems are already demonstrating the effectiveness of ID/Net v2.0 and/or
ID/Net v3.0 connectivity. Among them are our CT 9800, HiLight and HiSpeed Advantage
systems, as well as MR Signa 5.X systems, Advantage Independent Consoles, and
Advantage Windows workstations. As the DICOM standard evolves, additional modalities
and connections are expected to be implemented.

For more specific information regarding current product capabilities and availability, please
contact your GE Sales representative.

For the purposes of backward compatibility, the CT Advantage, MR Signa 5.x Advantage,
and CT9800 ID/Link II continue to support ID/Net v2.0. This continuum in network
connectivity is presented in section 1-5-4.

Any GE equipment which supports ID/Net will have a “DICOM Conformance Statement”
available to the public. The Conformance Statement is an implementation profile which
lists the DICOM functions (e.g., send a CT image, send an MR image, query for images,
etc.) which have been implemented by a particular piece of equipment.

The DICOM standard, and thus ID/Net, is structured such that each device can implement
the appropriate functions of the standard for its intended application. In order for two

devices to interoperate, both devices must have a complementary set of functions
implemented. As part of the standard, two devices negotiate before they begin to
communicate to verify that the common function(s) does exist. However, before attempting
to interoperate, the existence of a set of common functions should be determined by
reviewing the Conformance Statement of each device. For example, a product could
implement the “image send” function, but not the “image receive” function.

The exact technical specification of how ID/Net v3.0 implementations conform to DICOM
v3.0 is given in each GE product ID/Net DICOM Conformance Statement. It is the intent of
this document (“Introduction to the ID/Net v3.0 Conformance Statement”) to provide
introductory information which is common and applicable to all ID/Net DICOM
Conformance Statements.

The Conformance Statements may be ordered by specifying the Direction number, as
defined in the “Overall ID/Net Documentation Structure”, section 1-7.

1-5—4 1ID/Net v3.0 Compatibility with ID/Net v2.0

ILLUSTRATION 1-—1

ID/Net v2.0 products were released before the DICOM Standard was completed. ID/Net
v2.0 is a network protocol based on the DICOM Part 8 network communications
specification, but with GE specific Information Object Definitions (IOD’s). The GE IOD’s
are publicly available as the “ID/Net v2.0 Implementation Profiles”, Direction
46-269546G2, and are based on the April 1993 draft version of DICOM v3.0.

ID/Net v3.0 is fully compliant with the final version of DICOM v3.0, but also backward
compatible with ID/Net v2.0 as shown in lllustration 1-1.

ID/NET V2.0 — ID/NET V3.0 RELATIONSHIP

1-6 IMPORTANT REMARKS

The use of these Conformance Statements, in conjunction with the DICOM v3.0 Standards,
is intended to facilitate communication with GE imaging equipment. Howeyéself, it

is not sufficient to ensure that inter—operation will be successfulTheuser (or user’s
agent)needs to proceed with caution and address at least four issues:

1-3
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ID/NET V3.0
ID/NET V2.0
DISPLAY SEC- | OVER-

INFORMATIO ct MR cr MR ONDARY| LAY STUDY -

OBJECT CAP- BASED
DEFINITIONS: TURE INFORMATION

GE GE GE |DICOM | DiICOM DICOM| DICOM MODEL
e | CmioN STORAGE SERVICE CLASS QUERY |RETRIEV]

DIMSE
COMMANDS: C-ECHO C—-STORE C-FIND| C-MOVE
ASSOCIATION NEGOTIATION

& DIMSE SERVICE

DICOM/UL (DICOM PART 8)

TCP/IP

ETHERNET

Integration — The integration of any device into an overall system of intercon-
nected devices goes beyond the scope of standards (DICOM v3.0), and of this
introduction and associated Conformance Statements when interoperability
with non—GE equipment is desired. The responsibility to analyze the applica-
tions requirements and to design a solution that integrates GE imaging equip-
ment with non-GE systems is the user’s responsibility and should not be
underestimated. The user is strongly advised to ensure that such an integration
analysis is correctly performed.

Validation — Testing the complete range of possible interactions between any GE
device and non-GE devices, before the connection is declared operational,
should not be overlooked. Therefore, the user should ensure that any non-GE
provider accepts full responsibility for all validation required for their connection
with GE devices. This includes the accuracy of the image data once it has crossed
the interface between the GE imaging equipment and the non-GE device and the
stability of the image data for the intended applications.

Such a validation is required before any clinical use (diagnosis and/or treatment)
is performed. It applies when images acquired on GE imaging equipment are
processed/displayed on a non—GE device, as well as when images acquired on
non—GE equipment is processed/displayed on a GE console or workstation.
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® Future Evolution — GE understands that the DICOM Standard will evolve to
meet the user’s growing requirements. GE is actively involved in the develop-
ment of the DICOM v3.0 Standard. DICOM v3.0 will incorporate new features
and technologies and GE may follow the evolution of the Standard. ID/Net v3.0
is based on DICOM v3.0 as specified in each ID/Net DICOM Conformance
Statement. Evolution of the Standard may require changes to devices which have
implemented DICOM v3.0. In addition, GE reserves the right to discontinue or
make changes to the support of communications features (on its products)
reflected on by these ID/Net DICOM Conformance Statements. The user should
ensure that any non-GE provider, which connects with GE devices, also plans for
the future evolution of the DICOM Standard. Failure to do so will likely result
in the loss of function and/or connectivity as the DICOM Standard changes and
GE Products are enhanced to support these changes.

® Interaction — It is the sole responsibility of the non-GE provider to ensure that
communication with the interfaced equipment does not cause degradation of GE
imaging equipment performance and/or function.

1-7 OVERALL ID/NET DOCUMENTATION

STRUCTURE

ILLUSTRATION 1-2
DOCUMENTATION STRUCTURE

The Documentation Structure presented in lllustration 1-1 (next page) shows the overall
organization of the ID/Net documentation.

1-7—1 1ID/Net v3.0 Documentation

This document focuses upon the ID/Net DICOM v3.0 Conformance Statements and
provides references to the ID/Net v2.0 Implementation Profiles. This document is the
introductory level document:

Introduction to the Integrated DICOM/Network v3.0
(ID/Net v3.0) Conformance Statement
Direction: 2118780

This Introduction is applicable to all ID/Net v3.0 GE products. It is intended to familiarize
the reader with ID/Net v3.0 and DICOM v3.0 terminology and general concepts. This
document should be read prior to reading the product specific ID/Net DICOM Conformance
Statements.

For the convenience of software developers, this Introduction and all of the currently
published ID/Net DICOM Conformance Statements may be ordered under a single
reference:

ID/Net v3.0 Conformance Statements
Direction: 2117016

1-5
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Introduction to
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1-7-2 ID/Net v2.0 Documentation

ID/Net v2.0 documentation followed a similar structure. In cases where installed equipment
not yet upgraded to ID/Net v3.0 needs to be networked, the ID/Net v2.0 documentation
(Implementation Profiles) include complete conformance statements. The following
documents may be ordered:

CT Advantage

Implementation Profile for ACR-NEMA v2.0
with DICOM v3.0 Extensions (ID/Net v2.0)
Direction: 46—269546G3

MR Advantage

Implementation Profile for ACR-NEMA v2.0
with DICOM v3.0 Extensions (ID/Net v2.0)
Direction: 46—269546G4

CT 9800

Implementation Profile for ACR-NEMA v2.0
with DICOM v3.0 Extensions (ID/Net v2.0)
Direction: 46—269546G5

For the sake of convenience, the ID/Net v2.0 documentation can be ordered under a single
direction number:

ID/Net v2.0 Implementation Profiles
Direction 46—269546G2

1-7
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SECTION 2 — NETWORK ARCHITECTURE CONCEPTS

2-1 OVERVIEW

The second part of this document describes some of the Network Architecture concepts and
models which are used in ID/Net v3.0 and DICOM v3.0. ID/Net v3.0 is fully based upon
DICOM v3.0.

2-2 BASIC NETWORK LEVELS AND PROTOCOLS

A successful network architecture must be layered to facilitate integration of evolving
technologies. The Open Systems Interconnection (OSl) Reference Model defined by the
International Standards Organization is the accepted seven layer model for the design of
modular network architectures.

The purpose of this Section is to provide a brief explanation of the OSI networking
architecture. Section 2—2—1 provides some analogies to introduce these concepts. Section
2-2-2 llustrates how DICOM is based on the OSI reference model.

2—2—-1 Network Architecture and the Post Office Analogy

The fundamental choices made by the DICOM v3.0 Standard can be understood by
comparing a digital medical image network to a postal system. A postal system is complex,
employing computers to track and route mail, and trucks, trains, and airplanes to move mail.
But for the end user, the complexity of the system is transparent.

When it comes to the content of the envelope, the two people who want to communicate
need a common language for writing the letter. If they depeak the same language but

both know a third language, the third language would be the common language, the
language of communication. For example, if a French person and a Japanese person both
spoke English and they wanted to write to each other, they would go through this process
(refer to lllustration 2—1 as you read the steps below it):

ILLUSTRATION 2—1
GETTING THE MESSAGE ACROSS

1.. The letter is composed in the writer’s native language, for example, French.
2.. The letter is translated into English.

3.. The letter is inserted into an envelope, and the envelope is addressed to meet the
postal system’s requirements.

4.. The letter is put into a mail box, picked up by the writer’s post office and sent
across town or around the world.

. The letter is received by the reader’s post office.

. The address on the envelope is read, and the letter is delivered to that address.

. The letter is opened and read in English.

. The English is translated into the reader’s native language, for example, Japa-
nese.

© N O
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Step 2 < Step 7
< Peer-to-Peer Understanding >

Step 3 Step 6
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< Peer-to-Peer Understanding >
&
Step 4 / / Step 5
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Physical Flow
e Steps 1 - 4 apply to the writer or sender. e Steps2and 7,3 and 6, 4 and 5 rely on a
Steps 5 - 8 apply to the reader or receiver. peer-to-peer understanding, shown as solid
« Sender and receiver go through the same white arrows<= .
number of steps but in reverse order. ¢ Actual physical flow occurs between Steps 4

« The message is unchanged by the process. and 5, shown as shaded arrow<= .

After packaging and addressing a letter and putting it into a mailbox, the postal system takes
over and performs Steps 4 and 5. The letter could travel by truck, train or plane. The method
of transportation does not matter as long as the letter is reliably delivered to its destination.
Refer to Illustration 2—-2 as you read the following:

B The devices on a digital medical network are similar to the businesses on a postal
system. Just as each business is different, the devices can be different. They
include workstations, image acquisition devices, information systems, image
storage and distribution control devices, gateways, hard copy printers and other
peripherals.

B The imaging and text data being transferred across a digital medical network var-
ies, just as the contents of letters being carried by the postal system varies. The
postal system does not care about the contents of the letters it delivers, nor does
it alter the contents. In a similar manner, digital medical networks should transfer
image and text data without altering the information.
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B The postal system delivers both small envelopes and large packages. In the same
manner, a digital medical network should reliably transfer a few bytes to mega-
bytes of data.

B The postal system employs different methods of transportation to move the mail
in an efficient and cost effective manner, including people, trucks, trains and air-
planes. In the same way, digital medical networks should integrate different
transmission technologies to get the job done:
®  Within the hospital, digital medical networks may support different types of

Local Area Networks (LANs). For example, Ethernet, Fiber Distributed
Data Interface (FDDI), Digital Links, Dial—up circuits, etc.

® When communicating outside a hospital, a digital medical network should
integrate Wide Area Networks (WANS) links. These links are in general pro-
vided by regional or national telecommunication carriers who use a com-
bination of terrestrial, microwave and satellite technologies. A wide range
of service and speeds are available ranging from kilobit per second phone
lines to megabit per second leased lines and switched high speed services.

POSTAL SYSTEM COMPARED TO A DIGITAL MEDICAL NETWORK
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¢ Digital medical devices are similar to
businesses connected by a postal PRSI

system RERRERRIRRKS RN
. RIS I I K
X

¢ Text and images are like the letters
put into the mailbox.

e LANs and WANSs are similar to the
trucks and airplanes used by the post
office to move the mail from one
location to another.

2-3



GE Medical Systems Introduction to the Integrated — Dicom/Network V3.0
REV 0 Conformance Statement 2118780

When digital medical devices need to “get the message across”, they communicate using the
same steps as the businesses of the postal system. The sending and receiving digital medical
devices should match at all levels of networking to guarantee efficient and reliable delivery

of data. The three layers of networking and the application they support are defined
immediately following lllustration 2-3.

ILLUSTRATION 2—-3
PARALLEL STRUCTURE OF NETWORKED DEVICES

B The application Transactions and Database are like the contents of a letter writ-
ten in the native language. They are specific to each device, just as the usage of
the contents of a letter is specific to each reader and writer. The DICOM v3.0
Standard only addresses the network communications functions and data neces-
sary to support the applications. It does not specify the internal design of the
device.

B The Application Message Exchange layer is similar to the translated letter. Using
DICOM v3.0, this layer allows non-compatible platforms and applications to
communicate by defining common protocols and formats which support such fea-
tures as image transfer, database queries and retrieval of images/text related
information.

B The Logical Networking layer is similar to the letter’s packaging and labeling.
This layer defines how the message will be managed by the network and guaran-
tees reliable delivery within a hospital and remote hospitals. The Logical Net-
working layer shields the Application Message Exchange layer from physical
network technologies.

B The Physical Networking layer is similar to the trucks, trains and airplanes which
transport the letter. It is the physical medium (i.e. cabling) and its access methods
(access hardware and intermediate switches) such as Ethernet, FDDI, etc., which
exchanges the bits of data. The Physical Networking layer should support a
choice of options in order to address, in a cost effective manner, the various per-
formance requirements of the Logical Networking layer.

The Logical and Physical Networking layers must work together to support the Application
Message Exchange layer. To guarantee interoperability between devices, one approach
must be specified for each layer. The selection of these choices establishes a network
architecture.

Networking support is an integral part of any digital medical device. The Physical Network
which externally links the device is a small component of what is required for devices to
actually interoperate. The Logical Networking and Application Message Exchange
functions which are integrated into the medical devices play a role transparent to the user,
but fundamental to information exchange.
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Device B

e The Application Transaction/Database is specific ¢ The network is an integral part of each digital
for each digital medical device. medical device.

e The Application Message Exchange, Logical
Networking and Physical Networking layers are
common for all digital medical devices.

GE ID/Net is an open network architecture as it relies on network standards broadly
supported by the medical industry (e.g., DICOM) and the computer industry (e.g., TCP/IP,
Ethernet, OSI, etc.) for all of the networking layers.
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2—2-2 DICOM and the OSI Reference Model

As stated earlier, DICOM v3.0 is structured according to the OSI Reference Model. The OSI
Reference Model defines seven layers of communication protocol which may be more
simply grouped into the three layers previously described:

1)  Application Message Exchange Layer
2) Logical Networking Layer
3) Physical Networking Layer

DICOM defines oné\pplication Message Exchange Layewhich may operate over two
logical/physical networking protocols:

1) DICOM Upper Layers (UL) with TCP/IP
2) OSI protocol

ID/Net v3.0 has selected the DICOM UL with TCP/IP. lllustration 2—4 shows how the
DICOM UL TCP/IP network protocol relates to the OSI Reference Model.
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DICOM UL TCP/IP AND OSI LAYERS
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e Modular architectures provide the flexibility for evolving technologies.
« DICOM is modeled after the International Standards Organization OSI
Reference Model.

In the Logical Networking Layer the ID/Net architecture uses DICOM UL protocol
(standardized by DICOM v3.0 Part 8) and Transmission Control Protocol/Internet Protocol
(TCP/IP). TCP is a robust protocol which guarantees reliable delivery of the application
messages. IP provides mechanisms which support the routing of data within a hospital or to
remote hospitals over a variety of physical networks. The ID/Net Physical Networking
Layer generally relies on Ethernet v2.0 as the Datalink and Physical Network Layer. Other
physical network technologies may be combined with Ethernet v2.0 (e.g. FDDI or Wide
Area Networks (WAN’s)).

It should be noted that TCP, IP, and Ethernet are not specific to the DICOM standard and are
multi-industry standards implemented in off-the-shelf commercial products. The DICOM
Upper Layers (UL) and the DICOM Application Layer are specific to the DICOM standard.
The DICOM Application Layer is introduced in more detail in section 3.
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SECTION 3 — APPLICATION LAYER CONCEPTS USED

OVERVIEW

IN DICOM V3.0 AND ID/NET

This section of the document describes some of the fundamental concepts and models which
are used by the Application layer standardized by DICOM v3.0 and used by ID/Net
Implementations. DICOM v3.0 uses Object Oriented Design concepts and the OSI
Reference Model.

All parts of the DICOM v3.0 standard were unanimously approved in October of 1993. Part
10 of the DICOM Standard — Media Storage and File Formats, as well as additional parts
which are under development as of early 1994, are not discussed in this section.

The reader interested in a complete presentation of these concepts should refer to the
DICOM v3.0 standard. The last part in this section provides an overview of the nine DICOM
v3.0 Parts.

CONFORMANCE STATEMENTS

A DICOM v3.0 Conformance Statement is available for every piece of GE Imaging
Equipment having an ID/Net Interface (as is required by DICOM). The Conformance
Statement explicitly states the network capabilities and options implemented by that
device. For example, a Conformance Statement identifies which Information Object
Definitions (MR image, Patient/Study (RIS) object, etc.) may be sent and/or received. It
also identifies which Service Classes have been implemented (Storage, Query/Retrieve,
Print, etc.).

The purpose of the Conformance Statement is to define the capabilities of a specific device
and allow the reader to determine what exact functionality is available. That is,
Conformance Statements allow implementations to assess the level of interoperability
between two DICOM compliant devices.

DICOM V3.0 APPLICATION LAYER CONCEPTS

An Application Entity (AE) is an OSI Application Layer function which includes the
mechanisms by which applications exchange information on a network. The basic concepts
of an Application Entity, as used in the DICOM v3.0 standard, are described in this section
(see lll. 3—-1 for a pictorial representation of the DICOM Application Entity).

The DICOM model is based on an object-oriented model. Object-oriented modeling uses
abstract data objects (e.g., the definition of MR images, CT images, etc.) to represent a class
of real-world objects. Object-oriented modeling also defines generic “methods” (e.g.,
Store, Delete, Create, Get, etc.) which act upon the data objects. The combination of a
method and a data object being used by two peer AEs over an association constitutes an
instance of communication. lllustration 3—1 shows the relationship of the DICOM objects
model.
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ILLUSTRATION 3—1
DICOM OBJECTS RELATIONSHIP MODEL

DICOM Application Entity

o Service Classes
Association (Store, Query/Retrieve,
Negotiation Print,Study Management, etc.)

Information Objects
(MR, CT, Patient, etc.)

N _/

DICOM Message Service Element
(Store, Delete, Create, Get, etc.)

;

Upper Layer
Association
Services

___________________

Upper Layer Presentation Data Service

An AE uses the following concepts:

. Information Object Definitions (data object definitions)

. DICOM Message Service Element Services (generic methods)

. Service Object Pair (SOP) Classes (the method and data object combined)

. Service Classes (a set of related SOP Classes)

A R

. Association Negotiation (negotiate how data will be encoded and the type of data
to be exchanged)

Each of these concepts is defined in further detail in sections 3—3-1 through 3-3-5.

3-3—-1 Information Object Definition

An Information Object Definition (IOD) is the specification used to define an abstract data
object (the information to exchange). The goal of an 10D is to provide an unambiguous
specification about related pieces of information. IODs do not represent a specific instance
of the data object, but rather a class of similar data objects which have the same properties.
IODs provide the mechanisms to specify data objects such as images (e.g., MR, CT, NM,
etc.) and also image related data objects such as curves, overlays, Radiology Information
System (RIS) information, etc.
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In DICOM an IOD consists of an Entity Relationship Model, information entities, modules,
and attributes. The content of an IOD is similar to a memo. A memo consists of words
(called attributes), sentences (a set of related words, called modules), paragraphs (a set of
related sentences, called information entities), and finally the memo (a set of related
paragraphs, described by an Entity Relationship Model).

3-3-2 DICOM Message Service Element (DIMSE) Services

3—-3-3 Service Object Pair

3-3—4 Service Class

Specifying an 10D is key for communication. However, it is not sufficient. Services
(methods) which operate on I0Ds need to be standardized. DICOM defines a set of generic
services (such as Store, Create, Delete, Get, etc.) which act upon instances of an IOD. These
services are called the DICOM Message Service Element (DIMSE).

(SOP) Class

The coupling of one or more DIMSE Services with one specific IOD results in a Service
Object Pair Class (SOP Class). A SOP Class specification contains the rules which are
applied to the DIMSE Services and a related 10D. A SOP Class is equivalent to an “object
class” in the object-oriented model (the data plus the methods).

A SOP Class is the key specification building block for the successful communication
between two AEs. However, like the 10D, the SOP Class does not represent a specific
instance of communication. When a specific instance of communication does occur it is
defined as a SOP Instance. SOP Instances are used to represent real-world occurrences of
images, studies, patients, etc.

The analogy of a sentence can be used to describe the MR Storage SOP Class. The 10D acts
as the noun (an MR image). The DIMSE Service acts as the verb (Store). The SOP Class is
similar to a generic sentence (Store an MR image). The SOP Instance is similar to a specific
sentence (Store this MR image).

A Service Class represents a specific function which is to be accomplished by peer AEs and

is defined by a set of related SOP Classes. For example, the features needed to query for
image information and to retrieve the actual image data are very closely related. To achieve

these features two SOP Classes are required, one to gather image information (query) and
one to get the image data (retrieve). The Query/Retrieve Service Class combines these
related SOP Classes into one Service Class.

The Service Class defines two roles which are used by communicating AEs, the Service
Class User (SCU) and Service Class Provider (SCP). These roles are based on the
“client/server model”. The SCU acts as the “client” while the SCP acts as the “server”. For
example, for the Storage Service Class, the SCU acts as the image send device while the SCP
acts as the image receive device.

3-3-5 Association Negotiation

Association establishment is the first phase of communication between peer AEs. The AEs
use the association establishment to negotiate how data will be encoded and the type of data
to be exchanged. Some of these negotiated parameters include Application Context,
Abstract Syntaxes, Transfer Syntaxes, and Application Association Information.
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The method of negotiation used in DICOM v3.0 is fairly simple. The device which initiates
the association proposes a list of possible options for each negotiated parameter. The
initiating device must be capable of supporting all of the options which it proposes. The
responding device selects which of the options it can support and returns this information to
the initiating device. This commonly agreed upon set of options is then available on the
corresponding association.

3-3-6 Example of AE Concepts

Following is an example of two systems which need to send/receive an MR image. This
example illustrates how DICOM is used to achieve this image exchange.

ILLUSTRATION 3—1
EXAMPLE OF AE CONCEPTS

MR
SCANNER MR OPERATOR’S
CONSOLE

WORK
STATION

MR Image

ID/Net

e The MR Operator’s Console sends an MR Image to a WorkStation
using ID/Net

e Each system supports DICOM Application Entity (AE) functionality
(over DICOM UL and TCP/IP)

In order to understand how to exchange this MR image, both the MR Scanner and the
Workstation need to implement the DICOM Application Entity concepts previously
discussed.

To determine the data structure that defines an MR image each device must understand the
MR Image Information Object Definition .
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The MR Image 10D contains tidtributes which describe the complete set of data needed
to define the image. Some of the Attributes are Patient Name, Date of Scan, MR
Acquisition Type, Echo Time, Pixel Data, etc. Associated Attributes are grouped into
Modules. Modules contain the exact definition of each Attribute, including whether the
Attributes are required or optional and the rules of how these Attributes are related. A few
of the Modules are: Patient Identification Module, Image Pixel Module, Overlay Plane
Module, Lookup Table Module, etc. Associated Modules are groupedhifiotmnation
Entities. The key Information Entities include Patient, Study, Series, Equipment and
Image. As an example, the Image Information Entity includes the Image Pixel Module,
Overlay Plane Module, and the Lookup Table Module. The relationship of the Information
Entities is described by dntity Relationship Model (see Ill. 3-2 for an example of an
Entity Relationship Model and DICOM Standard Part 3, section 5 for information on how to
interpret Entity relationship diagrams).

MR IMAGE ENTITY RELATIONSHIP DIAGRAM

Equipment

Patient

¢ Lo Frame
1n . .
Series g of
) Reference
1,n

MR Image

To determine how to send/receive the MR image each device must understand the
C-STORE DIMSE Service This is the generic service (method) which is used to send or
receive any image, e.g., MR, CT, Nuclear, etc.
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To determine how to couple the MR Image 10D and the C-STORE DIMSE Service each
device must understand tMR Storage SOP Class In this example, only one DIMSE
Service is coupled with the MR Image IOD. However, other examples may include multiple
DIMSE Services coupled with one IOD.

The MR Storage Service Class is one of the SOP Classes specified by the DICOM Storage
Service Class. Each AE must understand which role it wishes to play for the MR Storage
SOP Class. The MR Scanner, which is sending the image, will act &tothge Service

Class User(SCU). The Workstation, which is receiving the image, will act aSthege

Service Class Provider(SCP).

To establish arssociationbetween the two devices so the image may be sent, both AE’s
must understand the negotiation process. Two of the key parameters which will be
negotiated during Association Establishment are Abhstract Syntax and Transfer

Syntax. The Abstract Syntax identifies the SOP Class. In this example, the Abstract Syntax
is the MR Storage SOP Class (i.e., the MR Image IOD and the C-STORE DIMSE Service).
The Transfer Syntax identifies the type of pixel data encoding which will be used to send this
image, e.g., compressed or uncompressed pixel data.

In this example, the MR Scanner may initiate the Association by proposing several Abstract
and Transfer Syntaxes. The responding Workstation will identify the Syntaxes it can
support in its response to the MR Scanner.

3-3-6-1 Communication Scenario
Now lets go through the order that the steps occur in the actual transmission of the image.

The MR Scanner first initiates an association to the Workstation. It offers an Abstract
Syntax which represents the MR Storage SOP Class with two Transfer Syntaxes,
compressed or uncompressed pixel data. The Workstation responds by accepting the MR
Storage SOP Class and selecting the uncompressed Transfer Syntax (it could not support
compression). The association is now established.

The MR Scanner constructs the image per the MR 10D and uses the C-STORE DIMSE
Service to send that IOD. The result will form a message including a command (C-STORE)
and a Data Set (the MR IOD encoded Attributes). The actual image or MR Image SOP
Instance is identified by a unique identifier or UID (see section 3-4) .

The Workstation receives this MR Image SOP Instance and stores the information in it's
database. The Workstation returns a “successful” response using the STORE DIMSE
Service. The image has now been successfully received.

At this time the MR Scanner may send more images or release the association.

Note: The above example illustrates a simple transfer of images. If both the MR Scanner
and the Workstation had implemented additional SOP Classes, such as Query/Retrieve,
these features could also be used on the same association.

3—4 UNIQUE IDENTIFIERS (UIDS)

Unique Identifiers (UIDs) provide the capability to uniquely identify a wide variety of
items. It guarantees uniqueness across countries, sites, vendors and equipment. This
scheme is used to uniquely identify items such as Service Object Pairs (SOP) Classes,
images, instances, network negotiation parameters, etc.
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The UID identification scheme is based on the OSI Information Object as defined by the ISO
8824 standard. All UIDs, used within the context of the DICOM Standard, are based upon
registered values as defined by ISO 9843-3 to ensure global uniqueness.

There is a root portion of the UID which uniquely identifies GE Medical Systems. The root
is registered with 1ISO and therefore guarantees that GE-specific UIDs are unique among
vendors.

Per the DICOM v3.0 standard, three types of UID values are used:

1.. The DICOM UID values which are defined in the DICOM Standard (such as
SOP class UIDs).

2.. GE-specific UID values which are defined in the ID/Net DICOM Conformance
Statement for GE products (such as product Implementation Class UID’s).

3.. GE-—specific UID values dynamically generated by GE product implementa-
tions (such as Image SOP Instance UIDs).

3-5 RELATIONSHIP OF CONCEPTS TO THE PARTS OF THE DICOM V3.0 STANDARDS

DICOM v3.0 is comprised of nine Parts which were balloted and approved in October, 1993.

As of early 1994, three additional Parts related to Media Storage and File Format were

placed under review. The nine Parts of the DICOM v3.0 Standard and the areas which are
covered are:

PART TITLE

1. Introduction and Overview

2. Conformance Requirements
Includes requirements for accurately writing a DICOM Conformance
Statement.

3.. Information Objects Definitions

Includes IODs for MR, CT, Ultrasound, Nuclear, etc. It also includes IOD’s
for Network Filming and Imaging Study Management (often called HIS/RIS
Interfacing).

4. Service Classes Specifications
Includes definitions of Service Class concepts, the SCU/SCP roles, and
definitions of Service Classes (i.e. Image Storage, Query/Retrieve,
Network Print, Study Management, Results Management, etc.).

5.. Data Structure and Encoding
Includes DICOM data set structure, Data Element encoding rules, value
encoding definitions (e.g., short string, unsigned short int, etc.), Attribute
types, UID encoding rules and registration, and Transfer Syntax
specifications. The support of JPEG lossless compression is also fully
specified.

6.. Data Dictionary
Includes Element list which is made up of Attribute Names and descriptions,
Data Element Tags (Group and Element numbers), Value Representations
and Multiplicity.

7.. Message Exchange
Includes association negotiation information and structures, DIMSE
operation and notification rules and DIMSE service and protocol
definitions (e.g., C-STORE, C-ECHO).
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Network Communication Support for Message Exchange
Includes Association Establishment protocol and encoding, including the
DICOM Upper Layer protocol used with TCP/IP.

Point-to-point Communication

Includes 50-pin hardware specification and communication protocol.

This is the ACR—NEMA specific hardware interface which was defined in
Version 2 of the Standard. It has been included as Part 9 of the DICOM
Standard for historical purposes.
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SECTION 4 — REFERENCES

4-1 NORMATIVE REFERENCES
e DICOM - Part 1: Document Structure
DICOM - Part 2: Conformance
DICOM - Part 3: Information Object Definitions
DICOM - Part 4: Service Class Specifications
DICOM - Part 5: Data Structure and Encoding
DICOM - Part 6: Data Dictionary
DICOM - Part 7: Message Exchange
DICOM - Part 8: Network Communication Support for Message Exchange

4-2 RELATED PUBLICATIONS OF INTEREST

e DICOM v3.0 Standard (printed copy):
ACR-NEMA / DICOM Representative
NEMA
2101 L Street, NW, Suite 300
Washington DC 20037
USA
(202 457—1965)

e DICOM v3.0 (electronic copy):
Available through anonymous ftp from Pennsylvania State University
ftp address: ftp.xray.hmc.psu.edu

® SCAR 1994 “Buying Imaging Products with a DICOM Interface — Made Easy”
Van Syckle, Sippel—Schmidt, Parisot

4-3 DICOM SOFTWARE COMMONLY
AVAILABLE

DICOM v3.0 Shareware (RSNA 1993 Central Test Node Software) av